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Abstract

This paper extends existing models for collaborative systems. We investigate how
much damage can be done by insiders alone, without collusion with an outside
adversary. In contrast to traditional intruder models, such as in protocol security,
all the players inside our system, including potential adversaries, have similar ca-
pabilities. They have bounded storage capacity, that is, they can only remember at
any moment a bounded number of symbols. This is technically imposed by only
allowing balanced actions, that is, actions that have the same number of facts in
their pre and post conditions, and bounding the size of facts, that is, the number
of symbols they contain. On the other hand, the adversaries inside our system
have many capabilities of the standard Dolev-Yao intruder, namely, they are able,
within their bounded storage capacity, to compose, decompose, overhear, and in-
tercept messages as well as create fresh values. We investigate the complexity of
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the decision problem of whether or not an adversary is able to discover secret data.
We show that this problem is PSPACE-complete when the size of messages is an
input bound and when all actions are balanced and can possibly create fresh val-
ues. As an application we turn to security protocol analysis and demonstrate that
many protocol anomalies, such as the Lowe anomaly in the Needham-Schroeder
public key exchange protocol, can also occur when the intruder is one of the in-
siders with bounded memory.

Keywords: Collaborative Systems, Protocol Security, Complexity Results

1. Introduction

A major concern in any system where agents do not trust each other com-
pletely is whether or not the system is secure, that is, whether or not any confi-
dential information or secret of any agent can be leaked to a malicious agent. This
paper investigates the complexity of such problem in the context of collaborative
system with confidentiality policies [23, 24].

Following [24], we assume here that all actions in our system are balanced,
that is, they have the same number of facts in their pre and post conditions. If we
additionally bound the size of facts, that is, the maximum number of function and
constant symbols a fact can contain, then all players inside our system, including
adversaries, have a bounded storage capacity. That is, they can only remember
at any moment a bounded number of symbols. This contrasts with traditional
intruder models, which normally include a powerful Dolev-Yao intruder [14] that
has an unbounded memory. On the other hand, our adversaries and the standard
Dolev-Yao intruder [14] share many capabilities, namely, they are able, within
their bounded storage capacity, to compose, decompose, overhear, and intercept
messages as well as create fresh values.

This paper shows that the secrecy problem of whether or not an adversary
can discover a secret is PSPACE-complete when the size of messages is an input
bound and when actions are balanced and can create fresh values. This contrasts
with previous results in protocol security literature [15], where it is shown that the
same problem is undecidable even when the size of messages is fixed. However,
there they allowed the intruder to have unbalanced actions, or in other words, they
assumed that the intruder’s memory is not necessarily bounded.

In order to obtain a secret, an adversary might need to perform exponentially
many actions. Since actions might create fresh values, there might be an ex-
ponential number of fresh constants involved in an anomaly, which in principle
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precludes PSPACE membership. To cope with this problem, we show in Section
4 how to reuse obsolete constants instead of creating new constant names.

Besides the secrecy problem, this paper also investigates the complexity of the
three compliance problems introduced in the context of collaborative systems [24,
23], called weak plan compliance, plan compliance, and system compliance. We
show that all three problems are also PSPACE-complete when the size of facts is
an input bound and when systems contain only balanced actions that can possibly
create fresh values.

Although our initial efforts were in collaborative systems, we realized that
our results have important consequences for the domain of protocol security. In
particular, we demonstrate that when our adversary has enough storage capacity,
then many protocol anomalies, such as the Lowe anomaly [27] in the Needham-
Schroeder public key exchange protocol [30], can also occur in the presence of a
bounded memory intruder. We believe that this is one reason for the successful
use in the past years of model checkers in protocol verification. Moreover, we
also provide some quantitative measures for the security of protocols, namely,
the smallest amount of memory needed by the intruder to carry out anomalies
for a number of protocols, such as Needham-Schroeder [30, 27], Yahalom [11],
Otway-Reese [11, 36], Woo-Lam [11], and Kerberos 5 [6, 7].

In the first part of this paper, we introduce the complexity results obtained and
in the second part of the paper we demonstrate how our theoretical results can
be applied to protocol security. We now summarize our main contributions. After
introducing the main vocabulary and the decision problems in Section 2, we show:

e Plans constructed using balanced actions can be exponentially long (Sec-
tion 3);

e We show that when we bound the size of facts, one needs a set with a few
nonce names for systems with balanced actions that can create fresh values.
The idea is that instead of creating new names, one reuses names (Section
4);

e We prove the complexity results for the decision problems introduced in
Section 2 when bounding the size of facts and using balanced systems that
can create fresh values (Section 5);

After we investigating the complexity of the decision problems introduced in
Section 2, we apply our results in the domain of protocol security.
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e We introduce a balanced protocol theory and a balanced intruder theory
(Section 6). Then we demonstrate that many protocol anomalies can also be
carried out by a bounded memory intruder, namely, Needham-Schroeder [30,
27], Yahalom [11], Otway-Reese [11, 36], Woo-Lam [11], and Kerberos
5 [6, 7]. The detailed encoding of the Lowe anomaly for the Needham-
Schroeder protocol is shown in Section 6.3, while the encoding of anoma-
lies for the other protocols appear in the Appendix.

e We prove the complexity results for the secrecy problem when bounding the
size of messages and using balanced systems specifying protocol theories
with a bounded memory intruder (Section 7);

Finally, we end by discussing related work and concluding by pointing out
some future work in Sections 8 and 9.
This paper extends the paper [20].

2. Preliminaries

In this section we review the main vocabulary and concepts introduced in [23,
24] and also extend their definitions to accommodate actions that can create fresh
values and introduce an adversary.

Multiset Rewriting. At the lowest level, we have a first-order alphabet > (also
called signature in formal verification papers) that consists of a set of sorts to-
gether with the predicate symbols Py, P, ..., function symbols fi, fo,..., and
constant symbols cy, co, ... all with specific sorts (or types). The multi-sorted
terms over the alphabet are expressions formed by applying functions to argu-
ments of the correct sort. Since terms may contain variables, all variables must
have associated sorts. A fact is a ground, atomic predicate over multi-sorted terms.
Facts have the form P(t) where P is an n-ary predicate symbol and # is an n-tuple
of terms, each with its own sort.

Definition 2.1. The size of a fact is the number of term and predicate symbols it
contains. We count one for each predicate and function name, and one for each
constant symbol. We use | P| to denote the size of a fact P.

For example, |P(b,c)| = 3 and |P(f(b,n), z)| = 5. We will normally assume in
this paper an upper bound on the size of facts, as in [15].
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A state, or configuration of the system is a finite multiset W of facts. We use
both WV and W, V' to denote the multiset resulting from the multiset union of W
and V. A multiset rewriting system (MSR) is a set of multiset rewrite rules, which
are used to change configurations. Rules have the form W — W’. All free vari-
ables appearing in the rule are assumed to be universally quantified. By applying a
rule for a ground substitution (o), the multiset W~ applied to this substitution (11 o)
is replaced with the multiset 1¥” applied to the same substitution (1¥’o). Hence,
this rule can be applied to the configuration V, W, called enabling configuration,
to obtain the configuration V, W’o.

Definition 2.2. The size of a configuration § is the total number of facts in S.

Intuitively, a configuration specifies a snapshot of the state of the world, while
rules specify operations that change the state of the world. One is often interested
in determining whether some configuration is reachable from another configu-
ration using a multiset rewrite system. This problem is called the reachability
problem. Formally, given a set R of multiset rewrite rules, if there is a sequence
of (0 or more) rules from R which transforms W into Z, then we say that Z is
reachable from W using k.

Rules that can create Fresh Values. The rewrite rules of the above form have
an important limitation, namely, one cannot specify the creation of fresh values.
These values are often called nonces in protocol security literature. Fresh values
are often used in administrative processes. For example, when one opens a new
bank account, the number assigned to the account has to be fresh, that is, it has
to be different from all other existing bank account numbers. Similarly, whenever
a bank transaction is initiated, a fresh number is assigned to the transaction, so
that it can be uniquely identified. Fresh values are also used in the execution of
protocols. At some moment in a protocol run an agent might need to create a
fresh value, or nonce, that is not known to any other agent in the network. This
nonce, when encrypted in a message, is then usually used to establish a secure
communication among agents.

As in [15], we borrow the same notion of freshness from proof theory to
specify rules that can create fresh values. In particular, in natural deduction sys-
tems [17, 31] the elimination rule for the existential quantifier introduces a fresh
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value, also called eigenvariable. This rule is often written in the following way

¢[C:/ 7]

dz.¢ 2/1
(G

with the side condition that the constant ¢ does not appear in any other hypoth-
esis. The rule above states that if we have proved the formula Jx.¢ and that we
have a proof of ¢ using the hypothesis ¢[c/z| then we have a proof of ¢). The
side condition means that the only hipothesis in the proof of v that contains c is
¢[c/x]. That is, the constant c is a fresh constant introduced in the premises of the
elimination rule.

Following the notion of freshness above, we can specify rewrite rules that can
create fresh values. These rules have the form W — 3Z.WW' and specify that
the existentially quantified variables, 2, are to be replaced by fresh values, that
is, by values that do not appear in the enabling configuration nor in the ground
terms replacing the free variables in the rule. For example, we can apply the rule
P(z) Q(y) —a 3z.R(z,2) Q(y) to the global configuration V' P(t) Q(s) to get
the global configuration V' R(t, ¢) Q(s), where the constant ¢ must be fresh.

As we will illustrate later in this Section, rules that can create fresh values
play an important role in the specification of collaborative systems and security
protocols. For example, whenever a bank transaction is initiated, one can specify
that a fresh number is to be assigned to the transaction by using a rule of the form:

Je

Transaction(nolD, user) — Jid. Transaction(id, user)

where nold is a constant denoting that a transaction has no identification number.
When this rule is applied, its semantics ensures that the value replacing variable
1d is fresh. Therefore, each transaction can be uniquely identified using the trans-
actions identification number created.

Finally, we would also like to point out that [8, 21] provides a precise connec-
tion between the operational semantics of MSRs containing rules that can possibly
create fresh values and linear logic derivations [18].

Applications of MSRs. Multiset rewriting systems have been used in several do-
mains. For instance, it has been shown that a wide range of algorithms [3], Arti-
ficial Intelligence problems [25, 24], security protocols [15] as well collaborative
systems [24, 21] can be specified by MSRs. In Section 3, we show a MSR speci-
fication of the well-known Towers of Hanoi puzzle and in Section 6 we show how
protocol theories can be specified by using MSRs.

6
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Local State Transition Systems. In a collaborative system, agents collaborate to
achieve a common goal, but they do not completely trust each other. Therefore,
while collaborating, an agent might be willing to share some of his private in-
formation to some agents, such as when a patient shares his medical history to a
doctor, but not willing to share some other information, such as his bank account
PIN number.

In order to specify private and shared information, [23, 24] introduced Local
State Transition Systems (LSTS). In LSTSes the global configuration is parti-
tioned into different local configurations each of which is accessible only to one
agent. There is also a public configuration, which is accessible to all agents. In-
tuitively, local configurations contain the data that are private to the agents of
the system, while the global configuration contains the data that are public to all
agents. This separation of the global configuration is done by partitioning the set
of predicate symbols in the alphabet and it will be usually clear from the context.
Predicate symbols are typically annotated with the name of the agent that owns
it or with pub if it is public. For instance, the fact PA(f) belongs to the agent A,
while the fact Ppub(f) is public. This paper adopts the same approach above to
specify private and shared information. However, to formally specify the secrecy
problem later in this Section, we also assume that among the agents in the system,
there is an adversary M. We also assume the existence of a special constant s in
the alphabet > denoting the secret that should not be discovered by the adversary.

As in [23, 24], each agent has a finite set of actions or rules, which transform
the global configuration. Here, as in [15, 21, 8], we allow agents to have more
general actions that can create fresh values. Following the intuition above, an
agent can only have access to his own local configuration, containing his private
data, and the public configuration, containing data that are available to all agents.
This is formalized by restricting the facts that can be mentioned in a rule. In
particular, actions that belong to an agent A have the form:

WA Wpub — A EL?WA W;mb

The multisets W, and W/, contain facts belonging to the agent A and the mul-
tisets W, and W;ub contain only public facts. The multiset W, W, is the
pre-condition of the action and the multiset W, W}, is the post-condition of the
action. Actions work as multiset rewrite rules, where all free variables in a rule
are treated as universally quantified. The main novelty of this paper in comparison
with [23, 24] is that we allow rules to create fresh values, specified by the existen-
tially quantified variables 2" appearing in the rule. As in MSRs, they denote that

the variables 2" appearing in the postcondition have to be replaced by fresh values.

7



192 Rules of the form above impose the restriction that any fresh value created by
1e3 an agent appears only in facts belonging to the agent and/or in public facts. Since
194 an agent does not have access to the facts belonging to the other agents, if he wants
195 to share some fresh value, then he needs to publish it in the public configuration.
196 This can be done in an atomic step by using a single instance of an action, such as
157 the one below:

Qa(x) Rpwp(x) =4 32.Q4(2) Rpun(2)

1¢s where the values in the private and public facts ()4 and R, are updated by a
190 fresh value. If an agent does not want to share a fresh value, but only store the
200 fresh value in his local configuration, then this can also be specified by using
201 existentially quantified variables only in private facts. This is illustrated by the
202 following action, which does not contain public facts:

QA({L‘) — A HZQA(Z)

203 Since the variable z does not appear in any public fact, the fresh value created
204 1S not shared to the public. Finally, agents can learn fresh values that have been
20s shared by copying them into private facts, such as in

Ryus() =4 Qa(x) Rypus().

206 When this action is applied, the agent A learns x as it is copied to his own local
207 configuration.

208 For simplicity, we often omit the name of agents from actions and predicates
200 when the agent is clear from the context.

210 Definition 2.3. A local state transition system (LSTS) T is a tuple (X, I, M, Ry, s),
211 where X is the alphabet of the language, I is a set of agents, M & [ is the adver-
212 sary, Ry is the set of actions owned the agents in [, and s is the secret.

213 We use the notation W 7 U or W >, U to mean that there is an action in T’
214 which can be applied to the configuration IV to transform it into the configuration
25 U. We let >+ and >4 denote the transitive closure and the reflexive, transitive
216 closure of > respectively. Usually, however, agents do not care about the entire
217 configuration of the system, but only whether a configuration contains some par-
218 ticular facts. Therefore we use the notion of partial goals. We write W ~-p Z or
219 W ~~,. Zto mean that W >, ZU for some multiset of facts U. For example with
220 the actionr : X —4 Y, we find that WX ~»,. Y, since WX >, WY. We define
221 w; and ~~7 to be the transitive closure and the reflexive, transitive closure of ~»¢
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respectively. We say that the partial configuration Z is reachable from configura-
tion W using T if W ~~7, Z. We also consider configurations which are reachable
using the actions from all agents except for one. Thus we write X >* , Y to
indicate that Y can be reached exactly from X without using the actions of agent
A;. Finally, given an initial configuration W and a partial configuration Z, we call
a plan any sequence of actions that leads from configuration W' to a configuration
containing Z.

Example. As an illustrative example, consider the scenario adapted from [24]
where a patient needs a medical test, e.g., a blood test, to be performed in order
for a doctor to correctly diagnose the patient’s health. This process may involve
several agents, such as a patient, a nurse, and a lab technician. Each of these
agents have their own set of tasks. For instance, the patients initial task could be
to make an appointment and go to the hospital. Then, the secretary would send
the patient to the nurse who would collect the patients blood sample and send it
to the lab technician, who would finally perform the required test. This scenario
can be specified as a LSTS. The following rules specify some of the actions of the
agents NV (nurse) and L (lab technician) from this scenario:

Nurse(blank, blank, blank) Pat(name, test)

—n Nurse(name, blank, test) Pat(name, test)
Nurse(x, blank, blood) —y Jid.Nurse(x, id, blood)
Nurse(x, id, blood) —n Lab(id,blood) Nurse(x, id, blood)
Lab(id, blood) — 1 TestResult(id, result)

The predicates Pat, Lab and TestResult are public, while the predicate Nurse
belongs to the nurse. Here “blank” is the constant denoting an unknown value,
“blood” is the constant denoting the type of test that is a blood test, “result” is
one of the constants from the set denoting the possible test outcomes, while test,
name, x and id are all variables. The most interesting action is the second ac-
tion which generates a fresh value. This fresh value is an identification number
assigned to the test required by the patient. Then in the third action, when the
nurse sends a request the lab technician to perform a blood test, the nurse does
not provide the name of the patient, but instead only the identification number
generated in order to anonymize the patient. Finally in the last action, the lab
technician makes available the test results attached with the corresponding iden-
tification number. In order not to mix up the test result of one patient with test
result of another patient, each patient (sample) should have a different identifica-
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tion number assigned. This is enforced by the specification above by the second
rule since a fresh value is created.

In this particular example, there is no secret involved. However, there are
undesirable situations that have to be avoided. In particular, the test results of a
patient should not be publicly leaked with the patient’s name. These situations
will be specified by using critical configurations introduced later in this section.

Balanced Actions. A central assumption in this paper is that of balanced actions.
We classify an action as balanced if the number of facts in its pre-condition is
the same as the number of facts in its post-condition. As discussed in [24], bal-
anced actions have the special property that when applied they preserve the size
of configurations, i.e., the number of facts in configurations. This is because when
applying a balanced action the same number of facts deleted from a configuration
is also inserted into the configuration. Hence, if an LSTS has only balanced ac-
tions, then all configurations in a plan have the same number of facts. The sizes
of all configurations is the same as the size of the initial configuration.

On the one hand, when using unbalanced actions it is possible to create a
fact without consuming a fact in the process. For example, the following action
creates a fact: — 4 Q4(z). By using this action, one could for instance expand
a configuration by creating new facts an unbounded number of times. Hence, the
size of configurations appearing in a plan obtained using unbalanced actions may
be unbounded. This seems to be a cause for the undecidability of many problems
that we consider in this paper, such as the secrecy problem. On the other hand,
to create a new fact using a balanced action, one needs to replace it with a fact
appearing in the enabling configuration. In order to support the creation of new
facts in balanced systems, we use empty facts, P(x). An empty fact intuitively
denotes a slot available that could be filled by non-empty facts. For instance, the
following balanced action creates a new non-empty fact by consuming an empty
fact:

P(x) =4 Qa(x).

That is, this action specifies that a free slot can be filled by the fact Q) 4(x). More-
over, if an agent does not need to remember some fact, he could free up a slot by
this fact by an empty fact, such as specified by the following rule:

QA(CC) —A P(*)

The empty fact created by this rule could then be reused by another rule that
requires an empty fact.

10
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By using empty facts, P(x), one can also transform unbalanced system into
balanced systems. For instance, in the medical example shown above, all actions
are balanced, except the action:

Nurse(x, id, blood) —y Lab(id, blood) Nurse(x, id, blood).

In particular, its precondition has less facts than its postcondition. We can modify
this action so that it is transformed into a balanced action by adding an empty fact
to its precondition, thereby obtaining the following balanced action:

P(x) Nurse(x, id,blood) — Lab(id, blood) Nurse(x, id, blood).

In order for the Nurse to ask the lab for more tests, she needs to check whether
there is an empty fact available. One could interpret this as the nurse checking
whether the lab has enough capacity to perform another test. Otherwise, the nurse
will have to wait until a P(x) is made available. This could happen, for instance,
when a patient received his test results from the nurse and therefore no longer
requires a test to be carried out.

Nurse(name, id, blood), TestResult(id, result), Pat(name, blood)
—n Nurse(name, id, blood) Rec(name, result) P(x)

Once the test result of a patient is available and delivered to the patient, the Nurse
can use the P(x) fact created to request a new test for another patient to be carried
by the lab technician. Notice that the test results are still stored in the patient’s
medical records, specified by the private fact Rec belonging to the Nurse.

As illustrated above, the use of balanced actions bounds the number of facts
an agent can remember, but this condition alone does not bound the memory of
an agent, that is, the number of symbols he can remember. To bound the mem-
ory of the agents of a system, one needs to additionally assume that facts have a
bounded size. That is, there is a maximum number of symbols a fact can contain.
Otherwise, if we do not impose a bound to the size of facts, agents could use for
instance a pairing function, (-,-), and facts with unbounded depth to remember
as many constants (or data) they need. For example, instead of using n facts,
Q(c1), ..., Q(cy), to store n constants, ¢y, . . . , ¢, for some n, an agent could store
all of these constants by using the single fact Q({cy, (ca, (- -+, (Ca—1,Cn)) -+ ))).
Intuitively, by using balanced systems and assuming such an bound on the size of
facts, we obtain a bound on the number of slots available for predicate, function,
and constant symbols in any configuration of a run. As we will discuss in Sec-
tion 4, this bound will be key to obtain the decidability of the decision problems
that we investigate in this paper, such as the secrecy problem.

11
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Notice as well that such upper bound on the size of facts was also assumed in
previous work [15], while [24, 23] assumed fixed the bound on the size of facts.

Critical Configurations. In order to achieve a final goal, it is often necessary for
an agent to share some private knowledge with another agent. However, although
agents might be willing to share some private information with some agents, they
might not be willing to do the same with other agents. For example, a patient
might be willing to share his test results with the nurse, but not with all agents,
such as the lab technician. One is, therefore, interested in determining if a system
complies with some confidentiality policies, such as a patient’s test result should
not be publicly available together with his name. A confidentiality policy of an
agent is a set of partial configurations that this agent considers undesirable or
bad. A configuration is called critical for an agent if it contains one of the partial
configurations from his policy, and it is simply called critical if it is critical for
some agent of the system. We classify any plan that does not reach any critical
configuration as compliant.

In this paper, we make an additional assumption that critical configurations
are closed under renaming of nonce names, that is, if W is a critical configuration
and Wo = W' where o is substitution renaming the nonces in W, then W' is
also critical. This is a reasonable assumption since critical configurations are nor-
mally defined without taking into account the names of nonces used in a particular
plan, but only how they relate in a configuration to the initial set of symbols in X
and amongst themselves. For instance, in the medical example above consider
the following configuration { TestResult(n,, result), Tec(ny, paul)}, where Tec
is fact belonging to the lab technician. This configuration is critical because the
lab technician knows Paul’s test results, result, since she knows his identity num-
ber, denoted by the nonce n,, and the name that is associated to this identifier.
Using the same reasoning, one can easily check that the configuration resulting
from renaming the nonce n; is also critical. In [26] it is pointed out that in the
scenarios involving the privacy of medical data what matters are the categories of
participants (e.g., physicians, nurses, or patients) other then the actual individuals
in these categories.

Definition of Problems. We review the three policy compliances introduced in
[23, 24] and the secrecy problem related to protocol security. This paper makes
the additional assumption that initial and the goal configurations are closed under
renaming of nonces.

e (System compliance) Given a local state transition system 7, an initial con-

12
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figuration W, a (partial) goal configuration Z, and a set of critical config-
urations, is no critical state reachable, and does there exist a plan leading
from W to Z?

e (Weak plan compliance) Given a local state transition system 7', an initial
configuration IV, a (partial) goal configuration Z, and a set of critical con-
figurations, is there a compliant plan which leads from W to Z?

e (Plan compliance) Given a local state transition system 7', an initial config-
uration W, a (partial) goal configuration Z, and a set of critical configura-
tions, is there a compliant plan which leads from W to Z such that for each
agent A; and for each configuration Y along the plan, whenever Y >* , V/,
then V' is not critical for A;?

e (Secrecy problem) Is there a plan from the initial configuration to a config-
uration in which the adversary M owns the fact M (s),! where s is a secret
originally owned by another participant?

Intuitively, a system is system compliant if whatever actions the agents per-
form, no undesired state for any agent is reached and if there is a compliant plan
where the agents reach a common goal. On the other hand, a weak plan compli-
ant system is a system that has a compliant plan. However, if some agent of the
system does not follow the compliant plan, then it can happen that an undesired
state for some agent is reached. Finally, a plan compliant system is such that there
is a compliant plan and moreover if an agent A; wants to stop collaborating, then
it is guaranteed that the remaining agents are not able reach any of A;’s undesired
states.

The type of compliance, i.e., weak plan, system, or plan compliance, required
will depend on the type of collaborative system in question. In some cases, such
as in the medical scenario above, one might require system compliance: according
to hospital policies, it should never be possible that, for example, the lab techni-
cian gets to know the test results of the patient. In other cases, however, such as
when researchers are collaborating to write a paper before a deadline, weak plan
compliance might be more appropriate. The collaborating researchers are just in-
terested to known whether there is a compliant plan where the goal of writing the
paper before the deadline is achieved. [23] provides other illustrative examples.

' M is a predicate name belonging to the intruder.

13



384

385

386

387

388

390

392

393

394

395

396

397

398

399

400

401

402

404

410

411

412

413

414

415

416

The secrecy problem is basically an instantiation of the weak plan compliance
problem with no critical configurations. It is interesting to note that this problem
can also be seen as a kind of a dual to the weak plan compliance problem; is
there is a plan from the initial configuration to a critical configuration where the
adversary M owns the secret s, originally owned by another participant? What
we mean by owning a secret s, or any constant ¢ in general, is that the agent has a
private fact Q(c’) such that c is a subterm of ¢'.

3. Examples of exponentially long plans

In this section, we illustrate that plans can, in principle, be exponentially
long. In particular, we discuss an encoding of the well-known puzzle the Tow-
ers of Hanoi. Such plans seem to preclude PSPACE membership, especially when
nonces are involved, since there can be a priori an exponential number of nonces
in such plans. We will later show, in Section 4, how to we circumvent this problem
by reusing obsolete constants instead of creating new names for fresh values. We
show that one only requires a small number of nonces in a plan.

3.1. Towers of Hanoi

Towers of Hanoi is a well-known mathematical puzzle. It consists of three
pegs by, b, b3 and a number of disks aq, as, as, ... of different sizes which can
slide onto any peg. The puzzle starts with the disks neatly stacked in ascending
order of size on one peg, the smallest disk at the top. The objective is to move the
entire stack stacked on one peg to another peg, obeying the following rules:

(a) Only one disk may be moved at a time.

(b) Each move consists of taking the upper disk from one of the pegs and sliding
it onto another peg, on top of the other disks that may already be present on
that peg.

(c) No disk may be placed on top of a smaller disk.

The puzzle can be played with any number of disks and it is known that the mini-
mal number of moves required to solve a Tower of Hanoi puzzle is 2" — 1, where
n is the number of disks.

The problem can be represented by an LSTS. We introduce the type disk for
the disks, type diskp for either disks or pegs, with disk being a subtype of diskp.
The constants a,, as, ag, ..., a, are of type disk and by, by, b3 of type diskp. We
use facts of the form On(x,y), where x is of type disk and y is of type diskp,

14



417 to denote that the disk x is either on top of the disk or on the peg y, and facts of
ss  the form Clear(z), where x is of type diskp, to denote that the top of the disk
419 x is clear, i.e., no disk is on the top of or on x, or that no disk is on the peg .
a0 Since disks need to be placed according to their size, we also use facts of the form
w21 S(x,y), where x is of type disk and y is of type diskp, to denote that the disk =
422 can be put on top of y. In our encoding, we make sure that one is only allowed to
423 put a disk on top of a larger disk or on an empty peg, i.e., that = is smaller than y
424 in the case of y being a disk. This is encoded by the following facts in the initial
425 configuration:

S(CLl,CLg) S(al,ag) S(al,a4) R S(CLl,CLn> S(Gl, bl) S(Gl,bz) S(al,bg)
S((lg,ag) S(CLQ,CL4) NP S(ag,an) S(CLQ, bl) S(ag,bg) S(CEQ,bg)

S(an—la an) S(an—la an) S(an—lv bl) S(an—la b2) S(an—la b3)

«26 The initial configuration also contains the facts that describe the initial placing of
427 the disks:

On(aq, az) On(az,as) ...On(a,_1,a,) On(a,,by)
Clear(ay) Clear(by) Clear(bs),

«2s  The goal configuration consists of the following facts and encodes the state where
429 all the disks are stacked on the peg bs:

On(ay,as) On(asz,asz) . ..On(a,_1,a,) On(a,, b3)
Clear(ay) Clear(by) Clear(bs)

430 Finally, the only action in our system is:
Clear(z) On(z,y) Clear(z) S(x, z) — Clear(z) Clear(y) On(z, z) S(z, 2)

a1 where x has type disk, while y and z have type diskp. Notice that the action
a2 above is balanced. This action specifies that if there is a disk, x, that has no disk
433 on top, it can be either moved to the top of another disk, z, that also has no disk
s34 on top, provided that = is smaller than y, specified by predicate S(x, z), or onto a
435 clear peg.

436 The Towers of Hanoi puzzle representation with LSTSes above can be suitably
s7  modified so that each move in this game is identified/accompanied by replacing a
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previous “ticket” with a fresh ticket.? This is accomplished, for example, by the
folowing two rules.

T(t) Clear(x) On(x,y) Clear(z) S(z,z) —
P(x) Clear(x) Clear(y) On(x, z) S(z, 2)
P(x) = 32.7(2)

The first rule replaces the old ticket 7'(¢) by the empty fact P(x). Then the second
rule specifies that a new ticket can be created in exchange of a P(x) fact. If we
include a single P(x) fact in the initial configuration above, then it is easy to check
that for every move performed in the game, a new fresh value could in principle
be created. As before, given n disks, all plans must be of the exponential length
2" — 1, at least. Consequently, within the modified version, a plan which creates
a different fresh value for every move would contain an exponential number of
different fresh values.

However, one does not necessarily need to use an exponential number of dif-
ferent tickets. In fact, since the ticket used in a move is forgotten in the first rule,
the same ticket name can be reused as the fresh value in the second rule to enable
the next move. Therefore, one can show that there is a plan where the problem is
solved with only one ticket.

Although in this particular problem one just needs a single fresh value, for
LSTSse in general, more fresh values may be required. We show in the next
section, however, that only a few fresh values are needed when we assume a bound
on the size of facts and when all actions are balanced.

4. Polynomial Bound for the Number of Fresh Values

As illustrated by the example given in the previous section, plans can be expo-
nentially long and involve an exponential number of fresh values. The use of an
exponential number of fresh values seems to prelude PSPACE membership of all
the compliance problems given at the end of Section 2, e.g., the secrecy and the
weak plan compliance problems. We circumvent this problem by showing how to
reuse obsolete constants instead of creating new values.

Consider as an intuitive example the scenario where customers are waiting at
a counter. Whenever a new customer arrives, he picks a number and waits until

2 Although the use of tickets is not necessary for solving the Towers of Hanoi problem, it is an
illustrative example that in principle one may require an exponential number of fresh values.
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his number is called. Since only one person is called at a time, usually in a first
come first serve fashion, a number that is picked has to be a fresh value, that is, it
should not belong to any other customer in the waiting room. Furthermore, since
only a bounded number of customers wait at the counter in a period of time, one
only needs a bounded number of tickets: once a customer is finished, his number
can be in fact reused and assigned to another customer.

We can generalize the idea illustrated by the example above to systems with
balanced actions. Since in such systems all configurations have the same number
of facts and the size of facts is bounded, in practice we do not need an unbounded
number of new constants in order to reach a goal, but just a small number of them.
We call actions that pick fresh values from a small set of nonces as guarded nonce
generation. Consequently, in a given planning problem we only need to consider a
small number of nonces names, which can be fixed in advance. This is formalized
by the following theorem.

Theorem 4.1. Given an LSTS with balanced actions that can create nonces, any
plan leading from an initial configuration W to a partial goal Z can be trans-
formed into another plan also leading from W to Z that uses only a polynomial
number of nonces, 2mk, with respect to the number of facts, m, in W and an
upper bound on the size of facts, k.

The proof of Theorem 4.1 relies on the observation that from the perspective of
an insider of the system two configurations can be considered the same whenever
they only differ on the names of the nonces used.

Consider for example the following two configurations, where the n;s are
nonces and ¢;s are constants in the initial alphabet:

{Fa(ti,m1),Gp(n2,n1), Hpup(ns, t2) } and { Fa(t1,n4), Gp(ns, na), Hyup(ne, t2) }

Since these configurations only differ on the nonce’s names used, they can be
regarded as equivalent: the same fresh value, n; in the former configuration and
ny in the latter, is shared by the agents A and B, and similarly, for the new values
ng and ns, and n3 and ng. Inspired by a similar notion in A-calculus [10], we say
that these configurations above are a-equivalent.

Definition 4.2. Two configurations S; and S, are a-equivalent, denoted by &1 =,
8o, if there is a bijection o that maps the set of all nonces appearing in one config-
uration to the set of all nonces appearing in the other configuration, such that the
set 810 = 82.
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The two configurations given above are a-equivalent because of the following
the bijection {(n1,n4), (N2, ns), (n3,ne)}. It is easy to show that the relation =,
is indeed an equivalence, that is, it is symmetric, transitive, and reflexive.

The following lemma formalizes the intuition described above that from the
point of view of an insider two a-equivalent configurations are the same, that is,
one can apply the same action to one or the other and the resulting configura-
tions are also equivalent. This is similar to the notion of bisimulation in process
calculi [28].

Lemma 4.3. Let m be the number of facts in a configuration Sy and k be an upper
bound on the size of facts. Let N, x. be a fixed set of 2mk nonce names. Suppose
that the configuration Sy is a-equivalent to a configuration S| and, in addition,
each of the nonce names occurring in Sy belongs to N, . Let an instance of the
action r transform the configuration S into the configuration S,. Then there is a
configuration S} such that: (1) an instance of action r transforms S} into S}; (2)
SY is a-equivalent to So; and (3) each of the nonce names occurring in S} belongs

to Nm,k-

Proof We transform the given transformation S; —, S5, which can in princi-
ple include nonce creation, into S| —,» S} so that the action 7’ does not create
new values, instead chooses nonce names from a fixed set given in advance, in
such a way that the chosen nonce names differ from any values in the enabling
configuration S{. Although these names have been fixed in advance, they can be
considered fresh. We say that 7’ is an action of guarded nonce generation.

Let r be a balanced action that does not create nonces. Let r’s instance used to
transform S; to S, contain nonces 7 that are in S;. Let o be a bijection between
the nonces of &; and S]. Then an instance of r where the nonces n are replaced
by (7i0) transforms the configuration S] into &5. Configurations S}, and S, are a-
equivalent since these configurations differ only in nonce names, as per bijection
0.

The most interesting case is when a rule r creates nonces 75 resulting in S5.
Since the number of all places (slots for values) in a configuration is bounded
by mk, we can find enough elements 7772 (at most mk in the extreme case where
all nonces are supposed to be created simultaneously) in the set of 2mk nonce
names, N, x, that do not occur in Sj. Values 7":’2 can therefore be considered
fresh and used instead of n5. Let ¢ be the bijection between nonce names 7, and
1’ and let o be a bijection between the nonces of S; and S1. Then the action

r’ = rdo of guarded nonce creation is an instance of action r which is enabled
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in configuration S] resulting in configuration S). Configurations S, and S} are
a-equivalent because of the bijection do.

Moreover, from the assumption that critical configurations are closed under
renaming of nonces, if S, is not critical, the configuration S} is also not critical.
O

We are now ready to prove Theorem 4.1:

Proof (of Theorem 4.1). The proof is by induction on the length of a plan and
itis based on Lemma 4.3. Let 7" be an LSTS with balanced actions that can create
nonces, m the number of facts in the initial configuration, and & the bound on size
of each fact. Let V,, . be a fixed set of 2mk nonce names. Given a plan P leading
from the initial configuration W to a partial goal Z we adjust it so that all nonces
along the plan P’ are taken from N, ;. Notice that since all actions are balanced,
the size of all configurations in P are the same as the size of I/, namely m.

For the base case, assume that the plan is of the length 0, that is, the configu-
ration W already contains Z. Since we assume that goal and initial configurations
are closed under renaming of nonces, we can rename the nonces in W by nonces
from N, .

Assume that any plan of length n can be transformed in a plan that uses the
fixed set of nonce names. Let a plan P of the length n + 1 be such that W%, ZU.
Let r be the last action in P and Z; —, ZU. By induction hypothesis we can
transform the plan W —% Z; into a plan W’ —% Z], with all configurations
a-equivalent to corresponding configurations in the original plan, such that it only
contains nonces from the set Nmk.

We can then apply Lemma 4.3 to the configuration Z; and conclude that there
is a configuration Z'U’ that is a-equivalent to configuration ZU such that all
nonces in the configuration Z’U’ belong to Nmﬁk. Therefore, all nonces contained
in the transformed plan P’, i.e. in the plan W' —%. Z'U’ are taken from N, j.

Notice that no critical configuration is reached in this process because we as-
sume that critical configurations are closed under renaming of nonce names. O

Corollary 4.4. For LSTSes with balanced actions that can create nonces, we only
need to consider the reachability problem with a polynomial number of fresh
values, which can be fixed in advance, with respect to the number of facts in the
initial configuration and the upper bound on the size of facts.

Notice that, since plans can be of exponential length, a nonce name from N,,, 4
can, in principal, be used in guarded nonce creation an exponential number of
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Table 1: Summary of the complexity results for the secrecy, weak plan, system, and plan com-
pliance problems. We mark the new results appearing here with a x. We also show here that
the complexity for the system compliance problem when actions are possibly unbalanced and can
create fresh values is undecidable.

Compliance Balanced Actions Possibly unbalanced
Problems No fresh values ‘ Possible nonces actions and no nonces
PSPACE- PSPACE- Undecidable [15]
Secrecy .
complete [24] complete
Weak Plan PSPACE- PSPACE; Undecidable [23]
complete [24] complete
System PSPACE- PSPACE- EXPSPACE-complete [23];
y complete [24] complete* Undecidable with nonces [15]
Plan PSPACE-complete PSPACE- Undecidable [23]
[24, 33] complete™

times. However, every time it is used, it appears fresh in the enabling configura-
tion.

S. Complexity Results

In this Section we discuss complexity results for the different problems intro-
duced in Section 2, namely, the weak plan compliance problem, the plan compli-
ance problem, the system compliance problem and the secrecy problem.

Table 1 summarizes the complexity results for the compliance problems dis-
cussed in Section 2.

We start, mainly for completeness, with the simplest form of systems, namely,
those that contain only actions of the form a — o, called context-free monadic
actions, which only change a single fact from a configuration. The following
result can be inferred from [15, Proposition 5.4].

Theorem 5.1. Given an LSTS with only actions of the form a — d, the weak plan
compliance, the plan compliance problem, and the secrecy problems are in P.

Our next result improves the result in [24, Theorem 6.1] since any type of
balanced actions was allowed in that encoding. Here, on the other hand, we allow
only monadic actions, that is actions of the form ab — d'b, i.e., balanced actions
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that can modify at most a single fact and in the process check whether a fact
is present in the configuration. We tighten the lower bound by showing that all
the decision problems described in Section 2 for LSTSes with monadic actions
are also PSPACE-hard. The main challenge here is to simulate operations over a
non-commutative structure by using a commutative one, namely, to simulate the
behavior of a Turing machine that uses a sequential, non-commutative tape in our
formalism that uses commutative multisets.

Theorem 5.2. Given an LSTS, T, with only actions of the form ab — a'b, then

the problems of weak plan compliance, plan compliance, system compliance and
the secrecy problem are PSPACE-hard in the size of T.

The PSPACE upper bound for this problem can be inferred directly from [24].

Proof We start the proof with the weak plan compliance problem. In order to
prove the lower bound, we encode a non-deterministic Turing machine M that
accepts in space n within actions of the form ab — a’b, whenever each of these
actions is allowed any number of times. In our proof, we do not use critical
configurations and need just one agent A. Without loss of generality, we assume
the following:

(a) M has only one tape, which is one-way infinite to the right. The leftmost cell
(numbered by 0) contains the marker $ unerased.

(b) Initially, an input string, say z1xs . .. x,, is written in cells 1, 2,..., n on the
tape. In addition, a special marker # is written in the (n+1)-th cell.

[Slofeal - [T Jwa[#] T T ]

(c) The program of M contains no instruction that could erase either $ or #.
There is no instruction that could move the head of M either to the right
when M scans symbol #, or to the left when M scans symbol $. As a result,
M acts in the space between the two unerased markers.

(d) Finally, M has only one accepting state q¢, and, moreover, all accepting con-
figurations in space n are of one and the same form.

For each n, we design a local state transition system 7, as follows:
First, we introduce the following propositions: R; ¢ which denotes that “the i-th
cell contains symbol £, where i1 =0, 1, ..., n+1, £ is a symbol of the tape alphabet

21



s1s  of M, and S;, which denotes that “the j-th cell is scanned by M in state q”,
st9 where j=0,1,...,n+1, ¢ is a state of M.

20 Given a machine configuration of M in space n - that M scans j-th cell in state ¢,
et when a string &1 ... & - . . &8, 1s written left-justified on the otherwise blank
22 tape, we will represent it by a configuration of 7;, of the form (here &, and &, are
623 the end markers):

SjqRog g Rog, - Rug, Rt g - (1)

s2a  Second, each instruction v in M of the form ¢ — ¢'nD, denoting “if in state q
25 looking at symbol &, replace it by 1, move the tape head one cell in direction D
s26 along the tape, and go into state ¢'”, is specified by the set of 5(n+2) actions of
e27 the form:

SiqRig —a FiyRig, Fi Rige —a FiyH,i,,
GinHiy =4 GiyRiy,  GigRiy —a Sipg Ry,

Fi,vHiry A Gi,vHZ’m

(2)
s2s wheret=0,1,...,n+1, F; ,, G, 4, H; , are auxiliary atomic propositions, ip := i+1
e20 1f D isright,ip :=1—1if D is left, and ip := 7, otherwise.

630 The idea behind this encoding is that by means of such five monadic rules,
a1 applied in succession, we can simulate any successful non-deterministic compu-
s32 tation in space n that leads from the initial configuration, W,,, with a given input
e33  string 125 . . . T, to the accepting configuration, Z,,.

634 The faithfulness of our encoding heavily relies on the fact that any machine
ess configuration includes exactly one machine state q. Because of the specific form
sss Of our actions in (2), any configuration reached by using a plan P, leading from W,,
7 to Z,, has exactly one occurrence of either S, ;, or F; ., or G; .. Therefore the ac-
ess tions in (2) are necessarily used one after another as below:

Si,qRi,E —A Fi,vRi,E —A E,wHi,v —A GMHM —A Gi,wRim —A SiD,q’Rim-

ss9 Moreover, any configuration reached by using the plan P is of the form similar
ss0 to (6), and, hence, represents a configuration of M in space n.

s+t Passing through this plan P from its last action to its first vy, we prove that what-
ss2 ever intermediate action v we take, there is a successful non-deterministic compu-
ss3 tation performed by M leading from the configuration reached to the accepting
ss4 configuration represented by Z,,. In particular, since the first configuration reached
ess by P is W,,, we can conclude that the given input string z,25 . .. x,, 1s accepted

646 by M.
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By the above encoding we reduce the problem of a Turing machine acceptance
in n- space to a weak plan compliance problem with no critical configurations and
conclude that the weak plan compliance problem is PSPACE-hard.

The secrecy problem is a special case of the weak plan compliance problem
with no critical configurations and with the goal configuration having a negative
connotation of intruder learning the secret. To the above encoding we add the
action S; 4, — M,(s), for the accepting state ¢; and the constant s denoting the
secret. This action reveals the secret to the intruder. Consequently, the secrecy
problem is also PSPACE-hard.

Finally, since the encoding involves no critical configurations both the plan
compliance and the system compliance problem are also PSPACE-hard. O

In order to obtain a faithful encoding, one must be careful, specially, with
commutativity. If we attempt to encode these actions by using, for example, the
following four monadic actions

Sigllig =a Fipllig,  FigRig —a FigHig,
FL’YH’La’Y _>A F7/7’YR7’7777 E77RZ77] _>A SZqu/RZ777’

then such encoding would not be faithful because of the following conflict:
(F@’YRL& — A E,WHi,7> and (Fi;yRi,n — A SiD,q’Ri,n)-

Also notice that one cannot always use a set of five monadic actions similar to
those in (2) to faithfully simulate non-monadic actions of the form ab — cd.
Specifically, one cannot always guarantee that a goal is reached after all five
monadic actions are used, and not before. For example, if our goal is to reach
a state with c and we consider a state containing both ¢ and d as critical, then with
the monadic rules it would be possible to reach a goal without reaching a critical
state, whereas, when using the non-monadic action, one would not be able to do
so. This is because, after applying the action ab — cd, one necessarily reaches
a critical state. In the encoding of Turing machines above, however, this is not a
problem since all propositions of the form .5; , do not appear in the intermediate
steps, as illustrated above.

LSTSes that can create nonces. We turn our attention to the case when actions can
create nonces. We show that the problems of the weak plan compliance, plan com-
pliance and system compliance as well as the secrecy problem for LSTSes with
balanced actions that can create nonces are in PSPACE. Combining this upper
bound with the lower bound given in Theorem 5.2, we can infer that this problem
is indeed PSPACE-complete.
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Recall that, in Section 4 we introduce a formalization of freshness in balanced
systems. Instead of (proper) nonce creation, in balanced systems we consider
guarded nonce creation, see Lemma 4.3. We are then able to simulate plans that
include actions of nonce creation with plans containing a-equivalent configura-
tions such that the whole plan only includes a small number of nonce names,
polynomial in the size of the configurations and in the bound on size of facts.
This is an important assumption in all of the results in the next sections related to
balanced systems.

To determine the existence of a plan we only need to consider plans that never
reach a-equivalent configurations more than once. If a plan loops back to a pre-
viously reached configuration, there is a cycle of actions which could have been
avoided. Thus, at worst, a plan must visit each of the Ly(m, k) configurations,
where m is the number of facts in the initial configuration and k£ an upper bound
on the size of facts. The following lemma imposes an upper bound on the number
of different configurations given an initial finite alphabet.

Lemma 5.3. Given an LSTS T under a finite alphabet Y., then the number of
configurations, Lt(m, k), that are pairwise not a-equivalent and whose number
of facts (counting repetitions) is exactly m is such that Ly(m,k) < J™(D +
2mk)™  where J and D are, respectively, the number of predicate symbols and
the number of constant and function symbols in the initial alphabet 3., and k is an
upper bound on the size of facts.

Proof Since a configuration contains m facts and each fact can contain only one
predicate symbol, there are m slots for predicate names. Moreover, since the size
of facts is bounded by £k, there are at most mk slots in a configuration for constants
and function symbols. Constants can be either constants in the initial alphabet X
or nonce names. However, following Theorem 4.1, we need to consider only 2mk
nonces. Hence, there at most J™(D + 2mk)™* configurations that are not -
equivalent, where J and D are, respectively, the number of predicate symbols and
the number of constant and function symbols in the initial alphabet >.. O

Clearly, the upper bound above on the number of configurations is an overesti-
mate. It does not take into account, for example, the equivalence of configurations
that only differ on the order of the facts. For our purposes, however, it will be
enough to assume such a bound.

Although the secrecy problem as well as the weak plan compliance, plan com-
pliance and system compliance problems are stated as decision problems, we
prove more than just PSPACE decidability. Ideally we would also be able to
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generate a plan in PSPACE when there is a solution. Unfortunately, as we have
illustrated in Section 3, the number of actions in the plan may already be exponen-
tial in the size of the inputs precluding PSPACE membership of plan generation.
These plans could, in principle, also involve an exponential number of nonces, as
discussed at the end of Section 4. For the reason above we follow [24] and use the
notion of “scheduling” a plan in which an algorithm will also take an input 7 and
output the i-th step of the plan.

Definition 5.4. An algorithm is said to schedule a plan if it (1) finds a plan if one
exists, and (2) on input ¢, if the plan contains at least ¢ actions, then it outputs the
i'" action of the plan, otherwise it outputs no.

Following [24], we assume that when given an LSTS, there are three programs,
C, G, and T, such that they return the value 1 in polynomial space when given as
input, respectively, a configuration that is critical, a configuration that contains
the goal configuration, and a transition that is valid, that is, an instance of an
action in the LSTS, and return O otherwise. For the secrecy problem, we need to
additionally assume the program M that returns the value 1 in polynomial space
when given as input a rule from the intruder’s theory, and return O otherwise. Later
on, in Section 6 we give an example of the intruder theory.

Theorem 5.5. Given an LSTS T with balanced actions that can create nonces
and an intruder theory M, then then the weak plan compliance problem and the
secrecy problem are in PSPACE in the following parameters:

- the size, m, of the initial configuration W,

bound on the size of facts, k,

the size of the programs G,C, T, and M, described above, and

a natural number 0 < i < Lp(m, k).

Proof For both decision problems, we rely on the fact that NPSPACE, PSPACE,
and co-PSPACE are all the same complexity classSavitch. We first prove that the
weak plan compliance problem is in PSPACE. We modify the algorithm proposed
in [24] in order to accommodate the creation of nonces. The algorithm must return
“yes” whenever there is compliant plan from the initial configuration W to a goal
configuration. In order to do so, we construct an algorithm that searches non-
deterministically whether such configuration is reachable, that is, a configuration
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S such that G(S) = 1. Then we apply Savitch’s Theorem [35] to determinize this
algorithm.

The algorithm begins with W, := W. For any ¢ > 0, we first check if
C(W;) = 1. If this is the case, then the algorithm outputs “no”. We also check
whether the configuration W, is a goal configuration, that is, if G(W;) = 1. If
so, we end the algorithm by returning “yes.” Otherwise, we guess a transition r
such that 7 (r) = 1 and that is applicable using the configuration ;. If no such
action exists, then the algorithm outputs “no.” Otherwise, we replace W; by the
configuration W, resulting from applying the action r to W;. Following Lemma
5.3 we know that a goal configuration is reached if and only if it is reached in
L (m, k) steps. We use a global counter, called step-counter, to keep track of the
number of actions used in a partial plan constructed by this algorithm.

As pointed out in Section 3, plans can, in principle, use an exponential number
of fresh values. However, as we have shown before in Section 4, it is enough to use
a set with only 2mk nonce names. This set of nonce names is not related to any
particular plan, but is fixed in advance. Then whenever an action creates a fresh
value, we can search for names in this set that are different from any constants
in the enabling configuration, that is, a fresh value. This process is shown in the
proof of Theorem 4.1.

We now show that this algorithm runs in polynomial space. We start with the
step-counter: The greatest number reached by this counter is Ly (m, k). When
stored in binary encoding, this number takes only space polynomial to the given
mputs:

loga(Lr(m, k)) < logy(J™(D +2mk)™) = logy(J™) + logy (D + 2mk)™)
= mlogy(J) + mklogy(D + 2mk).

Therefore, one only needs polynomial space to store the values in the step-counter.
Following Theorem 4.1 there are at most polynomially many nonces used in a run,
namely at most 2mk. Hence nonces can also be stored in polynomial space.

We must also be careful to check that any configuration, 11, can also be stored
in polynomial space with respect to the given inputs. Since our system is balanced
and we assume that the size of facts is bounded, the size of a configuration re-
mains the same throughout the run. Finally, the algorithm needs to keep track of
the action 7 guessed when moving from one configuration to another and for the
scheduling of a plan. It has to store the action that has been used at the i*" step.
Since any action can be stored by remembering two configurations, one can also
store these actions in space polynomial to the inputs.
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A similar algorithm can be used for the secrecy problem. The only modifi-
cation to the previous algorithm is that one does not need to check for critical
configurations as in the secrecy problem there are no such configurations. O

Theorem 5.6. Given an LSTS with balanced actions that can create nonces, then
the system compliance problem is in PSPACE in the following parameters:

- the size, m, of the initial configuration W,
- bound on the size of facts, k,

the size of the programs G,C, and T and

a natural number 0 < i < Lp(m, k).

Proof In order to show that the system compliance problem is in PSPACE we
modify the algorithm proposed in [24] to accommodate the nonce creation. Again
we rely on the fact that NPSPACE, PSPACE, and co-PSPACE are all the same
complexity class [35]. We use the same notation from the proof of Theorem 5.5
and make the same assumptions.

Following Theorem 4.1 we can accommodate nonce creation by replacing the
relevant nonce occurrence(s) with nonces from a fixed set, so that they are dif-
ferent from any of the nonces in the enabling configuration. As before, this set
of 2mk nonce names is not related to a particular plan, but fixed in advance for
a given LSTS, where m is the number of facts in the configuration of the system
and £ is the bound on the size of the facts.

We first need to check that none of the critical configurations are reachable
from W. To do this we provide a non-deterministic algorithm which returns “yes”
exactly when a critical configuration is reachable. The algorithm starts with W, :=
W. For any t > 0, we first check if C(W,;) = 1. If this is the case, then the
algorithm outputs “yes”. Otherwise, we guess an action r such that 7(r) = 1
and that it is applicable in the configuration W;. If no such action exists, then
the algorithm outputs “no”. Otherwise, we replace W, by the configuration W,
resulting from applying the action r to I¥;. Following Lemma 5.3 we know that
at most Ly (m, k) guesses are required, and therefore we use a global step-counter
to keep track of the number of actions. As shown in the proof of Theorem 5.5, the
value of this counter can be stored in PSPACE.

Next we apply Savitch’s Theorem to determinize the algorithm. Then we swap
the accept and fail conditions to get a deterministic algorithm which accepts ex-
actly when all critical configurations are unreachable.
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Finally, we have to check for the existence of a compliant plan. For that we
apply the same algorithm as for the weak plan compliance problem from Theorem
5.5, skipping the checking of critical states since we have already checked that
none of the critical configurations are reachable from W. From what has been
shown above we conclude that the algorithm runs in polynomial space. Therefore
the system compliance problem is in PSPACE. O

Next we turn to the plan compliance problem for systems with balanced ac-
tions that can create nonces. In addition to avoiding critical configurations, a
compliant plan also guarantees to every agent that, as long as he follows the plan,
the other agents cannot collude to reach a configuration critical for him. Agents
are therefore assured that in case they drop from the collaboration for any reason,
others cannot violate their confidentiality policies. As soon as one agent deviates
from the plan, the other agents may choose to stop their participation. They can
do so with the assurance that the remaining agents will never be able to reach a
configuration critical for those agents that quit the collaboration.

The plan compliance problem can be re-stated as a weak plan compliance
problem with a larger set of configurations, called semi-critical. Intuitively, a
semi-critical configuration for an agent A is a configuration from which a critical
configuration for A could be reached by the other participants of the system with-
out the participation of A. Therefore in the plan compliance problem, a compliant
plan not only avoids critical configurations, but also avoids configurations that are
semi-critical. Hence, the plan compliance problem is the same as the weak plan
compliance problem when considering critical both the original critical configu-
rations of the system as well as the semi-critical configurations of any agent.

Definition 5.7. A configuration X is semi-critical for an agent A if a configura-
tion Y that is critical for A is reachable using the actions belonging to all agents
except to A, i.e., if X >* , Y. A configuration is simply called semi-critical if it
is semi-critical for some agent of the system.

We will follow this intuition and construct an algorithm for the plan compli-
ance problem similar to the one used for the weak plan compliance problem, that
will include a sub-procedure that checks if a configuration is semi-critical for an
agent.

Theorem 5.8. Given an LSTS with balanced actions that can create nonces, then
the plan compliance problem is in PSPACE in the following parameters:

- the size, m, of the initial configuration W,
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- bound on the size of facts, k,
- the size of the programs G,C, and T and

- a natural number 0 < i < Lp(m, k).

Proof The proof is similar to the proof of Theorem 5.5 and the proof of the
PSPACE result of the plan compliance for balanced systems in [33]. Again we rely
on the fact that NPSPACE, PSPACE, and co-PSPACE are all the same complexity
class.

Assume as inputs an initial configuration W containing m facts, an upper
bound on the size of facts k, a natural number 0 < ¢ < Ly(m, k), and programs
G,C, and 7T that run in polynomial space and that are slightly different to those
in Theorem 5.5. This is because for plan compliance it is important to know as
well to whom an action belongs to and similarly for which agent a configuration
is critical. Program 7 recognizes actions of the system so that 7 (j,7) = 1 when
r is an instance of an action belonging to agent A; and 7 (j,r) = 0 otherwise.
Similarly, program C recognizes critical configurations so that C(j, Z) = 1 when
configuration Z is critical for agent A; and C(j, Z) = 0 otherwise. Program G is
the same as described earlier, i.e., G(Z) = 1 if Z contains a goal and G(Z) = 0
otherwise.

First we construct the algorithm ¢ that checks if a configuration is semi-critical
for an agent. While guessing the actions of a compliant plan at each configuration
Z reached along the plan we need to check whether for any agent A; other agents
could reach a configuration critical for A;. More precisely, at configuration Z,
for an agent A; and Z, = Z, the following nondeterministic algorithm looks for
configurations that are semi-critical for the agent A;:

1. Check if C(j, Z;) = 1, then ACCEPT; otherwise continue;

2. Guess an action r and an agent A; # A; such that 7(/,r) = 1 and that  is
enabled in configuration Z;; if no such action exists then FAIL;

3. Apply r to Z; to get configuration Z; .

After guessing Lr(m, k) actions, if the algorithm has not yet returned anything, it
returns FAIL. We can then reverse the accept and reject conditions and use Sav-
itch’s Theorem to get a deterministic algorithm ¢(j, Z) which accepts if every
configuration V' satisfying Z>* , V" also satisfies C(j3,V) = 0, and rejects other-
wise. In other words, ¢(j, Z) accepts only in the case when Z is not semi-critical
for agent A;. Next we construct the deterministic algorithm C’(Z) that accepts
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only in the case when Z is not semi-critical simply by checking if ¢(j, Z) accepts
for every j; if that is the case C'(Z) = 1, otherwise C'(Z) = 0.

Now we basically approach the weak plan compliance problem considering
all semi-critical configurations as critical by using the algorithm from the proof of
Theorem 5.5 with the C’ as the program that recognizes the critical configurations.

We now show that algorithm C’ runs in polynomial space.

Following Theorem 4.1 we can accommodate nonce creation in polynomial
space by replacing the relevant nonce occurrence(s) with nonces from a fixed set
of 2mk nonce names, so that they are different from any of the nonces in the
enabling configuration.

The algorithm ¢ stores at most two configurations at a time which are of the
constant size, same size the initial configuration 1. Also, the action r can be
stored with two configurations. At most two agent names are stored at a time.
Since the number of agents n is much less than the size of the configuration m,
simply by the nature of our system, we can store each agent in space logn. As in
the proof of Theorem 5.5 only a polynomial space is needed to store the values in
the step-counter, even though the greatest number reached by the step counter is
Ly(m, k), which is exponential in the given inputs. Since checking if C(j, Z;) = 1
and 7 (I,r) = 1 can be done in space polynomial to |IW|, |C| and | 7|, algorithm
¢, and consequently C’, work in space polynomial to the given inputs.

We combine that with Theorem 5.5 to conclude that the plan compliance prob-
lem is in PSPACE. O

Given the PSPACE lower bound for the secrecy, weak plan compliance, sys-
tem compliance, and the plan compliance problem in Theorem 5.2 and the PSPACE
upper bound given in the theorems above, we can conclude that all these problems
are PSPACE-complete.

Discussion on related work. This PSPACE-complete result contrast with results
in [15], where the secrecy problem is shown to be undecidable. Although in [15]
an upper bound on the size of facts was imposed, the actions were not restricted to
be balanced. Therefore, it was possible for the intruder to remember an unbounded
number of facts, while here the memory of all agents is bounded. Moreover, for
the DEXP result in [15], a constant bound on the number of nonces that can be
created was imposed, whereas such a bound is not imposed here.

We also point out that our PSPACE upper bounds improve the PSPACE upper
bounds in [24, 22] by not only allowing actions that can create fresh values, but
also in that we consider the size of facts as an input bound, whereas [24, 22]
consider the size of facts a fixed bound.
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Complexity of possibly unbalanced LSTSes. For LSTSes with possibly unbal-
anced actions that cannot create fresh values, it was shown in [23] that the com-
plexity of both the weak plan and the plan compliance problems are undecidable,
while the complexity of the system compliance problem is EXPSPACE-complete.
Given these results we can immediately infer that the complexity of the weak plan
and plan compliance are also undecidable when we also allow actions to create
fresh values. We show next that when actions are possibly unbalanced and can
create fresh values, then also the system compliance problem is undecidable.

Theorem 5.9. The system compliance problem for general LSTSes with actions
that can create values with fresh ones is undecidable.

Proof The proof relies on undecidability of acceptance of Turing machines
with unbounded tape. The proof is similar to the undecidability proof of mul-
tiset rewrite rules with existential quantifiers in [15].

Without loss of generality, we assume the following:

(a) M has only one tape, which is one-way infinite to the right. The leftmost cell
contains the marker $.

(b) Initially, an input string, say x1x5 . .. T,, is written in cells 1, 2,..., n on the
tape. In addition, a special marker # is written in the (n+1)-th cell.

[Slefea[ - - Jwa[#] T T ]

(c) The program of M contains no instruction that could erase $. There is no
instruction that could move the head of M to the left when M scans symbol $
and in case when M scans symbol #, tape is adjusted, i.e. another cell is
inserted so that M scans symbol a( and the cell immediately to the right
contains the symbol #.

(d) Finally, M has only one accepting state qy.

Given a machine M we construct an LSTS Ty, with actions that create fresh
values. The alphabet of Ty has four sorts: state for the Turing machine states,
cell and nonce < cell for the cell names, and symbol for the cell contents.

We introduce constants ag, ay,...,a, : symbol to represent symbols of the
tape alphabet with ay denoting blank; constants qo,q1,...,qs : state for the
machine states, where ¢ is the initial state and ¢ is the accepting state; and finally
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constants $,cy,...,c,,# : cell for the names of the cells including the leftmost
cell $ denoting the beginning of the tape and the rightmost cell # denoting end of
tape.

Predicates Curr : state x cell, Cont : cell x symbol and Adj : cell x cell
denote, respectively, the current state and tape position, the contents of the cells,
and the adjacency between the cells.

The tape maintenance is formalized by the following action:

Adj(c,#) — 3. Adj(c, ) Adj (', #) Cont(d', #). 3)

By using this actions, one is able to extend the tape by labeling the new cell with a
fresh value, . Notice that due to the rule above, one needs an unbounded number
of fresh values since an unbounded number of cells can be used. To each machine
instruction g;a, — gja;L denoting “if in state g; looking at symbol a,, replace
it by a;, move the tape head one cell to the left and go into state g;”” we associate
action:

Curr(gi, c) Cont(c,as) Adj (¢, ¢) = Curr(gj, ) Cont(c,a) Adj(c',c). (4)

Notice that we move to the left by using the fact Adj(c’, ¢) denoting that the cell
c’ is to the cell immediately to the left of the cell ¢. Similarly, to each machine
instruction g;a; — gsa;[2 denoting “if in state ¢; looking at symbol a, replace it
by a;, move the tape head one cell to the right and go into state ¢;” we associate
action:

Curr(q;,c) Cont(c,as) Adj(c, ') — Curr(g;, ¢') Cont(c,ar) Adj(c,c’). (5)

This action assumes that there is an available tape cell to the right of the tape head.
If this is not the case, one has to use the first which creates a new cell in the tape.

Given a machine configuration of M, where M scans cell ¢ in state ¢, when
a string $x1x5 ...z, # is written left-justified on the otherwise blank tape, we
represent it by the following initial configuration of 7,

Cont(co,$) Cont(cy, 1) ... Cont(c, xx) Cont(cpi1, #) ©)
Curr(q,c) Adj(co,c1) ..., Adj(cr, Chr1) -

The goal configuration is the one containing the fact Curr(gy, c).

The faithfulness of our encoding relies on the fact that any machine configu-
ration includes exactly one machine state ¢q. This is because of the specific form
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of actions (3), (4) and (5), which enforce that any reachable configuration has ex-
actly one occurrence of Curr(q,c). Moreover, any reachable configuration is of
the form similar to (6), and, hence, represents a configuration of M.

Passing through the plan P from the initial configuration I to the goal configu-
ration 7, from its last action to its first 7y, we prove that whatever intermediate
action r we take, there is a successful non-deterministic computation performed
by M leading from the configuration reached to the accepting configuration rep-
resented by Z. In particular, since the first configuration reached by P is W, we
can conclude that the given input string x5 . . . z,, is accepted by M.

Notice that the above encoding involves no critical configurations so we achieve
undecidability already for that simplified case. Consequently we get undecidabil-
ity of LSTSes with actions that can create nonces for all three types of compli-
ances. U

6. Application: Protocol theories with bounded memory intruder

This section enters into the details of whether malicious agents, or intruders,
with the same capabilities of the other agents are able to discover some secret
information. In particular, we modify the intruder theory in [15] to our setting
where all agents, including the intruder, have a bounded storage capacity, that is,
they can only remember, at any moment, a bounded number of symbols. As before
this is technically imposed by considering LSTSes with only balanced actions
and by bounding the size of facts. If we restrict actions to be balanced, they
neither increase nor decrease the number of facts in the system configuration and
therefore the size of the configurations in a run remains the same as in the initial
configuration. Since we assume facts to have a bounded size, the use of balanced
actions imposes a bound on the storage capacity of the agents in the system.

As shown in [15], protocols and relevant security problems can be modeled by
using rewrite rules. In that scenario a set of rewrite rules, or a theory, was proposed
for modeling the standard Dolev-Yao intruder [14]. Here, we adapt that theory to
model instead an intruder that has a bounded memory, but that still shares many
capabilities of the Dolev-Yao intruder, such as the ability to compose, decompose,
intercept messages as well as to create fresh values. We will be interested in the
same secrecy problem as in [15], namely, in determining whether or not there is
a plan which the intruder can use to discover a secret. We also assume that in
the initial configuration some agent, A, owns a fact Q(s’) with the secret s as the
subterm of §'.
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Empty facts. For our specifications it will be useful to distinguish the memory
storage capacity of the intruder from the memory used in protocol sessions. As
in [15], we distinguish some predicate names in the alphabet to belong only to
the intruder, among them the predicate names M, C, and D. These are used,
respectively, when the intruder learns some data, e.g., an encryption key M (k. ),
or when he is composing a new message or decomposing a message.

We introduce two types of facts, called empty facts, R(x) and P(x) which
intuitively denote free memory slots: Empty facts R(x) belong to the intruder,
while the empty facts P(x) are used by protocol sessions. As we discuss in detail
in the next sections, empty facts R(x) are used by the intruder whenever he learns
new data, while empty facts P(x) are used by the participants of the system to
create new protocol sessions. As the memory of the intruder is bounded, there is
bound on the number of R(x) facts available. Therefore the intruder might have to
manage his memory capacity in order to discover a secret. For instance, whenever
the intruder needs to create a nonce or learn some data, he will have to check
whether there is some empty fact available. Similarly, the number of P(x) facts
available in a configuration bounds the number of protocol sessions that can be
executed concurrently. So a new protocol session can only be created if there are
enough P(x) facts available. The use of P(x) facts implicitly bounds the number
of protocol sessions that can be executed concurrently.

6.1. Balanced protocol theories

We modify the rules from [15] that specify the intruder and protocol theories
so that only balanced actions are used. In particular, we relax the protocol form
imposed in [15], called well-founded theories. In such theories, protocols execu-
tions runs are partitioned into three phases: The first phase, called the initialization
phase, distributes the shared information among agents, such as the agents’ public
keys. Only after this phase ends, the second phase called role generation phase
starts, where all protocol roles used in the run are assigned to the participants of
the system. Finally, after these roles are distributed, the protocol instances run to
their completion. Hence, in [15], once protocol sessions start running no new pro-
tocol session is created. Here on the other hand, we will relax this assumption and
allow protocol sessions to be created and to be “forgotten” while other protocols
are running.

Modeling Perfect Encryption. Before we enter into the details of the balanced
protocol theories, we introduce some more notation involving encryption taken
from [15]. We introduce the alphabet that allows modeling of perfect encryption.
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The encrypted message represents a “black box” or an opaque message which
does not show its contents until it is decrypted with the right key. Consider the
following sorts: cipher for ciphertext, i.e., encrypted text, ekey for symmetric
encryption keys, dkey for decryption keys, nonce for nonces, and a sort msg
for any type of message. Here we use order-sorted alphabet and have msg as a
super-sort and it is the type of the messages exchanged by the participants of the
protocol. The following order relations hold among these sorts:

nonce < msg, cipher < msg, dkey < msg, ekey < msg.

We also use two following functions symbols, the pairing function and the
encryption function:

(-,-) : msg X msg — msg and enc : ekey x msg — cipher.

As their names suggest, the pairing function is used to pair two messages and the
encryption function is used to encrypt a message using an encryption key. Notice
that there is no need for a decryption function, since we use pattern-matching
(encryption on the left-hand-side of a rule) to express decryption as in [15]. For
example, the following rule specifies that if an agent has the correct key then he
can decrypt an encrypted message and learn its contents:

K P(ke, kq) A(kq) A(enc(ke,t)) — KP(ke, kq) A(kq) A(t).

The fact K P(k., kq) specifies that k. and k, are a pair of encryption and decryp-
tion keys. Notice that the rule above is only applicable if the agent A has the right
decomposition key, k. Otherwise, the rule is not applicable.

Besides the predicate K P, we will use the following predicates to model per-
fect encryption:

Predicates:

GoodGuy(ekey, dkey) : keys belonging to an honest participant
BadKey(ekey, dkey) : compromised keys known to the intruder
K P(ekey, dkey) : encryption key pair

AnnK (ekey) : published public key

These predicates are basically the same as used in [15]. Keys that belong to the
an honest participant are contained in GoodGuy facts, while compromised keys
in BadKey facts. The AnnK predicate is used to specify public keys that have
been published.
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For simplicity we will sometimes use (tq,...,¢,_1,t,) for multiple pairing
to denote (t1, (..., (tn—1,tn)) ...). Also, notice that, as in [15], with the use of
the pairing function and the encryption function a protocol message is always
represented by a single term of the sort msg.

Balanced Role Theories. We now introduce some auxilary definitions that are
going to be used to specify the restrictions on the balanced role theories. These
definitions are basically the same as in [15], but adapted to our setting, where all
rules are balanced.

Definition 6.1. Let 7 be a theory, () be a predicate and r be a rule, where L is the
multiset of facts ', ..., F} on the left hand side of r excluding empty facts R ()
and P(x), and R is the multiset of facts Gy, ..., G, possibly with one or more
existential quantifiers, on the right hand side of r excluding empty facts R(x) and
P(%). Arule in a theory T creates Q facts if some Q(f) occurs more times in R
than in L. A rule in a theory T preserves @ facts if every P(f) occurs the same
number of times in R and L. A rule in a theory T consumes () facts if some fact
Q(f) occurs more times in L than in R. A predicate () in a theory 7T is persistent
if every rule in 7 which contains () either creates or preserves () facts.

For example, the following rule consumes the predicate A, preserves the predicate
B, and creates the predicate D:

A(z) B(y) — 32.B(z) D(x).

The definition above on the preservation, creation and consumption of facts ex-
cludes empty facts, P(x) and R(x), since they do not carry any information.
Empty facts specify a empty slot that can be filled with some non-empty fact.

Definition 6.2. A rule r = L — R enables arule ' = L' — R’ if there exist
substitutions o, ¢’ such that some fact P(f) € oR created by rule r, is also in
o'L’. A theory T precedes a theory S if no rule in S enables a rule in 7.

Intuitively, if a theory 7 precedes a theory S, then no facts that appear in the left
hand side of rules in 7 are created by rules that are in S.

As usual in protocol security literature, the intruder acts as the network, inter-
cepting and sending messages between the honest participants. We use the public
predicate Ng to denote a message that is sent by a participant and that is to be
intercepted by the intruder and the public predicate Ny to denote a message that
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is sent by the intruder to an honest participant. We will explain how the intruder
acts as the network later when we introduce the balanced intruder theory.

As in [15] protocols are specified by using role theories containing role states,
formally, defined below. However, differently from [15], we only allow role theo-
ries to contain balanced actions.

Definition 6.3. A theory A is a balanced role theory if there is a finite list of
predicates called the role states Sy, Sy, ..., Sy for some k, and such that all rules
in A are balanced and of one of the following forms:

So(..) P(#) W —g 32.5,(...) Ne(...) W'
Si(..) Np(.) W =g 32.8,(..) Ns(...) W’

where [ > 0, j > i, k > h, W and W’ are multisets of facts not involving any role
states nor Ng nor Ny facts. We call the first role state, Sy, initial role state, and
the last role state Sy, final role state.

Defining roles in this way, ensures that each application of a rule in a balanced
role theory A advances the state forward. The first rule specifies the first step of
a protocol session when an initial message is sent in the network, specified by the
fact with predicate name Ng. Notice that in order to send this message a P(x) is
consumed. If there are no such facts available, then the protocol cannot start. The
second rule specifies actions where a participant of the protocol receives a fact
in the network, Ny, and sends his reponse, Ng. In the process, his internal state
advances from S; to S, where j > 4. The third rule specifies the end of the pro-
tocol session when the last message is received by a participant and no response
is returned. At this point, the participant moves to the last state of the protocol Sy
and since no message is sent in the network, a new P(x) fact is created.

In order to allow for the existence of an unbounded number of protocol ses-
sions in a trace, we allow protocol roles to be created at any time with the of cost of
consuming empty facts P(x). On the other hand, we also allow protocol sessions
that have been completed to be forgotten. That is, once its final role state has been
reached, it can be deleted, creating in the process new empty facts P(x). These
empty facts can then be used to create new protocol roles starting hence a new
protocol session. These theories, called role regeneration theories, are specified in
the following definition. Notice that all its actions are also balanced.
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Definition 6.4. If A, ..., A, are balanced role theories, a role regeneration the-
ory is a set of rules that either have the form

Q1(L1) - Qn(Tn)P(x) = Q1(1) - - Qn () So(T)

where Q1(Z1) ... Q,(Z,) is a finite list of persistent facts not involving any role

states, and .S is the initial role state for one of theories A1, ..., A, or the form
where S}, is the final state for one of theories A, ..., Aj.

Notice that our balanced role theories may contain actions with more than
two facts in their pre and postconditions. In constrast, the restricted role theories
introduced in [15] and used to derive the complexity results in [15] only contain
actions with exactly two facts in their pre and postconditions (one for the network
and another for the role state). Moreover, although restricted role theories were
balanced, role generation theories were not balanced in [15]. In well founded
theories in [15] one creates all protocol sessions at the beginning of the trace
before any protocol session starts executing. Hence, an unbounded number of
protocol sessions can run concurrently. The use of un-balanced role generation
theories seems to be one source for the undecidability of the secrecy problem. The
explicit use of balanced actions in role theories and role regeneration theories is
a technical novelty of this paper. It allows us to bound the number of concurrent
protocol sessions without bounding the total number of protocol sessions in a
trace. The number of protocol roles that can run concurrently is bounded by the
number of P(x) facts available, since one needs at least one P(x) fact for every
role in a protocol session.

The following definition relaxes well-founded protocols theories in [15] in
order to accommodate the creation of roles while protocols are running.

Definition 6.5. A pair (P, I) is a semi-founded protocol theory if I is a finite set
facts (called initial set),and P = RW A, - - -0 A, is a protocol theory where R
is a role regeneration theory involving only facts from [ and the initial and final
roles states of the balanced role theories A, . .., A,. For role theories A; and A;,
with ¢ # 7, no role state predicate that occurs in .4; can occur in A;.

Intuitively, a semi-founded protocol theory specifies a particular scenario to be
model-checked involving some given protocol(s). Besides empty facts, P(x) and
R(x), the finite initial set facts contains all the persistent facts with the information
necessary to start protocol sessions, for instance, shared and private keys, the
names of the participants of the network, as well as any compromised keys.
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Remark. In well-founded protocol theories in [15] initialization was achieved by
initialization theory Z that preceded role generation and protocol role theories. In
that way all the rules form initialization theory were applied before any other rules.
That could also be seen as initial creation of persistent facts that we call initial
facts. For simplicity, we follow the assumption in [15, Section 5.1] and prefer the
above definition of initialization consisting of a finite number of persistent facts.
However, we are equally able to formulate our theories with a so called balanced
sub-theory Z similar to [15]. We can than prove that every derivation in a semi-
founded protocol theory can be transformed into a derivation where the rules from
initialization theory are applied first. We include this alternative definition and the
proof of this claim in Appendix A.

6.2. Balanced Intruder Theory

This section introduces a balanced intruder theory following the lines of [15]
but for a memory bounded intruder. Similarly as the standard Dolev-Yao in-
truder [14], he is able to intercept, compose, decompose, decrypt messages when-
ever he has the decryption key, as well as create nonces. We assume that the
intruder acts as the network, intercepting and sending messages between the hon-
est participants. However, since his memory is bounded, he is constrained by how
many free memory slots he has. A free memory slot for the intruder is denoted by
empty facts R(x). The intruder will only be able to, for example, learn new data if
there are enough R(x) facts available. For instance, he might have to forget data
already learned, freeing up his memory, before he can learn new data.

Predicates belonging to the Intruder. Besides the empty fact R(x), this paper
assumes that the intruder owns the following three one arity predicates belong to
the intruder:

D(msg) : Decomposable messages known to the intruder.
M (msg) : Information stored in intruder memory.
C(msg) : Composable messages known to the intruder.
A(msg) :  Auxiliary fact for deferred decryption.

However, as in [15], more complicated theories where the intruder also distin-
guishes the sub-types of messages, that is ekey, dkey, and nonce can also be
specified. We provide such a theory in Appendix B.

Balanced Intruder Theory. Figure 1 contains an example of an intruder theory that
uses the predicate names described above and consists of three parts. In Appendix
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I/O Rules:
REC: Ng(z) R(x) — D(z) P(x)
SND: C(z) P(x) — Ng(x) R(*)

*

Decomposition Rules:
DCMP: D((z,y)) R(x) — D(z) D(y)
LRN: D(z) — M(z)
DEC: M (kq) KP(ke,kq) D(enc(ke,x)) R(x*)
— M(kq) KP(ke,kq)D(x) M(enc(ke,x))
LRNA: D(enc(ke,z)) R(x) — M(enc(ke,xz)) A(enc(ke,x))
DECA: M(kq) KP(ke,kq) A(enc(ke,x)) — M(kq) KP(ke, kq) D(x)

Composition Rules:
COMP: C(z) C(y) — C((x,y)) R(*)
USE:  M(x)R(x) — C(2)M(x)
ENC: KP(kg,ke) M(ke)C(z) — KP(kgq,ke) M(ke) C(enc(ke,x))
GEN: R(x) — 3n.M(n)

Figure 1: Balanced Intruder theory.

Memory maintenance rules:
DELM: M (z) — R(x)
DELA: A(z) — R(%)
DELD: D(x) — R(x)
DELC: C(z) — R(%)

Figure 2: Memory maintenance theory.

B, the reader can also find a more refined theory similar to the one in [15] where
the intruder also distinguishes the sub-types of messages. For the remainder of the
paper, however, it will be enough to use the simple version depicted in Figure 1.

The first part called I/0 theory has two rules REC and SND. The former spec-
ifies the intruder’s action to intercept a message, Ng, sent by an agent, while the
latter specifies when the intruder sends a message, /Ng. Notice the role of the
empty facts, R() and P(x), in these rules. For instance, when he intercepts a
message sent by an honest participants, the intruder consumes one of his empty
facts, R(x), and creates an empty fact P(x), while the opposite happens when he
sends a message.

The second part of the intruder’s theory is the decomposition rules, which con-
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tains the rules specifying the decomposition of messages as well as the learning of
new data by the intruder. For instance, the DCMP rule decomposes a composed
message, D({(x,y)), into smaller parts D(x) and D(y), consuming an empty fact
R(x) in the process. Thus, if the intruder does not have any R(x) left, that is, no
more free memory slots, then the intruder is not able to decompose a message.
The rule LRN specifies when a message, D(z), containing some data x is learned
by the intruder, denoted by the fact M (x). The rule DECA specifies that the in-
truder can decrypt a message whenever he has the right key, while the rule LRNA
specifies that when the intruder does not have the key, he can remember a message
using the auxiliary predicate A, so that he can decrypt it later if he learns the right
key using the rule DECA.

The third part contains composition rules, which are symmetric to the de-
composition rules. Composition rules specify the basic actions used to compose
message, such as pairing two message in rule COMP, or using a learned data
to compose a message in rule USE, or encrypting a message with a known en-
cryption key in rule ENCS, or creating a nonce in rule GEN. Again, notice the
role of the empty facts R(x). For instance, when two messages are paired into
one, an empty fact R(x) is created, while when creating a nonce an empty fact
is consumed. Similarly, in the GEN rule, when the intruder creates a nonce, he
consumes a R(x) fact.

As previously mentioned, since our intruder has bounded memory, he might
have to manage his memory in a more clever way than the standard Dolev-Yao
intruder, which has unbounded memory. In particular, our intruder might need
to forget data that he learned, so that he has enough space available in order to
learn new information. This theory that allows the intruder to forget data is called
memory maintenance theory and is defined below.

Definition 6.6. A theory & is a memory maintenance theory if all its rules are
balanced and their post-conditions consist of the fact R(x), i.e., all the rules have
the form F' — R(x), where F is an arbitrary fact belonging to the intruder.

Figure 2 contains the memory maintenance theory for the intruder theory de-
picted in Figure 1. Since the intruder owns only four predicate names, the memory
maintenance theory has only four rules. By using them, the intruder can forget any
previously learned data, creating a new empty fact. This new empty fact, on the
other hand, can be used by the intruder to learn new data by for instance intercept-
ing another message (REC) or by decomposing some message (DCMP).
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Remark. In [15], the notion of normalized derivations was introduced. In such
derivations, decomposition rules always appear before composition rules. Al-
though such a notion could be adapted to our balanced intruder, it might not be
always possible to transform a non-normal derivation into a normalized deriva-
tion without providing the intruder with more space, that is, with more R(x) facts.
The problem is when we attempt to permute an instance of a COMP rule over an
instance of a DCMP rule, one might need an extra R(x) fact, as illustrated below:

C(a) C(b) D(c,d) —comp C(a,b) R(x) D(c,d) = pcup Cla,b) D(c) D(d).

When we try to switch DCMP and COMP rules, we cannot do that because there
might be no empty fact in the configuration:

C(a) C(b) D(¢,d) = peapp notenabled —coump -

Pushing COMP rule to the right disabled a rule, since an empty fact is no longer
there. We, therefore, need an extra memory slot to push the COMP rule to the
right, as illustrated below:

C(a) C(b) D(e,d) R(x) —peup Cla) C(b) D(c) D(d) —comp
C(a,b) R(x) D(c) D(d).

Therefore, if we provide the same number of R(x) facts as the number of de-
composition rules in the non-normalized derivation, then one can show that the
transformation to a normalized derivation is possible.

6.3. Encoding Known Anomalies with a Bounded Memory Intruder

We can show that many protocol anomalies, such as Lowe’s anomaly [27],
can also occur when using our bounded memory adversary. We assume that the
reader is familiar with such anomalies, see [11, 15, 27, 6, 7]. In this Section, we
only demonstrate Lowe’s anomaly in detail. However, in the Appendix, encoding
of anomalies for other protocols, such as Yahalom [11], Otway-Reese [11, 36],
Woo-Lam [11], and Kerberos 5 [6, 7] are also shown in detail.

Table 2 summarizes the number of P (%) and R(x) facts and the upper bound
on the size of facts needed to encode normal runs, where no intruder is present,
and to encode the anomalies where the bounded memory intruder is present. The
size modulo the intruder is the number of facts in the configuration that do not
belong to the intruder. For instance, to realize the Lowe anomaly to the Needham-
Schroeder protocol, the intruder requires only seven R(x) facts. Notice that here
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Table 2: The size of configurations (m), the number of R(x) facts, the size of configurations
modulo intruder (1), and the upper-bound on the size of facts (k) needed to encode protocol runs
and known anomalies when using LSTSes with balanced actions. The largest size of facts needed
to encode an anomaly is the same as in the corresponding normal run of the protocol. In the
cases for the Otway-Rees and the Kerberos 5 protocols, we encode different anomalies, which are
identified by the numbering, as follows: M The type flaw anomaly in [11]; @ The attack 5 in [36];
) The ticket anomaly and  the replay anomaly in [6]; © The PKINIT anomaly also for Kerberos
5 described in [7].

Needham Otway Woo Kerberos 5
Protocol Yahalom PKINIT®
Schroeder Rees Lam

Normal Size of conf. (m) | 9 8 8 7 15 18
Size of conf. (m) 19 15 110,17 8§ 220 20@ 31
Anomaly N °f R(%) 7 9 50,92 2 9B 4@ 10
Y Size mod. intruder (1) 12 6 6W8@ 6 13316@W 21
Upper-bound on size of facts (k) ‘ 6 16 26 6 16 28

we only encode standard anomalies described in the literature [6, 11, 36]. This
does not mean, however, that there are not any other anomalies that can be carried
out by an intruder with less memory, that is, with less R(x) facts.

One can interpret the size of a configuration as an upper bound on how hard
is it for a protocol analysis tool to check whether a particular protocol is secure,
while the number of R(x) facts can be interpreted as an upper bound on how much
memory the intruder needs to carry out an anomaly. The size modulo the intruder
can be interpreted as the amount of memory available for protocol sessions. It
intuitively bounds the number of concurrent protocol sessions. This is because
for each protocol session, one needs some free memory slots to remember, for
instance, the internal states of the agents involved in the session. Therefore, if we
bound the size modulo the intruder of configurations, then the amount of P(x)
facts is bounded. Furthermore, from Definitions 6.3 and 6.4 one P(x) fact is con-
sumed for every role states created and another P(x) fact is consumed in order to
compose the initial message. Therefore, the number of protocol sessions running
at the same time is bounded by the number of P(x) facts available, which on the
other hand is bounded by the size modulo the intruder of configurations. We be-
lieve that the values in Table 2 provides us with some quantitative information on
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how secure protocol are.

6.4. Lowe anomaly to the Needham-Schroeder protocol

We formalize the well known Lowe anomaly of the Needham-Schroeder pro-
tocol [27]. In particular, the intruder uses his memory maintenance theory to
administer his memory adequately.

The balanced role theory specifying the Needham-Schroeder protocol is de-
picted in Figure 3. Predicates Ay, A, As, By, B1 and B, are the role state predi-
cates for initiator and responder roles. First the initiator A (commonly referred to
as Alice) sends a message to the responder B (commonly referred to as Bob). The
message contains Alice’s name, and a freshly chosen nonce, n, (typically a large
random number) encrypted with Bob’s public key. Assuming perfect encryption,
only somebody with Bob’s private key can decrypt that message and learn its con-
tent. When Bob receives a message encrypted with his public key, he uses his
private key to decrypt it. If it has the expected form (i.e., a name and a nonce),
then he replies with a nonce of his own, n;, along with initiator’s (Alice’s) nonce,
encrypted with Alice’s public key. Alice receives the message encrypted with her
public key, decrypts it, and if it contains her nonce, Alice replies by returning

Role Regeneration Theory :

ROLA : GoodGuy(ke, kq) P(%) = GoodGuy(k., kq)Ao(ke)
ROLB : GoodGuy(ke, kq)P(*x) — GoodGuy(k., kq) Bo(ke)
ERASEA : Ay(ke, kL, x,y) — P(x*)
ERASEB : By (k.. k., z,y) — P(%)

Protocol Theories .A and B :

Al : AnnK(kl) Ao(ke) P(%)
— Jx. Ay (ke, K'e, x) Ng(enc(kl, (z, k.))) AnnK( e)
A2 : Ay(ke, k., x) Nr(enc(ke, (z, y))) — Ag(ke, kL, z,y) Ns(enc(kl,y))
Bl : By(k.) Ng(enc(ke, (z,k'e))) AnnK (k.)
— Jy.By(ke, k., z,y) Ns(enc(kl, (z,y))) AnnK (k)
B2 : By(kekl, x,y) Ngr(enc(ke,y)) — Ba(ke, kL, x,y) P(x)

Figure 3: Balanced semi-founded protocol theory for the Needham-Schroeder Protocol.
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Bob’s nonce, encrypted with his public key. At the end they believe that they are
communicating with each other.

The Lowe anomaly (for the other anomalies see Appendix) has 3 participants
to the protocol: Alice, Bob (the beautiful brother) and Charlie (the ugly brother).
Alice wants to talk to Bob. However, unfortunately, Bob’s key is compromised,
so the intruder who knows his decryption key can impersonate Bob, and play an
unfair game of passing Alice’s messages to Charlie. In particular, the intruder
is capable of creating a situation where Alice is convinced that she’s talking to
Bob while at the same time Charlie is convinced that he’s talking to Alice. In
reality Alice is talking to Charlie. The informal description of Lowe’s anomaly is
depicted in Figure 4.

A {A,na}K3 M (B) {A’na}Kg/ C

A jna,nc}KA M(B) jna,nc}KA C

A A{nc}x, M(B) {nc}Kg C

Figure 4: Lowe attack to Needham-Schroeder Protocol

This anomaly demonstrates two main points of insecurity for this protocol.
First, the nonces n, and n. are not secret between participants who are commu-
nicating, Alice and Charlie, because the intruder learns these nonces. The second
point regards authentication. The participants in the protocol choose a particular
person they want to talk to and at the end of the protocol run they are convinced
to have completed a successful conversation with that person. In reality they talk
to someone else.

Let us take a closer look at the protocol trace with above anomaly. The ini-
tial set of facts contains 9 facts for the protocol participants and 4 facts for the
intruder’s initial memory. We will call those initial facts WW/7.

W; = GoodGuy(kei, ka1) KP(kei, ka1) AnnK (key)
BCLdKGy(/{Z627 kdg) Kp(keg, kd2) AnnK(keg)
GoodGuy(kes, kas) K P(kes, kas) AnnK (kes)
M(kel) M(keQ) M(kd2) M(ke?;)
A trace representing the anomaly is shown below. Alice starts the protocol by
sending the message to Bob, but the intruder intercepts it.
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WiAo(ker) Bo(kes) R(%)R(x)R(*)P(%) — a1
WIAl (kela keQ; na) BO<ke3) NS(enC<k627 <na7 kel>)) R(*)R(*)R(*> —REC
Wi A (ket, ke2, na) Bo(kes) D(enc(kea, (N, ke1))) R(x)R(x)P(x) —

Intruder has Bob’s private key and can therefore decrypt the message. He en-
crypts the contents with Charlie’s public key, so he sends the message to Charlie
pretending to be Alice.

—DEC

W[Al(kfel, ]{762, na) Bo(keg,) D((?’La, k’61>) M(G’I'LC(ICEQ, (na, kel))) R(*)P(*) —LRN
W[Al(/{fel, k’eg, a) Bo(k‘eg) M((na, kel)) M(enc(k‘eg, <na, k61>)) R(*)P(*) — DEL
Wi A (ker, kea,na) Bo(kes) M ((na, ke1)) R(x) R(%)P(%) —usk

WIAl(kela ke2; a) BO(keZ’)) M(<na7 kel>> C( N, kel>) R(*)P( ) _>ENC
WIAl(kela ke2; a) BO(keS) M(<na7 kel)) C(enc(ke& <na7 kel>)) R(*)P( ) ~—7SND
Wi Ay (ker, kea; na) Bo(kes) M((na, ke1)) Nr(enc(kes, (na, ke1))) R(+)R(x) = pEL
W[Al(k‘el, k’eg, na) B()( ) NR(BTLC( €3, (na, kel>) R(*)R(*)R(*) —

Additionally the intruder deletes some facts from his memory using rules from the
memory maintenance theory. Charlie receives the message and responds thinking
that he is responding to Alice.

—B1 WIAl(kela keQa na) Bl<k63a kela Ng, nc) N5(6n0(k’51, <na7 nc)) R(*)R<*)R(*) —

The intruder forwards the message received to Alice, that is, decomposes the re-
ceived message and composes the same message.

~—7REC

WiAi(ker, kea, na) Bi(kes, ke, na; ne) D(enc(ker, (na, ne)) R(x)R(x)P(x) = LrN
WIAl(k:ela Fea, a) B1(k‘e3> Kei,na,n c) M(GTLC( el (na, nc>) R(*)R(*)P(*) —USE
WIAl(k:ela ke?a a) Bl(k837 kjela Ng, N c) C(enc( el <naa nc>) R(*)R(*)P(*) —>SND
Wi A (ker, kea,ng) Bi(kes, ke1, na, 1) Nr(enc(ker, (na, ne)) R(x)R(%)R(%) —

Alice receives the message, responds (to Charlie) and goes to the final state think-
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1315 ing that she has completed a successful run with Bob.

NR enc( eg,nc)) R(*) _>(DEL)
WIAQ kela ke2a Na, nc) Bl(ke37 kela Na, nc) NR(enc(ke37 nc)) R(*)R(*>R<*) —

A2
W[Ag(k‘el, k’eg, Ng, nc) Bl(k‘eg, k’el, Ng, nc) Ng(enc(k:eg, nc)) R(*)R(*)R(*) — REC
Wi As(ker, keg, Mgy ne) Bi(kes, ke1, Na, ) D(enc(kea, ne)) R(x)R(x)P(*) = prc
Wi Ag(ket, ke2, o, ne) Bi(kes, ke1, N, ne) M (enc(kez, ne)) D(n.) R(x)P(%) = pgr
WIAQ(kela ke2; Ng, N c) Bl(keiia kel; Ng, nc) R(*) D(nc) R(*)P(*) _>LRN
WiAs(ker, kez, Na, ne) Bi(kes, ket, na; ne) R(x) M(ne) R(x)P(*) —use
WiAs(ker, kez, a, ne) Bi(kes, ket, na, ne) R(x) M(n.) C(n.) P(x¥) =gnc
Wi Ag(ket, kea, Ny Ne) Bi(kes, ke1, Na, ne) R(%) M(n.) C(enc(kes,ne)) P(x) —snp
WIA2(kela ke27 Na, nc) Bl(keS; kel; Na, nc) R(*) M(”c)

(

(

1316 Intruder learns Charlie’s nonce from Alice’s message by decrypting it with the
1317 key kgo. He then sends the nonce encrypted with Charlie’s public key.

_>BQ WIA2<k617 k627 Na, nc) B2<k637 k617 Na, nC> R(*)'R(*)R(*)P(*)

1318 Charlie receives the message sent and goes to the final state thinking that he has
1319 completed a successful run with Alice.

1320 The anomaly requires a configuration of at least 19 facts in total: 12 P(x) facts
1321 for the honest participants, i.e., the size of the configuration modulo the intruder,
1322 and 7 R(x) facts for the intruder. The size of facts has to be at least 6.

1323 7. Complexity Results for Protocol Theories

1324 In this section we prove a polynomial space complexity result for the secrecy
1325 problem of balanced protocol theories with a bounded memory intruder. The se-
1326 crecy problem of a protocol theory is the problem of determining wheather or not
1327 a configuration containing the fact M (s) is reachable from a given initial config-
1328 Uration.

1320 Theorem 7.1. The secrecy problem with respect to the memory bounded intruder
1350 IS PSPACE-complete in the size of the balanced semi-founded protocol theory,
1331 (P, 1), the size of the balanced intruder theory, M, and the bound, k, on the size
1332 of facts.
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PSPACE-hardness. In order to prove the lower bound, we encode a deterministic
Turing machine 7 that accepts in space n? in terms of the secrecy problem.
Without loss of generality, we assume the following:

(a) T has only one tape, which is one-way infinite to the right. The leftmost cell
(numbered by 0) contains the marker $.

(b) Initially, an input string, say ;s . . . T2, is written in cells 1, 2.,...,n? on the
tape. In addition, a special marker # is written in the (n?+1)-th cell.

(Slafeo [ [ fed ] T ]

(c) The program of 7 contains no instruction that could erase either $ or #. There
is no instruction that could move the head of 7 either to the right when
T scans symbol #, or to the left when 7 scans symbol $. As a result, 7 acts
in the space between the two unerased markers.

(d) Finally, 7 has only one accepting state, and, moreover, all accepting config-
urations in space n are of one and the same form. Moreover, we assume that
the accepting state is different from the initial state.

Given an instantaneous description (configuration) of T in space n? - that T scans
it" cell in state ¢, where a string £o&1&o ... & ... £,&,4 is written left-justified on
the otherwise blank tape, will be represented by the message:

(€o&i&a .. & &2bnan, q,1) or (T,q,1)

where 7 marks the tape contents. For each machine and an arbitrary initial con-
figuration, encoded by the message I = (7,q1,%1), we build a semi-founded
protocol theory (Pr, I’). The initial set of facts is

I' = {Guy(A, k), Guy(B, k), Init(I), Secret(s),3 x P(x),6 x R(x)}.

The set I’ specifies that the agents A and B share the uncompromissed key & and
contains 7 ’s initial configuration encoded by the message /. Moreover, one needs
three P(x) to execute a single protocol session, while the intruder needs at least
six empty facts to carry an anomaly: two for storing encrypted messages and the
remaining for decomposing and composing messages.
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1356 The protocol theory Py is formalized by the following theories for the partic-
1357 ipants A and B:

Theory for A:
ROLA:  Guy(G,k)Init(I)P(x) =4 Guy(G, k)Init(I)Ay(I, k)

UPDA:  Ao(X,k)P(x) = A1(X, k)Ng((update, enc(k, X)))

CHKA: A (X, k)Ng({done,enc(k,Y))) = As(Y, k) Ng({check,enc(k,Y)))
RESA:  As(X,k)Ngr(Res) —a As(X, Res, k)P (%)

ERASEA: A;(X, Res, k) —4 P(%)

1358

Theory for B:
ROLB:  Guy(G, k)Secret(s)P(x) — Guy(G, k)Secret(s)Boy(k, s)
UPDB:  By(k,s)Ng((update, enc(k, (o, ..., 2i-1,&, Tix1y- - Tn241,4,1))))
— Bi((zo, -y i1, 1, Tin1y - -y Tpzy1, ¢ 7)), K, S)
Ns({done, enc(k, (To, ..., Ti 1,7, Tix1y--->Tn241,4,7))))
CHKB:  Biy(X,k,s)Ng({check,enc(k, X))) = Ba(X, k, s) Ng(result)
ERASEB: By(X,k,s) — P(+)

1359 For each instruction ~ of the machine 7 of the form ¢¢ — ¢'nD, denoting “if
1e0 in state q looking at symbol &, replace it by 7, move the tape head one cell in
w61 direction D along the tape, and go into state ¢'”, is specified by n? UPDB rules
1s2 of B’s protocol theory, where 1 < ¢ < n? is the position of the head of the
1363 machine. Hence the reduction is polynomial on n and the number of instructions
1364 in 7. Both theories for A and for B have the corresponding role generation rules
1365 ROLA and ROLB, which create new sessions, as well as ERASEA and ERASEB,
136 Which delete role state predicates of completed sessions. As previously discussed,
1367 this allows traces to have an unbounded number of protocol sessions.

1368 The informal description of the protocol involving A and B is given in Fig-
136s ure 5. The participant A sends a message requesting B to update the encrypted
170 message {(7,q, 1)}, encoding 7’s configuration, which includes the state of the
1371 machine, head position as well as the contents of the tape. The participant B, who
1372 1S able to execute instructions of the machine 7, deterministically returns the en-
173 crypted message {(7/, ¢/, i) }, encoding the configuration resulting from applying
17« the single instruction to the configuration {(7, ¢, i) }s. Then the participant A just
1375 bounces this message back to B, so that he checks whether this is a final config-
176 uration. If {(7/, ¢/, ) } is the accepting configuration then it returns the secret s
1377 unencrypted, otherwise if {(7/, ¢/, 4’) }, is not the accepting configuration, then it
1378 returns the message no also unencrypted.
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A — B (update,{(7,q,1)}x)
B — A: (done,{{1',q,1")}x)
A — B (check,{(7',q¢, i) }x)
B — A: result

Figure 5: Normal session for the protocol encoding Turing machines.

1379 The informal description of the anomaly carried out by the intruder is depicted
130 1n Figure 6. In the first session of the anomaly, the intruder acts as a man-in-the-
13s1 middle by only overhearing the messages transmitted, that is, he does not modify
1322 any of the messages transmitted. In particular, he learns a message { X'} encod-
1383 ing T ’s updated configuration. Notice that since he does not possess the key k&,
1384 he cannot learn nor modify the message X’. Once the first session is completed,
1385 the intruder starts a new session by acting as A and sending a message to B to
138 update the last configuration { X },. Then B returns the new configuration { X"}
13s7 encoding the configuration resulting from applying the instruction of 7’s to the
1388 sent configuration X. The intruder then deletes from his memory the learned fact
1389 M ({X}), freeing his memory to learn the fact M ({X"'},) containing the encod-
1390 ing of the new configuration X’. He then proceeds with the protocol and request
1391 B to check { X'}. If B returns the secret, then X' is encoding the accepting state
13e2  and the intruder has learned the secret. Otherwise, the intruder starts a new session
1393 again acting as A, but using { X"}, as the initial message. The intruder repeats this
1304 process until the secret is revealed, that is, an accepting state is reached. Notice
1305 that we need to be careful with the memory of agents. In particular, intruder needs
1396 to delete facts from his memory and the participant B needs to delete final role
1307 state predicates of the previous session before starting a new one.

1308 Lemma 7.2. Let (Pr, 1) be the balanced semi-founded protocol theory encoding

First Session Later Sessions

A— M — B: (update,{(1,q,i)}x) M(A) — B: (update,{(7,q,i)}x)
B— M — A: (done,{(7',¢,i}x) B — M(A): (done, {{7',q¢,i)}x)
A— M — B: (check,{(7",q,i')}x) M(A) — B: (check,{(7",q,i)}r)
B— M — A: result B — M(A): result

Figure 6: Sessions in the anomaly for the protocol encoding Turing machines.
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the Turing machine T with the given initial configuration I as described above.
Let M be a balanced two-phase intruder theory with the memory maintenance
thory E. A trace obtained from the theory (Pr,1') and M can lead to a configu-
ration containing the fact M (s), where s is the secret, if and only if the machine
T can reach the accepting state qy starting from 1.

Proof We now show that the secret is dicovered by the intruder M if and only
if the machine 7 reaches the accepting state.

For the forward direction, assume that there is a sequence of instructions o
that leads the machine 7 to the accepting state. Then by induction on the length
of 0 we can show how to construct a run leading to a state where the secret is
revealed. If o contains just one instruction -, then the protocol session between
agents A and B simulates the application of that instruction reaching the accepting
state and exchanging the secret unencrypted, so the intruder can learn the secret
simply by intercepting the last protocol message. For the inductive case assume
that the sequence of instructions used to reach the accepting state is (71, 0’) and
that the configuration reached by apllying ~; is K. Moreover, assume that there
is an anomaly from the initial configuration containing the fact M ({ X5 };) where
X5 encodes the configuration /5. We show that there is also an anomaly from a
configuration containing the fact M ({ X, },) encoding the M’s initial configura-
tion K. The intruder first sends a request to B to update the messsage { X7 }.
The participant B then uses the action UPDB corresponding to the instruction
7., sending the message containing {Xs};. The intruder then deletes the fact
M ({X1}x) and learns the fact M ({X5};). When the protocol session is over, the
resulting configuration contains the fact M ({X3}), for which we can apply the
inductive hypothesis ending the proof.

For the reverse direction, we first need the following lemma.

Lemma 7.3. Let (Pr, 1) be the balanced semi-founded protocol theory encoding
the deterministic Turing machine T that accepts in space n® and the given initial
configuration I of T, as described before. Let M be a balanced intruder theory.
Let S be an arbitrary configuration reachable from I using Pr and the balanced
intruder theory. If the term (T, q,1) appears in S, then it encodes a configuration
reachable from the initial configuration I using T .

Proof = We proceed by induction on the length of protocol run. For the base
case, there are no encrypted messages in I’. For the inductive case, assume that
all encrypted terms of the form { X }, appearing in the i*" configuration, S;, in the
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run encode configurations K; reachable from I by using 7. The only interesting
cases are for the rules UPDB in P and ENC in the intruder theory since they are
the only rules that create new encrypted messages. The former follows from the
definition of P and the inductive hypothesis: since an application UPDB simulates
one of 7’s instructions, -y, and the encrypted term {X,}; used by it encodes a
reachable configuration K, the resulting encrypted term created {X 4}, by this
rule encrypts a configuration that is also reachable from I by using the sequence
of instructions used to reach the configuration K; followed by the instruction -.
Now for the latter rule, namely ENC, one can show also by induction on the length
of run that the intruder will never acquire the key k. Therefore the rule ENC is
never applicable, that is, the intruder cannot compose terms encrypted with the
key k. O

(Returning to the proof of Lemma 7.2). Assume that there is a trace for which
the secret is revealed. From the definition of the protocol theory, this is only the
case if a message containing the term {X },, where X is the accepting configura-
tion, is received by the participant B. From the previous lemma it must be the case
that the accepting configuration X is also reachable from the initial configuration
I by using the machine 7. O

The upper bound algorithm provided in the proof of Theorem 5.5 for balanced
systems in the context of collaborative systems can also be used to determine
whether a memory bounded intruder can discover a secret. Following [24], we
assume the existence of the function 7 that returns, respectively, 1 when given
as input a transition that is valid, that is, an instance of an action in the protocol
theory or in the intruder theory, and return O otherwise. Notice that differently
from [24], we do not need other functions that determine whether a configuration
contains the fact M (s), as this can be checked in polynomial time. We are now
ready to prove the upper bound result.

Theorem 7.4. There is an algorithm that takes as input:

1. a protocol theory (P, I);

2. a balanced intruder theory M;

3. an upper bound, k, on the size of facts;

4. a program T that recongnizes (in PSPACE) actions of P and of M;

which behaves as follows:

(a) Ifthere is a trace leading from I to a configuration containing the fact M (s),
then the algorithm outputs “yes” and schedules a trace; otherwise it returns

“« »

noy;
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(b) It runs in PSPACE with respect to | P 1], |k

,and |T].

) ’ ’

Proof The proof is similar to the proof of Theorem 5.5. We do not need any
critical configurations and moreover all actions in the theories P and M are bal-
anced. Therefore, the same algorithm used in the proof of Theorem 5.5 is also
applicable here. O

Remarks. The decidability of the secrecy problem when the size of facts, the
memory available for protocol theories and the memory of the intruder are bounded
can have interesting consequences for protocol security. At the current state of af-
fairs, one is only able to decide whether an intruder can find a secret by providing
either a bound on the total number of protocol sessions in a trace [2, 34] or by
providing a bound on the total number of nonces created in a trace and a bound
on the size of facts [15].

However, the bounds described above do not provide useful information on
how secure protocols are. For instance, when no anomaly is found for a given
protocol and for some given bounds, one can only make statements of the follow-
ing form: “the protocol is secure if it is used at most n times” or “the protocol
is secure if at most m nonces are created.” Unfortunately, such statements do
not provide tangible quantitative measures on the security of protocols. It is nor-
mally expected that agents establish secure channels using the same protocols an
unbounded number of times and creating an unbounded number of nonces. For
instance, a bank customer usually checks his online statement, accessing his per-
sonal online bank homepage and inserting his online PIN number, an unbounded
number times.

On the other hand, when using our approach and when no anomaly is found
for a protocol given some bounds on the size of facts, the memory available for
protocols and the memory of the intruder, one can extract some tangible quanti-
tative information on how secure the protocols are. The size of facts corresponds
to the size of the messages exchanged. As discussed in Section 6, the bound
on the memory available for protocol sessions bounds the number of concurrent
protocol sessions in a trace. Many e-mail providers, online banking systems and
game servers disallow the same user to be logged-in more than once by using,
for example, different computers. Hence, the same user cannot participate in two
concurrent protocol sessions. Finally, the bound on the memory of the intruder
also provides a quantitative information on the power of the intruder. The more
memory he has, the more powerful he is. We do not require a bound on the length
of the trace.

The quantitative use of the bounds mentioned above is left to future work.
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8. Related Work

As previously discussed, we build on the framework described in [24, 23].
In particular, here we investigate the use of actions that can create values with
nonces, providing new complexity results for the partial reachability problem. In
[4, 5], a temporal logic formalism for modeling organizational processes is intro-
duced. In their framework, one relates the scope of privacy to the specific roles of
agents in the system. We believe that our system can be adapted or extended to
accommodate such roles depending on the scenario considered.

In [32], Roscoe formalized the intuition of reusing nonces to model-check pro-
tocols where an unbounded number of nonces could be used, by using methods
from data independence . We confirm his initial intuition by providing tight com-
plexity results and demonstrating that many protocol anomalies can be specified
when using our model that reuses nonces.

Harrison et al. present a formal approach to access control [19]. In their
proofs, they faithfully encode a Turing machine in their system. However, in con-
trast to our encoding, they use a non-commutative matrix to encode the sequential,
non-commutative tape of a Turing machine. We, on the other hand, encode Turing
machine tapes by using commutative multisets. Specifically, they show that if no
restrictions are imposed to the systems, the reachability problem is undecidable.
However, if actions are not allowed to create fresh values, then they show that the
same problem is PSPACE-complete. Furthermore, if actions can delete or insert
exactly one fact and in the process one can also check for the presence of other
facts and even create nonces, then they show the problem is NP-complete, but
in their proof they implicitly impose a bound on the number of nonces that can
be used. In their proofs, the non-commutative nature of their encoding plays an
important role.

Our paper is closely related to frameworks based on multiset rewriting systems
used to specify and verify security properties of protocols [1, 2, 9, 12, 15, 34].
While here we are concerned with systems where agents are in a closed room
and collaborate, in those papers, the concern was with systems in an open room
where an intruder tries to attack the participants of the system by manipulating
the transmitted messages. This difference is reflected in the assumptions used by
the frameworks. In particular, the security research considers a powerful intruder
that has an unbounded memory and that can, for example, accumulate messages at
will. On the other hand, we assume here that each agent has a bounded memory,
technically imposed by the use of balanced actions.

Much work on reachability related problems has been done within the Petri
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nets (PNs) community, see e.g., [16]. Specifically, we are interested in the cover-
ability problem which is closely related to the partial goal reachability problem in
LSTSes [23]. To our knowledge, no work that captures exactly the conditions in
this paper has yet been proposed. For instance, [16, 29] show that the coverabil-
ity problem is PSPACE-complete for 1-conservative PNs. While this type of PNs
is related to LSTSes with balanced actions, it does not seem possible to provide
direct, faithful reductions between LSTSes and PNs in this case.

9. Conclusions and Future Work

This paper extended existing models for collaborative systems with confiden-
tiality policies to include actions that can create fresh values. Then, given a sys-
tem with balanced actions, we showed that one only needs a polynomial number
of constants with respect to the number of facts in the initial configuration and
an upper bound on the size of facts to formalize the notion of fresh values. Fur-
thermore, we proved that the weak plan compliance, the plan compliance and the
system compliance problems as well as the secrecy problem for systems with bal-
anced actions that can create fresh values are PSPACE-complete. As an applica-
tion of our results, we showed that a number of anomalies for traditional protocols
can be carried out by a bounded memory intruder, whose actions are all balanced.

There are many directions to follow from here, which we are currently work-
ing on. Here, we only prove the complexity results for the secrecy problem. We
would also like to understand better the impact of our work to existing protocol
analysis tools, in particular, our PSPACE upper-bound result. Moreover, we are
currently working on determining more precise bounds on the memory needed by
an intruder to find an attack on a given protocol. We are investigating the conse-
quences of increasing the expressiveness of the language by allowing actions to
have constraints, such as arithmetic constraints, as well as adding explicit time to
our model. Finally, despite of our idealized model, we believe that the numbers
appearing in Table 2 provide some measure on the security of protocols. Specif-
ically, the more space required by the intruder to carry an anomaly, the safer one
could consider a protocol to be. We are currently investigating how to enrich our
model in order to include new parameters, such as the number of active sessions
running at the same time required by the intruder to carry out an attack. In general,
we seek to provide further quantitative information on the security of protocols.
Some of these parameters appear in existing model checkers, such as Mur¢ [13].
We are investigating precise connections to such tools.
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Appendix A. Alternative definition of semi-founded protocol theory

Definition Appendix A.1. A theory & C 7T is a bounded sub-theory of T if all
formulas on the right hand side of the rules R in S either contain existentials or
are persistent in 7 .

Definition Appendix A.2. A theory P is a semi-founded protocol theory if P =
TURWA W- - A, where Z is a bounded sub-theory (called the initializa-
tion theory) not involving any role states, R is a role regeneration theory involv-
ing only facts created by Z and the initial and final roles states of A,..., A,,
and Ay, ..., A, are bounded role theories, with Z preceding R and R preceding
Ai, ..., A,. For role theories A; and A;, with ¢ # j, no role state predicate that
occurs in 4; can occur in A;.

GOODGUY : P(x)P(x) — Jke.kq.GoodGuy(ke, kq) K P(ke, kq)
BADKEY : P(x)P (%) — Jk..ky.BadKey(ke, kq) K P(ke, kq)

ANNK : GoodGuy(k., kq) P(x) — AnnK (k.)GoodGuy(ke, kq)
ANNKB : BadKey(ke, kq) P(x) — AnnK (k.)BadKey(k., kq)

Figure A.7: Initialization theory for the Needham-Schroeder Protocol.

The next proposition shows that semi-restricted protocol form allows deriva-
tions in a protocol theory to be broken down into two stages: the initialization
stage and the stage in which the rules from the role regeneration theory and the
protocol role theories are interleaved to allow an unbounded number of roles.
Also, from the point of view of the memory deleting final role states provides
some free space for storage of any facts, not just for new initial role predicates.

Lemma Appendix A.3. In a semi-founded protocol theory P = T W R W A,
where A = Ay W --- W A, for any derivation S >* T with n participants there
exists such a derivation

SP(x)P" sk S8 asta T

In other words, all rules from L are applied before any rules from 'R and any rules
from A.
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Proof Since P is a semi-founded protocol theory, no rules in R and A can
enable rules in Z, therefore all rules from Z can be applied before any rules in R
and A.

Anyway, when the rules from the given derivations are rearranged in the above
way, the treatment of memory has to be considered. Initialization rules consume
empty facts and create persistent facts, so they do not free any memory slots.
Therefore the number of empty facts consumed by initialization rules is the same
regardless of the order in which the rules are applied. Since the given derivation
S >* T was possible, the required number of empty slots was available in S or
it was created by other rules that consume facts to leave free memory slots. One
such rule is the rule that deletes final role state: ERASE : S, — R(x) .

Each time ERASE rule creates an empty fact, it is there in the configuration,
available for another session, i.e.for the rule that creates an initial state. Since
there are 2 ERASE rules per role theory and the roles are parameterized by key
pairs (k., k.), there are at most 2p-n(n — 1) opportunities for initialization rules to
consume those empty fact (the number of possible combinations of initiator and
responder per role theory).

Another rule that leaves empty fact is the rule from bounded role theories; the rule
that has the final role state together with an empty fact in the post-condition. In
bounded protocol role theories, other rules from role theories do not create empty
facts. Therefore we need additional n(n — 1) empty facts for these rules; one for
each combination of keys (i.e.participants) for the session, but only one of them
has the final rule with the empty fact. Therefore, in total, we need 3p - n(n — 1)
additional empty facts required the transformation. O
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Appendix B. Typed signature for Protocol and intruder theories

In our analysis, we consider several protocols, some of which require addi-
tional data types such as timestamps and certificates, and different types of en-
cryption to the private/public key encryption in the Needham-Schroeder protocol.
Figures B.8, B.9 and B.10 show the extended typed alphabet.

Predicates used in the protocol theory will depend of the particular protocol
that is represented. For simplicity, with asymmetric encryption we identify the
principal with its public key (i.e., we use the public key “k,” to indicate that A is
participating in the protocol and has the public key k,)

Sorts :

ekey : encryption key (and principal name)
dkey : decryption key

keys : key for symmetric encryption

key : key for any encryption

cipher : cipher text (encrypted)

nonce : nonces

msgaux : auxiliary type for generic message generation
quy : participant in the protocol

time : timestamp or lifetime

cert : certificate in PKINIT

msg : data of any type

Subsorts :

nonce < msg, cipher < msg,
ekey < key, dkey < key
skey < key, key < msg
msgaur < msg guy < msg
titme < msg, cert < msg

Functions :
enc : key x msg — cipher : encryption
(,) :msg X msg — msg : pairing

Figure B.8: Types and functions for the protocol theories
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Predicates :

GoodGuy(ekey, dkey)

Guy(guy, key)
BadKey(ekey, dkey)
K P(ekey, dkey)
AnnK (ekey)
Server(guy)

Server Key(guy, key)
N (cipher)
Ng(cipher)
Ng(cipher)

: identity of an honest participant

with private and public keys

: identity of a participant with symmetric key

: keys of a dishonest participant

: encryption key pair

: published public key

: name of a Server

: identity of a Server with symmetric key

: encrypted message on the network (sent or received)
: encrypted message (sent)

: encrypted message (received)

. role state predicates (types change per protocol)

: empty facts in intruder’s memory

: decomposable fact in intruder’s memory

: fact being composed by intruder in intruder’s memory
: auxiliary opaque fact in intruder’s memory

: agent’s public key in intruder’s memory

: agent’s private key in intruder’s memory

: symmetric key in intruder’s memory

: nonce in intruder’s memory

: participant’s name in intruder’s memory

: generic message in intruder’s memory

: intercepted submessage in intruder’s memory
: timestamp in intruder’s memory

: lifetime in intruder’s memory

: certificate in intruder’s memory

Figure B.9: Predicates for the Protocol theories
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Predicates in Kerberos 5 Protocol:

: name of a Kerberos Authentication Server

: name of a Ticket Granting Server

: identity of a TGS with symmetric key

: memory predicate for the ticket granting ticket

: memory predicate for the service ticket

: constraint for validitiy of request to KAS

: constraint for validitiy of request to TGS

: constraint for validitiy of request to Server

: constraint for time in Kerberos 5 and PKINIT

: constraint for time in PKINIT

: memory predicate for succesful mutual authentication
: memory predicate for mutual authentication completed

KAS(guy

TGS (guy
TGSKey(guy, key
Autho(msg, guy, keys
Servicec(msg, guy, keys
Validg (guy, guy, nonce
Validr(guy, guy, nonce
Validg(guy, time
Clocke(time

Clockk (time
DoneMutc(guy, keys
Memg(guy, keys, time

)
)
)
)
)
)
)
)
)
)
)
)

Figure B.10: Predicates specific to the Kerberos Protocols

1744 While in the case of private/public encryption we can identify the participants
1745 name with his public key, for protocols that use symmetric encryption, we identify
1726 the set of participants owning symmetric keys by using the predicate Guy. For the
1747 intruder we use the predicate M, for storing participants’ (guys’) names and M,
1748 for storing symmetric keys for encryption/decryption.

1749 In addition to symmetric encryption, we model the encryption with composed
1750 keys to allow some type-flaw anomalies, such as the anomaly for the Otway-Reese
1751 protocol described in [11]. Such attacks are prevented by typed alphabets such as
1752 ours so we need to allow this kind of encryption to represent these attacks by
1753 adding the new type msgaux.

1754 Finally, there are also protocols that use digital signatuires. We represent them
1755 with encryptions with private keys whose public keys are announced and therefore
1756 the signature can be checked by “decrypting with public keys.” Notice that with
1757 the use of subsorts the function enc has been extended to include other types of
1758 encryption.

1759 Predicates Server, ServerKey, KAS, TGS, TGSKey shown in Figure
17e0  B.10 are related to Servers participating in protocols, including specific Kerberos
1761 servers. There are additional predicates related to Kerberos protocol that rep-
1762 resent tickets, authentication, clocks and validity constrains: Authe, Servicec,
1763 Valildg, Valildp, Valildg. Clockc, Clocky, DoneMutc and Memg.
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Other predicates private to the intruder include predicates R and B exclusively
denoting empty facts, i.e. intruder’s available memory. Predicate M/, stores any
submessage intruder intercepted, predicate M, represents timestamps, M repre-
sents lifetimes, M, represents certificates in Public key extension of Kerberos
PKINIT.

Also notice that all the predicates private to the intruder, e.g., D, C, A and
various M- predicates, are unary predicates. This is because complex messages
are built by using the pair, (-), and encryption function, enc. Therefore, in order
to interact with the other participants, the intruder does not require predicates with
greater arity, but only pattern match terms using these functions.

As the Dolev-Yao intruder specified in [15], our bounded memory intruder is
still able, provided he has enough memory slots vailable, to intercept messages
from the network, send messages onto the network, compose and decompose, and
decrypt and encrypt messages with available keys. In addition to these capabilities
our intruder is able to use his memory as economically as possible and therefore
carry out anomalies using less memory space. This new, more clever intruder,
will digest only those messages and parts of the messages that contain data that is
useful for the attack.

The balanced intruder theory with rules similar to those in [15] and similar to
the intruder theory described in Section 6 in Figure 1 plus the additional rules for
new sorts and types of encryption is depicted in Figure B.11. Additional rules that
enable the intruder to use his memory more cleverly are depicted in Figure B.13.
Finally, his memory maintenance theory is depicted in Figure B.12.

Various LRN rules convert decomposable facts into intruder knowledge, and
USE rules convert intruder knowledge into a composable fact. These sets of rules
are typed, i.e., USEN reads a nonce from the intruder memory and makes that
nonce available for composition of a message.

Symmetric encryption is modeled by encryption and decryption rules, ENCS
and DECS, as well as the auxiliary rules LRNAS and DECAS. Encryption with
composed keys is represented by the ENCM rule. The rules SIG and DSIG repre-
sent signatures by encrypting with a private keys whose public key is announced
and by checking the signature “decrypting‘‘ with the matching public key.

GENM rule generates a generic message to perform “ticket anomaly” in Ker-
beros 5 shown in Appendix Appendix G.1. Intruder should be able to generate
a generic message of the type msgaur < msg in a separate memory predicate
M, representing a “false ticket”. Type msgaux is required to retain storing of
different subtypes of messages in separate memory facts. If the msg type was
used instead, any term could be stored in the memory fact M,,.
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REC
SND

DCMP

LRNM
DEC

LRNA
DECA
DECS
LRNAS
DECAS
DSIG

COMP

USEDK

ENCS
ENCM
SIG
GEN
GENM

: Mdk(kd)
USEK : M,
USEN : M,
USEC :
USEG :
USET :
USEL :
USEM :
USEP :
ENC : (
: C(x)C(y) )
: Mdk(k’d)C(l‘) — Mdk(kd)C(enc(k‘d, CL'))
: R(x) = In.M,(n)
: R(%) — Im. M, (m)

I/0 Rules:

: Ng(z)R(%) — D(z)P(x)
:C(x)P(x) — Ng(x)R(x)

Decomposition Rules:

. D((z,y))R(x) — D()D(y)

LRNEK :

LRNDK :
LRNK :
LRNN :
LRNG :
LRNT :
LRNL :
LRNP :

:D(m) = M, (m)

s My (kq) K P(ke, kq)D(enc(ke, x))R(x*)

e) — Mek(ke)

— Mdk(kd)KP(ke, kd)D(x)Mc(enc(ke, I))

: D(enc(ke, z))R(x) — M.(enc(ke,x))A(enc(ke, x))

: Mdkn(kd)KP(k’e, kd) (enc(k .%')) — Mdk(k‘d)KP(ke, kd)D(LL')
: My (k) D(enc(k,x)) R(x) = My(k) M.(enc(k,z)) D(zx)

: D(enc(k, z))R(x) — M.(enc(k,x))A (enc(k x))

: My (k)A(enc(k, x)) — My (k)D(x)
. Moy (ko) K P(ke, ka) D(enc(ky, )

R(¥) —
Moy, (ke) K P(ke, kq) D () M (enc(ka, x))

Composition Rules:

:C(2)C(y) = C((z,y)) R(*)
USEEK :

Mo (ke)R(x) = C(ke) Mo (k)
() C(ka)May.(ka)
k() R(x) = C(k) My (k)
n(n)R(x) — ( )My (n)
(c)R(+) — C(0)M.(c)
(¢) B(x) = C(c) My(c)
)R(x) — M(t) C(t)

— Mk(

Figure B.11: Two-phase Intruder theory.
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DM :
DELD :
: A(m) — B(x)

: Mc(m) — B(x)
: D((z,y)) B(+) = D(x) D(y)
: Mdk(kd) KP(ke, kd) D( nc(ke,a:)) B(*) —

DELAB
DELMC
DCMPB
DECB
DSIGB

LRNAB

USES

FWD :
: B(x) = R(x)
: Mg(x) — R(x)

DELB
DELMS

Memory maintenance rules:

DELEK : M.,(x) — R(x)
DELDK : My (z) — R
DELK : My(z)
DELN : M, (z)
DELC : M,
DELG : M,
DELT : M,
DELL : M; *
DELP : M,(z) — R(
DELM : M,,
DELB : B(x

Figure B.12: Memory maintenance theory.

Decomposition Rules:
D(z) — Ms(x)
D(m) — B(x)

My (kq) KP(ke, kq) D(z) Mc(enc(ke,))

t Me(ke) K P (ke, ka) D(enc(kq, x)) B(x) —

My (ke) K P(ke, kq)D(z)M(enc(kq, x))

: D(enc(ke, x)) B(x) — Mc(enc(ke,x)) A(enc(ke, x))

Composition Rules:

: Ms(%) R(x) — Ms(m) C(m)

Memory maintenance rules:
Ns(m) R(x) = Ng(m) R()

Figure B.13: Additional rules for the Two-phase Intruder theory.
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Since the intruder in our system has bounded memory, he should use it ratio-
nally. In particular, he should delete facts that are not useful for an attack, freeing
some of his storage capacity for more useful information. This is formalized by
using the memory management rules depicted in Figure B.12. Using these rules
intruder can forget any facts stored in his memory which are of the form M. This
contrast with [15], where these predicates were persistent throughout a run, that
is, they were always present in the intruder’s memory. Since in [15] intruder had
unbounded memory, storing facts did not pose a problem.

In order to attack a protocol intruder does not need to digest every message
put on the network. Furthermore, ignoring some messages can save intruder’s
memory. The FWD rule, for example, is a rule that is used to just forward sent
messages to their destinations, and where the intruder does not learn any new data.
That it, it just transforms a sent message Nz(m) into a message Ng(m) that can
be received by other participants. Since this rule is not of the form of rules that
belong to the memory maintenance theory, that is, its postcondition is not R(x),
for simplicity, we adapt Definition 6.6 to include this rule. Alternatively, in a trace
we could simulate this rule with the following derivation:

Ns(m) R(x) —grpc D(m) R(x) —py Ms(m) R(x) —usks
My(m) C(m) —snp Ms(m) Nr(m) —perms Nr(m) R(x)

DM rule allows the intruder to remember complex sub-terms of a message being
decomposed that might not be of interest at that moment, but that might be useful
later. That can save memory when the intruder receives large submessages. It
also is useful when intruder slightly modifies an intercepted messages, by using
the USES rule, which allows the intruder to use complex terms in the composi-
tion phase. The DELD rule, on the other hand, allows the intruder to delete any
decomposition fact, ), whenever it contains a message that is not useful to the
intruder, such as data that he already knows. Therefore, with this rule, he does not
need to expend his memory to further decompose such messages. It also reduces
the number of steps, i.e., the number of rules intruder has to perform to carry
out an anomaly. Finally, the rule DELAB deletes auxiliary A facts and the rule
DELMB deletes any M., fact, freeing the intruder’s memory.

Notice that in some rules we use the auxiliary predicate B, instead of the fact
R(x). This is a technicality in order to keep the intruder’s theory two-phased,
which will become clear after the following definitions. Intuitively, B(x) facts
represent “binned data” and can also be considered as empty facts. We therefore,
from this point on, extend Definition 6.1 to consider the empty facts B(x) as well
and extend the weighting function by w(B(x)) = 0.
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Remark. We restrict the type of facts the intruder is allowed to delete, i.e.we allow
only the deletion of intruder’s memory facts including auxiliary memory facts. Al-
ternatively, we could also allow the intruder to delete public facts and in that way
obstruct the normal protocol exchange. For example, deleting facts representing
key distribution or participants’ names or deleting role state predicates would ex-
clude a principal form participating further in the protocol exchange. Even with
above restrictions, we can still model such obstructions by the intruder, within his
memory bounds, simply by removing messages (coming to and from a particular
principal) from the network using REC rules.
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Appendix C. Yahalom protocol

Yahalom is an authentication and secure key distribution protocol designed for
use on an insecure network such as the internet. It involves a trusted server S. The
protocol has been shown to be flawed by several authors.

The informal description of the protocol is given in figure C.14.

A— B:An,

B—S: B7 {A,na,nb}kBs

S — A: {B, k:AB,na,nb}kAS, {A,kAB}kBS
A—B: {A7 kAB}kst {nb}kAB

Figure C.14: Yahalom Protocol.

Symmetric keys k4 and kpg are shared between the server S and agents A
and B, respectively. The server generates a fresh symmetric key k45 which will
be the session key to be shared between the two participants. Namely, the server
sends to Alice a message containing the generated session key k45 and a message
to be forwarded to Bob.

A semi-founded protocol theory for the Yahalom protocol is given in Figure
C.15.

Initial set of facts represents key distribution and announcement; 2 facts with keys
for communication with the server and 2 facts for announcement of the partici-
pants’ names:

W = Guy(A, kas) Guy(B, kps) AnnN(A) AnnN(B) .

There should be 3 additional facts for role states and another fact for the network
predicate.

Therefore, a protocol run between A and B with no intruder involved requires
a configuration of at least 8 facts of the size of at least 16. The message that the
server S sends to A has 15 symbols.
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Role Regeneration Theory :

ROLA : Guy(G, kgs) AnnN(G) P(x) = Guy(G, kgs) AnnN(G) Ao(kgs)
ROLB : Guy(G, kgs) AnnN(G) P(x) — Guy(g, kgs) AnnN(G) Bo(kas)
ROLS : AnnN(G) P(x) — AnnN(G) So()

ERASEA : Ay(k,G,z) — P(x)

ERASEB : By(k, G, z,y) — P()

ERASES : S;(G,G") — P(x)

Protocol Theories A, B, and S

Al
A2

B1

B2:

S1

: Ao(kgs) AnnN(G') P(x) — Jdx. Al(k'(;g, G',x) Ns({(G,z)) AnnN(G")
: Ay (kgs, G', ) Np({ encgkcs, (G, (kaar, (x,y))), 2 )

— As(kas, G x,y) Ns(( = e”C(kGG' y)))

: Bo(kas) Nr({G', x)) AnnN(G")

— Hy.Bl(k’GS, G/, Z, y) NS(< G) GTLC(kgs, <G,7 <J], y>> >)ATLTLN(G/)
Bi(kas, G’ x,y) Nr({ enc(kas, (G', kara)), enclkara, y) )))
— BQ(kG’S7 G/> z,Y, kG”G) R(*)

1 S0() Guy(G, kas) Guy(G', kas) Nr(( G, enc(kgs, (G, (x,y)) ))

— Hkglg.sl(G/, G) Guy(G, kGS) G’U,y(G,, kGS’)
Ns((enc(kars, (G, (kara, (x,v))), enclkas, (G, kara)) )

Figure C.15: Semi-founded protocol theory for the Yahalom Protocol.
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Appendix C.1. An attack on Yahalom Protocol

An anomaly on the Yahalom protocol is shown in Figure C.16.

The attack assumes that the intruder knows the key kg shared between the server
S and Bob. Intruder pretends to be Alice. He initiates the protocol by generating
a nonce and sending it together with Alice’s name to Bob. Since it is assumed that
the intruder has the symmetric key kpg that Bob shares with the server, intruder
will be able do learn the nonce n,. He can then compose a message that has the
expected format of the last protocol message exchanged, i.e. the first part of the
message is encrypted with the key kpg and contains the freshly generated session
key k4p, and the second part of the message is the nonce n; encrypted with that
session key. Therefore intruder is able to trick Bob into thinking he had performed
a valid protocol run with Alice and the trusted server. In reality Bob has only
received messages from the intruder. The server hasn’t been involved at all.

I(A) — B: An,
B — I(S): B,{Anan}rpss
— : omitted
I(A) — B {A 4, M} kpe, {1} nam

Figure C.16: An attack on Yahalom Protocol.

Initial set of facts is: W = Guy(A, kas) Guy(B, kps) AnnN(A) AnnN(B) .
For the symmetric encryption and decryption intruder uses rules ENCS and DECS.
This attack requires encryption with a composed key so intruder needs ENCM rule
for such encryption: ENCM : C'(z)C(y) — My(z)C(enc(x,y)) .

The attack requires a configuration of at least 15 R(x) facts; 6 for honest partici-
pants and 9 for the intruder. The protocol role predicates for Alice and Server are
not used so 2 facts less are needed for honest participants.

The size of the facts should be at least 14 .

The trace with the anomaly is shown below.
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1886

1887

1888

1889

1890

W By(kps)Mg(A) M (kps)R(x)R(*)R(%)R(%)R(x) R(*)R(%) P(*) —vusea
W By(kps)My(A) My (kps)C(A) M, (n,)R(x)R(x)R(*)R(*) R(*) P(%) =usen
W By(kps)My(A)My(kps)C(A)M,(n,)C(ng)R(x)R(x)R(x)R(%)P(x) =comp
W Bo(kps)My(A)) My (kps)

M, (na)C((A,ny))R(x)R(*) R(*)R(x¥)R(*) P(%¥) = snD

) (

W By(kps)My(A)My(kps) M, (n,
Nr((A,ny))R(x)R(x)R(x) R(x) R(*)R(*) = pEr2

W By(kps)Mi(kps)Nr({A,ng))R(%) R(%) R(x) R(x) R(*) R(*) R(x) R(*) —

Bob receives the message intruder has sent and thinks it is a message from Alice,
therefore sends a message to Server containing Alice’s name.

— 1 WBi(kps, A, na, ) My(kps) R(x)R(x)R(x)R(*)R(x)R(*)R(*)R(x)
Ns((B,enc(Kps, (A, (ng,np))))) —
Intruder intercepts the message intended for the server.
—rec WBi(kps, A, nq,mp) Mi(kps) R(x) R(x)R(*) R(*) R(*) R(*) R(x) P(*)
D((B, enc(Kps, (A, (na,m))))) = pcmp
WBl(kBS, A, Ng, nb) Mk<kBS) D(B)
D(enc(Kgs, (A, (na,m)))) R(*) R(x) R(x) R(*) R(x) R(*) P(*) = LrNG
W Bi(kps, A, na, ) My (kps)My(B)
D(enc(Kps, (A, (ng,np))))R(x)R(x) R(x) R(%) R(x) R(*) P (%) —

It is assumed that the intruder had previously learnt the key kpg shared between
the server and Bob, so he’s able to decompose the encrypted submessage.

—DECS
WBl<kBS7 Aa Na, nb) Mk(kBS)MQ<B) P(*)
M.(enc(Kpg, (A, (na,np))))D((A,

(
(
M. (enc(Kps, (A, (ng,m))))D
WBl<k'Bs, A, Ng, nb)Mk(/{;BS)
M. (enc(Kpg, (A, (ng,np)))) D
WBl(kB.S'y A, ng, nb)Mk(kBS)
M(enc(Kps, (A, (na,m)))) My(A)D(na) D(ny) R(%) R(x) R(*) P(%) = LrNN
WBl<k357 A, ng, nb)Mk(kBS)
Mc(enc(KBS, <A, <na, nb> ))M
W By (kps, A, na, ) My (kps)
M. (enc(Kps, (A, (ng,m)))) My(A) M, (ng) M, (np) R(x) R(%)R(*) P(%) —



1eo1 Intruder starts composing the message that Bob expects to receive from Alice.

—USEN
WBl(k‘Bg, A, Ng, nb) Mk(k’Bs)Mg(B)C(na)
M (enc(Kps, (A, (g, np)))) My(A) M, (ng) My, (ny) R(*) R(*) P(%) =usen
WBl<kB57Aanaanb) M (kps))My(B)C(na)C(n)
M.(enc(Kps, (A, (na,m)))) My(A) My (na) Mn(np) R(x)P(x) —comp
WBI("CBS A Ng, nb) Mk(kB )MQ(B)C(<7”LQ,TZ[)>)
(enc(KBg (A, (ng, ) My(A) M, (ng) M, (1) R(*) R(%) P(*) =usec
WB1(<kBs,A Ny ) M (kps) My(B)C((na, ns))C(A)
WB1<kBS A, ng,mp) My (kps)My(B)C((A, (na, ns)))
(enc(KBS (A, (ng,np)))) My(A) My (ng) M, (ny) R(x)R(%) P(%) = gNncs
WBl(kBS A Ng, nb) Mk(k’B )MQ(B
C(enc(kBS (A, (ng,np)))) M.
My(A)Mn(na) Mn(np) R(x)R
WB1(kBs7A,na,nb) My (kps)M, My (na) My () C(n4)
M.(enc(Kgs, (A, (na, m))))C( A, (na,mp)))) R(x)P(x) —usen
S M M a n
(

)
enc(Kps, (A, (ng,np)))) Mg(A) M, (ng) M, () R(x)P(x) =comp
)

WBl(kBS;A;naanb) My (ks (1a) My ()
M. (enc(Kps, (A, (ng,np))))C(n,)C(n)C(enc(kps, (A, (na,np)))) P(x) —

1992 Notice there are no R(x) facts in the configuration.

—COMP
WBl(kBS,A,na,nb) My (kps)My(B) C(enc(kps, (A, (ng,np)))) R(%)P(x)

Mc(enc(Kps, (A, (na;m)))) Mg(A) My (na) My (np)C ({14, ) —vsen
WBl((k’BsAna nb)Mk(/fBS) 9(1(9) (np)C(enc(kps, (A, (na, 1)) P(*)

enc(Kps, (A, (na; m)))) My(A) My, (14) My, (1) C ({10, 1)) —

1893 He uses the composed key for encryption to compose the message that matches
1804 the format that Bob expects to receive.

—ENCM

W Bi(kps, A; 1, 1) M (kps) My(B) M ({na; 1))
Mo (ene(K ps, (A, {0y 1)) My (A) M, () M, ()
C(enc((na; mv), m))C(enc(kps, (A, (na,m)))) P(*) =comp
W Bi(kps, A,nq, )M (kps) )My (A) My ({na; 1))

M,(B
My (na) M (np) Me(enc(Kps, (A, (na, mp))))
C'({enc(kps, (A, <na,nb>)) nc((na ny),np)) ) R(*)P(x) —
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—7?SND
W B, (kps, A, na, ) My (kps) My(B) Mg (A) My, ({na, 7))
M, (ng) My, (ny) M.(enc(Kps, (A, (ng,ny))))
Nr({enc(kps; (A, (na,np))), enc((ne, me), mp))) R(x)R(x) —

1805 Bob receives what he believes is a message from Alice containing the session key
1896 freshly generated by the server. Therefore he stores the false key and thinks he
1897 had completed a successful protocol run with Alice.

— B2
WBz(k’BS, A, ng, ny, <na, nb))Mk(kBS)Mg(B)Mk«na; nb>)

Mg (A) My, (a) M (1p) Me(enc(Kps, (A, (na, m)))) B(x) B (%) P (%)
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Appendix D. Otway-Rees Protocol

The Otway-Rees Protocol is another well-known protocol that has been shown
to be flawed. It’s informal description is depicted in Figure D.17.

A— B: M, A B, {n., M, A B},

B — S: M, A, B, {n., M, A By, {ny, M, A, B}ip,
S— B: M, {na, kAB}kA57 {nba kAB}kBS

B — A: M, {n.,kap}r,s

Figure D.17: Otway-Rees Protocol.

The protocol also involves a trusted server. Keys kg and kpg are symmetric
keys for communication of the participants with the server. In the above protocol
specification M is a nonce (a run identifier). A semi-founded protocol theory for
Otway-Rees protocol is given in Figure D.18.

Initiator A sends to B the nonce M and names A and B unencrypted together
with an encrypted message readable only by the server S of the form shown.
B forwards the message to S together with a similar encrypted component. The
server S decrypts the message components and checks that the components match.
If so, then it generates a key k4 5 and sends message to 3, who then forwards part
of this message to A. A and B will use the key k4 g only if the message compo-
nents generated by the server S contain the correct nonces n,, and n;, respectively.

Initial set of facts represents key distribution and announcement; 2 facts with keys
for communication with the server and 2 facts for announcement of the partici-
pants’ names: W = Guy(A, Kas) Guy(B, kps) AnnN(A) AnnN(B) .
There should be additional 3 facts for role states and another fact for the network
predicate. Therefore, a protocol run between A and B with no intruder involved
requires a configuration of at least 8 facts of the size of at least 26. The fact rep-
resenting the network message that the B sends to S has 25 symbols.
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Role Regeneration Theory :

ROLA : Guy(G, kgs) AnnN(G) P(x) = Guy(G, kgs) AnnN(G) Ao(kgs)
ROLB : Guy(G, kgs) AnnN(G) P(x) — Guy(G, kgs) AnnN(G) By(kas)
ROLS : P(x) = So()

ERASEA : Ay(k, G, z,y, k') — P(x)

ERASEB : By(k,G,z,y, z,w, k') — P(x)

ERASES : $,(G,G") — P(x)

Protocol Theories A, B, and S :
Al : Ao(kgs) AnnN(G') P(x) — Jx.y.Ai(kas, G, x,y) AnnN(G')
NS(<x7 <Ga <G/7 enc(kGSa <y7 <2§, <G> G/>>>)>>>)
A2: Ai(kgs, G 2, y) Nr((z, enc(kegs, (v, (kcer)) )
— Ag(kas, G 1, y, kaar) P(*)
Bl : By(kgs) AnnN(G') Nr({(z, (G, (G, 2))))
— Jw.By(kgs, G, z, z,w) AnnN(G")
Ns({z, (G, (G, (2, enc(kas, (w, (z,(G",G)))))))
B2 : Bi(kgs, G',z, z,w) Ng({ x, (t,enc(kgs, (w, kga))) )))
— Bg(kgs, G,, x,z,Ww, t, kG’G’) N((LU, t))
S1: So() Guy(G, kas) Guy(G', kgs)
Nr({z, (G, (G", { enc(kas, (y, (z. (G, G')))), enc(kers, (w, (z, (G, G")))) ) ))))
— E”CGG/.Sl(G, G/) Guy(G, kgs) Guy(G’, kGS’)
Ns(( z, (enc(kas, (Y, kaar)), enc(kars, (w, kaar))) )

Figure D.18: Semi-founded protocol theory for the Otway-Rees Protocol.
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Appendix D.l. A type flaw attack on Otway-Reese Protocol

In this anomaly, shown in Figure D.19, principal A is fooled into believing
that the triple (M, A, B) is in fact the new key. This triple is of course public
knowledge. This is an example of a type flaw. It is also possible to wait until
B sends the second message of the original protocol and then reflect appropriate
components back to both A and B and then monitor the conversation between
them.

A— I(B) : M,A,B, {ncwMaA?B}kAS
I(B>—>A M7{na7M7A7B}kAS

Figure D.19: A type-flaw attack on Otway-Rees Protocol.

Intruder intercepts Alice’s message and replies with a message of the format Al-
ice expects to receive from Bob containing the fresh key. She gets the “key”
(M, (A, B)) that is the public knowledge, not a secret. Neither Bob nor the server
get involved.

Initial set of facts is:
W = Guy(A, Kas) Guy(B, kgs) AnnN(A) AnnN(B) .

The trace representing the anomaly is shown below.

WA (kas, B, M,n,) (*) (*) () R(*) R(*)

Ns((M, (A, (B, enc(kas, (na, (M, (A, B)))))))) = reC
WAy (kas, B, M,n,) R(*)R(*)R(*)R ()P(*)

D((M, (A, (B, enc(kas, (na, (M, (A, B))))))) —pcmp
WAl(kAS,B,M,na) ()R(*) (*) (*)

D(M) D({A, (B, enc(kas, (na, (M, (A, B))))))) = pcmp
WAl(kAg,B,M,n )R(*) ( )

a (%)
D(M) D(A) D((B, enc(kas, (na, (M, (4, B)))))) = ppLD
o) R(x)R(x)P(x)
D(M) B(x) D({B, enc(kas, (na, (M, (A, B)))))) = pcmprs
WA (kas, B, M,n,) R(x)R(x)P(x)

D(M) D(B) D(enc(kas, (na, (M, (A, B))))) —
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~—7?DELD
WAl(k‘As,B M na) R( ) (*)P(*)
D(M) B(x) D(enc(kas, (na, (M, (A, B))))) = pm
WA (kas, B, M,n,) R(x)R(x)P(x)
D(M) B(*) MS(GTLC(]{?A S, <M, <A B>>>)> —LRNN
WAl(/{iAs,B,M7na) Mn( *)
M(enc(kas, (na, (M, ( ))) —UsEN
WAl(kAS,B, M, n,) M, (M B(%)R(*)P(x)
M(enc(kas, (na, (M, (A, B))))) —vsec
WAl(kJAs, B, M, na) Mn(M

Notice that there are no R(x) facts in the configuration.

—7COMP
WA (kas, B, M,ng) M,(M) Ms(en

C((M,enc(kas, (na, (M, (A, B
WA (kas, B, M,n,) M, (M) Ms(e

W As(kas, B, M. m,, (M, (A, B))
M (enc(kas, (ng, (M, (A, B)))

This attack requires a configuration of at least 11 facts in total: 6P (x) facts (for
the honest participants) and 5 R(x) facts (for the intruder).

The size of facts has to be at least 15.

Although some protocol messages were not sent it could be reasonable to allow a
normal protocol execution. i.e.to require the facts to have size of at least 25 slots
for constant names. However, in the attack itself, the messages sent have the size
of at most 14 symbols. Additional 1 counts for the predicate name.

This type of anomalies can be prevented by a typed alphabet. Since we allow only
atomic keys within our typed alphabet this attack is not possible. The tuple of
terms (M, A, B) cannot be confused with a term of type “key”.
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Appendix D.2. Replay attack on Otway-Reese Protocol

This attack was presented by Wang and Qing (Two new attacks on Otway-
Rees Protocol, In: IFIP/SEC2000, Beijing: International Academic Publishers,
2000. 137-139.).

It is a replay anomaly, that is, an intruder overhears a message in a protocol
session and can therefore replay this message or some of its parts to form messages
of the expected protocol form, later, in another protocol session and trick an honest
participant.

A— B : M, A B, {n., M, A B,

B— S5 : M,A,B,{na,M,A,B}kAS,{nb,M,A,B}kBS
S — (B)I : M, {na,kAB}kAS,{nb,k‘AB}kBs
I(B) — S : M,A, B, {nq., M, A, B}y,q,{no, M, A, B}rps
S — B(I) : M, {nm k;lB}kAs’ {le, k;\B}kBs
[(S> — B M, {nm kAB}k’AS’ {nb7 kfélB}kBs

B— A : M, {na, kap}r,s

Figure D.20: Replay attack on Otway-Rees Protocol.

As shown in figure D.20, intruder intercepts a request to the server and stores data
so he’s able to replay the message. The server responds to a replayed request
generating a fresh session key. Intruder is able to modify the messages so that
Alice and Bob get different keys.

Alice and Bob start the protocol. Intruder copies the message that Bob sends
to the server and then he replays it later. The attack is successful if the server
cannot recognize duplicate requests.

When the attack run is over, Alice and Bob do get the session keys, but they
get two different ones; Alice gets k45 and Bob gets £/ 5.

This attack requires a configuration of at least 17 facts in total: 8P (x) facts (for
the honest participants) and 9 R(x) facts (for the intruder).
The size of facts has to be at least 26.

Initial set of factsis: W = Guy(A, Kas) Guy(B, kps) AnnN(A) AnnN(B) .
The trace representing the anomaly is shown below.
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Alice starts a protocol session by sending the first protocol message to Bob.

W Ao(kas) Bo(kps) So() R(x)R(x)R(*)R(*)R(x)R(x)R(x) R(*) R(*) P(*) — a1
WA (kas, B, M,n,) Bo(kps) So() R(x)R(*)R(*)R(*)R(x)R(x)R(x)R(*) R(x)
Ns(((M, (A, (B, enc(kas, (na, (M, (A, B))))))))

Intruder does not need data from this message, so he simply forwards it to Bob.

—FWD

WAi(kas, B, M,na) Bo(kps) So() R(x)R(*)R(x) R(x) R(x) R(x) R(*) R(x) R(*)
Nr({M, (A, (B, enc(kas, (na, (M, (A, B))))))) =51

WAl(k‘As,B M na) Bl(kBS A M z nb) SO()
Ns((M, (A, (B, <€n0(’€As,<na»<M (A, B))), enc(kgs, (nw, (M, (A, B))))))))
R(x)R(x)R(%)R(x)R(*)R(*) R(%) R(*) R(*) —

Bob responds. This time intruder needs to intercept the message to store the mes-
sage parts in order to replay this message to the server later on. Intruder performs
a normalized derivation and deletes unnecessary data.

For simplicity, we use z = (enc(kas, (nq, (M, (A, B)))).

~—RE
WAlkaS,B,M, na) Bl(kBS,A M z nb) So()
D({M, (A, (B, (enc(kas, (na, (M, (A, B))), enc(kps, (ny, (M, (A, B)))))))))
R() R(%) R(*) R(x) R(x) R(x) R(x ) ( )P (%) = poarps
WAl(kAS B M na)Bl(kBS A M Z, Ny So()
D(M) D(A) D(B) R(*)R(*)R(*)R(*)P(*)
D(enc(kas, (nq, (M, (A, B)))) D(enc(kgs, (ny, (M, (A, B))))
~—7(LRNN,LRNG,LRNG,DM?)
WAl(kAS B. M, na)Bl(k:BS A, M, z,my) So() Mu(M) M,(A) M,(B)
Eenc(imsu (A, >>§§)p}f(*)R(*)R(*>R(*)

/\/\

M;(enc(kps, (ny, (M, (A, B)) *) —UsEes?
WA (kas, B, M, a)Bl(kBg A M, z,mp) So() Mp(M) My(A) My(B)
M, (enc(kas, (na, (M, (4, >>>) M;(enc(kps, (ny, (M, (A, B)))) P(*)
Cl(enc(kps, (mw, (M, (A, B>>>) Clenc(kas, (na (M, (A, B)))) R(*)R(x) =comp
WAl(k‘AS B M na) 1(]{335' A M z nb) So() (M) Mg(A) Mg(B) P(*)
(enc(kAS (ng, (M, (A, B>)>) M (enc(kpg, (ny, (M, (A, B)))) R(*)R(x)
(M, (A, B)))), enc(kas, (na, (M, (A, B))))))R(*) =uspc

C({enc(kps, (n

o, )
W Ay (kas, B, M, ng o, A, M, z,mp) So) My, (M) M,(A) M,(B)

)B1(kps, A,
M;(enc(kas, (na, (M, (A, B)))) C(M)
M (enc(kps, (ny, (M, (A, B)))) R(x)R(x)P(x)
C({enc(kps, (ny, (M, (A, B)))), enc(kas, (na, (M, (A, B)))))) —
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—COMP
WA1(/€AS,B, M, nq)Bi(kps, A, M, z,n3) So() Mp(M) My(A) My(B)

k
M;(enc(kas, (na, (
( ( JR(x) R(x) P(x)

(M, (A,
M;(enc(kgs, (ny, ( A R(x

C((M, (enc(kps, (n, (M, (A, B)))), enc(kas, (na, (M, (A, B))))))) —rsnp
WA (kas, B, M,n,)B1(kps, A, M, z,np) So() My (M) My(A) My(B)
M;(enc(kas, (na, (M, ( 0))
Ms(en (kBs, (ny, (M, (A, B)))) R(x) R(x) R(x)R(x)
(( (enc(/st,mb» a<A’ B>>>)>enc(kASa <na7<Ma <A’ B>>>)>>) -
Intruder has to be careful with deletion rules, since he will need some knowledge
for reproducing messages later in the protocol attack.

M,
M

bl

/\IJ>D>

—DEL3

WAl(k‘AS, B, M, na) Bl(k?Bs, A, M, Z, nb) So() Mg(A)Mg(B)
MS(enc(kAS7 <na7 <M7 <A’ B>>>) MS(enc(kBS7 <nbv <M7 <A7 B>>>)
R(x)R(*)R(*)R(%)R(*)
NR(<M7 <A> <87 <€nc(kz457 <na> <M7 <A7 B>>>a enc(k357 <nba <M7 <A> B>>>)>>>>) -

The server responds to the request and finishes the session by deleting its final role
state predicate and creating an initial role state for the new session.

—s51 WA (kas, B,M,n,) Bi(kps, A, M, z,ny) S1(A, B) My(A)M,(B)
M(enc(kas, (ne, (M, (A, B)))) M (6”0(7@57 (ne, (M, (A, B))))
R(*)R(*) R(x) R(*) R(x)

Ns({ M, {enc(kas, (na, kag)), enc(kps, (ny, kag))) ))

—ERASES,ROLS

WA (kas, B, M,n,) Bi(kps, A, M, z,np) So() My(A)M,(B)
M;(enc(kas, (na, (M, (A, B)))) Ms(enc(kps, (n, (M, (A, B))))
R(*)R(*) R(x) R(*) R(x)

Ns({ M, (enc(kas, (na, kag)), enc(kps, (ny, kag))) )) —

Intruder removes the message server has sent so Bob never receives it. He replays
Bob’s request message using the data he had learnt from Bob’s original request.

—7RE
Wﬁlkas B, M, na) Bl(k’BS,A, M, Z, nb) SO() Mg A)MQ(B)R(*)R(*
(6 C(kAS7 <na> <M7 <Aa B>>>) M5<enc(k357 <n ) <M7 < B>>>) R *)R(*)

(
D({ M, {enc(kas, (e, kap)), enc(kps, (ny, kag))) )) P(¥) =pcmp
WAl( AS,B M na) Bl(kBS,A M z nb) S(]() (A)MQ<B) R(*)R *)R(*)
( nc kAS’ <na7 < ) <A’ B>>>) M (6710(]{}35, <nba <M7 <A7 B>> )
D(M)D({enc(kas, (na, kag)), enc(kps, (ny, kag))) —
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1976
1977

1978

1979
1980
1981

1982

1983

1984

—>LRNN

WA (kas, B, M,n,) Bi(kps, A, M, z,ny) So() Mg(A)My(B) R(*)R(x)R(*)
M, (M) Ms(enc(kas, (na, (M, (4, B)))) Ms(enc(k Bsa<"b7<M, (A, B))))
D((enc(kas, (na, ka)), enclkps, (ny, kap)))) P(x) = poup

WAl(]{?AS,B,M, na) Bl /{ZBs,A M z nb) S()() (A) ( )R(*)R(*)

M, (M) M,(enc(kas, (na, (M, (A, B)))) M (en (kss, <nb7<Ma (A, B))))
D(GTLC(I{,‘AS, (na, kAB> ) (enc(k‘Bs, <nb, kAB ) (*) —DELD
WA(kas, B, M,n,) Bi(kps, A, M, z,m) So() My(A)My(B) R(x)R(x)

4, )M,
(M, (A, BY)) M.(enclkps, (m, (M, (4, B)))

M, (M) Mg(enc(kas, (ng
D(enc(kas, (na, kap))) B(*) ()—>DM

WAl(k‘As,B,M, na) Bl k)Bs,A,M z nb) So() (A)M (B) R(*)R( )
Mn(M) Ms(enc(kA5'7 Ng, <M7 < >>>) M (GTLC(]{/‘BS, <nb7 <M’ <A B>>>)
M(enc(kas, (na, kap))) B(*)P(* —>(USES2)

WA (kas, B, M,n,) Bi(kps, A, M, z,n) So() My(A)M,(B)

(
{
)
(
{
)
(
{
)
(
(
)
(
{
)

M, (M) Mg(enc(kas, (nae, (M, (A, B)>>) M;(enc(kps, (ny, (M, (A, B))))
M(enc(kas, (na, kag))) B(x)P(x)
C(enc(kas, (na, (M, (4, B)))) C(enc(kps, (ny, (M, (A, B)))) —

Notice that at this point there are no R(x) facts in the configuration.
Intruder continues to compose the request message, sends it to the server and
deletes unnecessary data from his memory.

—(COMP,USEG,COMP,USEG,COMP,USEN,COMP,SND,DEL?)
WA (kas, B, M,n,) By(kps, A, M, z,ny)) So() Mc(enc(kas, (na, kag)))
R(#) R(%) R(x) R(*) R(x) R(*) R() R(*)
Nr({M, (A, (B, (enc(kas, (na, (M, (A, B))), enc(kgs, (n, (M, (4, B))))))))) —

The Server does not detect the replay message and replies with a fresh message
containing a new key £’;,. Intruder intercepts second server’s reply and sends a
modified message to Bob. That is an incorrect protocol message but Bob cannot
detect it.

—7(S1,ERASES)

WAl(kAs,B M na)Bl(l{?Bs,A M VA nb) So() (6”6(1@45, (na,kAB)))
R(x) R(x) R(x) R(x) R(x) R(+) R(+) B (*)
Ns(( M, (enc(kas; (na, Kap)), enc(kps, (ny, Kap))) ) —

Intruder intercepts the second reply from the Server, switches submessages and
sends the modified message to Bob.
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1985

1986

1987

1988

1989

1990

—?REC

WA (kas, B, M,n,)Bi(kps, A, M, z,np) So() Ms(enc(kas, (na, kap)))
R(#)R(x) R(%) R(%) R(x) R(%) R(x) P (%)

D(< M, <67LC(/{ZAS, <7’La, k;XB>)7 6n0<k335, <n57 k;lB)» >) —>DCMP?2

WAl(k?AS, B, ]\47 na)Bl(k‘Bs, A, M, Z, nb) So() MC(GTLCU{}AS, (na, kAB)))
D(M) D(enc(kas, (na, kap))) D(enc(kps, (nw, kiap)))
R(*)R(x)R(x) R()R(*) P(*) —7(LRNN,DELD,LRN A)

WA (kas, B, M,n,)Bi(kps, A, M, z,np) So() Mc(enc(kas, (na, kag)))
M, (M) B(*) Mc(enc(kps, (n, Ky))) Alenc(kps, (n, Kap)))
R(¥)R(x)R(*) R(*) P(x) —(USEC?,COMPUSEN,COMP,SND,DELS)

WAl(k‘AS, B, M, na) Bl(kgs, A, M, Z, nb) So()

R(#) R(%) R(%) R() R(x) R(x) R(x) R(*) R(x)
NR(< M? <€77,C(kA5, <na> kAB>)7 enc(k357 <nb7 klAB>)> >) -

Bob receives a message that looks like the normal server’s reply and sends the
next message to Alice. For simplicity, we use t = enc(kas, (na, kag))-

;ﬁi(lﬂ/}s, B,M, na)BZ(kBS7A7 Mvzanb7t> k;&B) SO()
R(#) R(x) R(*) R(x) R() R(x) R(x) R(*) R(*)
Ns({ M, enc(kas, (na, kag)) )) —

Intruder simply forwards the message to Alice, who receives it and moves into
final state believing she and Bob now share a fresh session key.

—FWD

WAl(k‘AS, B, M, na) BQ(k‘Bs, A, M, z,nb,t, ]{IAB) S()()
R(x) R(x) R(x) R(x) R(x) R(%) R (%) R(%) k(%)
NR<< M, 6716(]4?,45, <na, kAB)) >) — A2

WAQ(kAS, B, M, Ng, kAB) Bg(kBs, A, M, Z, nb,t, k;\B)) SO()
R(x) R(x) R(%) R(x) R(%) R(%) R(%) R(%) R(x) P ()

As a result both Alice and Bob do get the session key, but they get different keys;
Alice get k4 while Bob gets £/ 5.
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Appendix E. Woo-Lam protocol, simplified

The informal description of this one-way authentication protocol is shown in
Figure E.21.

A— B:A

B— A:ny

A— B: {nb}kAS
B—5: {A7 {nb}kAs}kBs
S — B: {A, nb}kBS

Figure E.21: Simplified Woo-Lam Protocol.

Woo and Lam presented this authentication protocol using symmetric cryptogra-
phy in which Alice tries to prove her identity to Bob using a trusted third party, the
server S. Firstly, Alice claims her identity. In response, Bob generates a nonce.
Alice then returns this challenge encrypted with the secret symmetric key k 45 that
she shares with the server. Bob passes this to server for translation and then the
server returns the nonce received to Bob. Both bob and the server use the shared
symmetric key kpg for that communication. Finally, Bob verifies the nonce.

The Woo-Lam protocol in its various versions appear to be subject to various
attacks.

A semi-founded protocol theory for the Woo-Lam protocol is given in Figure
E.22.

Initial set of facts represents key distribution and announcement. It includes 2
facts with keys for communication with the server and 2 facts for announcement
of the participants’ names:

W = Guy(A, Kas) Guy(B, kps) AnnN(A) AnnN(B) .

There should be additional 2 facts for role states and another fact for the network
predicate. Therefore, a protocol run between A and B with no intruder involved
requires a configuration of at least 7 facts of the size of at least 6.
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ROLA :
ROLB :
ERASEA :
ERASEB :

Al :
A2 :
B1:

B2:
B3:
S1:

Role Regeneration Theory :

Guy(G, kgs) AnnN(G)P(x) — Guy(
Guy(G, kgs) AnnN(G)P(x) — Guy(
As(k,G,x) — P(x)

Bs(k,G,x,y) — P(x)

kGS) A?’L?’LN(G)A()(]{?GS)
k B

G,
G, kas) AnnN(G)Bo(kgs)

Protocol Theories A, B, and S :

Ao(kags) AnnN(G')P(x) — Ai(kgs, G') Ng(G) AnnN(G')
Al(kGS; ) (.I‘) — AQ(kGS, G’ I)Ns(enc(l{igs, ))
B (kGS) NR( ) AnnN(G’)
— Jx.By(kgs, G', x) Ng(z) AnnN(G")
By (kgs,G',x) Nr(y) = Ba(kas, G',z,y) Ns(enc(kgs, (G, y)))
By(kas, G',x,y) Nr(enc(kgs,z)) = Bs(kas, G, z,y) P(*)
Ng(enc(kgs, (G’ enc(Kgs, ©)))) Guy(G, kas) Guy(G', kasr)
— Ng(enc(kgs, x)) Guy(G, kas) Guy(G', kasr)

Figure E.22: Semi-founded protocol theory for the simplified Woo-Lam Protocol.
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2008 Appendix E.I. An attack on simplified Woo-Lam protocol

2009 An anomaly on Woo-Lam protocol in shown in Figure E.23.

I(A)— B: A
B—I(A): m
[(A) — B Ny
B — [(S) : {A,nb}kBS
[(S) — B {A,nb}kss

Figure E.23: An attack on simplified Woo-Lam Protocol.

200 Intruder pretends to be Alice and sends Alice’s name to Bob. Bob replies and
2011 than receives a message that he believes comes from Alice therefore he encrypts it
2012 with his key. Than the intruder send the message that looks like the valid server’s
2013 reply. Bob finishes the role thinking he had completed a successful protocol run
2014 with Alice. Neither Alice nor the server were involved. Intruder initiates the
2015 protocol impersonating Alice. Then he also impersonates the server and although
2016 intruder does not know the keys shared between the server and Alice and Bob,
2017 respectively, he is able to trick Bob into thinking that he had completed a proper
2018 protocol exchange with Alice.

2010 Initial set of factsis W = Guy(A, Kas) Guy(B, kps) AnnN(A) AnnN(B) .
2020 This attack requires a configuration of at least 11 facts (6 for the protocol and
2021 additional 2 for the intruder) of the size 6 . Notice that we did not need the role
2022 state predicate for Alice, therefore the protocol did not require the usual 7 facts.

W Bq(kps) My(A) R(x) P(x) 2usec

W By(kps) My(A) C(A) P(x) —snp

W Bo(kps) My(A) Nr(A) R(x) —p1

W Bi(kgs, A, nb) My(A) Ns(ny) R(*) = rwp

W Bi(kps, A;np) My(A) Nr(np) R(*) — 52

W By(kps, A, np, ) Mg(A) Ns(enc(kps, (A,m))) R(*) = rwp
w BQ(kBS7A TLb,TLb> Mg(A)) NR(enc(k:Bg, <A nb>)) R(*) — B3
W Bs(kps, A, ny, ) My(A) R(x)P(x)

2023 This attack requires a configuration of at least 8 facts (6 for the protocol and
2024 additional 2 for the intruder) of the size 6 .
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Appendix F. An audited key distribution protocol from MSR

The following protocol was introduced in [15]. It is a fragment of an audited
key distribution protocol, for one key server and s clients. The protocol assumes
that a private symmetric key K is shared between the principals A, By, .. .; Bs and
C. Here A is akey server, By; ..., B are clients, and C' is an audit process. There
are s Server/Client sub-protocols, one for each client. In these sub-protocols A
sends a value which corresponds to a certain binary pattern, and B; responds by
incrementing the pattern by one. We use the notation z; to indicate the “don’t
care” values in the messages in the Server/Client sub-protocols.

We show the protocol for s = 4.

Keys: K - symmetric encryption key shared by A, B;, C'

Server / Client Protocols
A—>B1 : {ZEhZEQ,CL’g,O}K
Bl — A {ZEl,IQ,I'g,]_}K

A— BQ : {301,:62,(), 1}[(
By, — A {9517372, 170}K

A—> B3 *{:"131,07 1, ]-}K
B3 — A {3?1, 1,0,0}[{

A— By {0,1,1,1}
By — A {1,0,0,0}[(

Audit Protocols
A— C :{0,0,0,0}g
C — A :0OK

A—C {1,111}k
C —s A : SECRET

Figure F.24: Exponential Protocol
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2035

2036

2037

2038

2039

The protocol also includes two audit sub-protocols. In the first audit protocol the
server A sends a message of all zero’s to C' to indicate that the protocol finished
correctly. In the second audit protocol, A sends a message of all one’s to indicate
that there is an error. The second audit protocol has the side-effect of broadcasting
the SECRET if C' receives the error message.

Role regeneration theory :
ROLA : P(x) = Ap(K) ERASEA : A4 (K) — P(x)
*

ROLBI : P(x) — Bly(K) ERASEBI : B1,(K) — P(x)
ROLB2 : P(x) — B2y(K) ERASEB2 : B2,(K) — P(x)
ROLB3 : P(x) — B3y(K) ERASEB3 : B3,(K) — P(x)
ROLB4 : P(x) — Bidy(K) ERASEB4 : B4,(K) — P(x)
ROLC: P(x) — Co(K) ERASEC: Cy(K) — P(x)
Protocol rules :

Al: P(x)Ay(K) — Ng(enc(K, (xy1, x9,23,0))) A1 (K)
A2 : Ng(enc(K, (x1,22,23,1)))A1(K) — Ng(enc(K, (x1,22,0,1)))Az(K)
A3 : Ng(enc(K, (z1,22,1,0)))A2(K) — Ng(enc(K, (x1,0,1,1)))As(K)
A4 : Ng(enc(K,(z1,1,0,0)))A3(K) — Ng(enc(K,(0,1,1,1)))A4(K)

Bl : Ng(enc(K, (x1,22,23,0)))Blo(K)— Ns(enc(K, (x1,x2,23,1))) Bl (K)
B2 : Ng(enc(K, (x1,29,0,1)))B2o(K) — Ng(enc(K, (x1,22,1,0)))B2;(K)
B3 : Ng(enc(K,(x1,0,1,1)))B3¢(K) — Ng(enc(K,(x1,1,0,0)))B3;(K)
B4 : Ng(enc(K,(0,1,1,1)))B4o(K) — Ng(enc(K,(1,0,0,0))B4,(K)
A5 : Ng(enc(K,(1,0,0,0)))A4(K)  — Ng(enc(K, (0,0,0,0)))As(K)
Cl1: Ng(enc(K,(0,0,0,0)))Co(K) — Ng(OK)Cy(K)

A6 : Ngr(enc(K, (0,1, x9,x3)))As(K) — Ng(enc(K,(1,1,1,1)))As(K)
A7 : Ng(enc(K, (x1,1, 29, 23)))As(K) — Ng(enc(K,(1,1,1,1)))As(K)
A8 : Ng(enc(K, (x1,22,1,23)))As(K) — Ng(enc(K,(1,1,1,1)))As(K)
A9 : Ng(enc(K, (x1,x2,23,1)))A4(K) — Ng(enc(K, (1,1,1,1)))As(K)
C2: Ng(enc(K,(1,1,1,1)))Co(K) — Ng(SECRET)C:(K)

Figure F.25: Protocol theory rules in semi-founded form

89



2040

2041

2042

2043

2044

2045

2046

2047

2048

2049

2050

2051

2052

2053

2054

2055

2056

2057

2058

2059

2060

2061

2062

2063

2064

2065

2066

2067

2068

2069

2070

2071

2072

2073

2074

2075

Intial set of facts represents key distribution for communication with the server
and includes 4 facts representing principals’ names. There should be additional 2
facts for role states, one for the server state A; and another for the principal cur-
rently having a session with the server A. Role regeneration theory optimizes the
number of facts required by deleting final role states with ERASE rules. Another
fact is required for the network predicate. Therefore, a protocol run between A,
By, ..., By and C with no intruder involved requires a configuration of at least
11 facts of the size of at least 10.

Appendix F.1. An exponential attack on the protocol

It is argued in the [15] that this protocol, which was in the restricted well-
founded form, is secure against polynomial-time attack and insecure under Dolev-
Yao assumptions. There is an attack which requires an exponential number of
protocol sessions. Since in a well-founded protocol theory the initial role states
are created before protocol execution, this attack would no longer be possible
with a balanced well-founded protocol theory and a bounded memory intruder.
In a fixed configuration the number of roles would be bounded by the number of
facts in the configuration.

In a semi-founded protocol theory there are rules from role regeneration theory
which delete final protocol state facts, so the protocols runs with even an expo-
nential number of roles are possible. Although there is only a bounded number
of parallel (concurrent) sessions, it is even possible to have an infinite number of
roles in a run.

When a Dolev-Yao intruder is present, he can route an initial message (0, 0,0, 0)
encrypted by K from the server A through 2° — 1 principals creating an exponen-
tial run of the protocol. The value of the encrypted binary number gets increased
and finally reaches all 1’s which is then sent to C' and causes broadcasting of the
SECRET.

The intruder only forwards the messages without being able to decrypt them.
He uses the FWD rule which does not require any additional intruder’s memory.
These actions are repeated for each of the 2° protocol sessions with principals B;.
Finally he sends the last message consisting of all 1’s encrypted by K to C' who
then broadcasts the SECRET. Intruder learns the secret by using the rules REC,
DM and then forwards the message to A using USEC and SND rules. For that he
needs 2 R(x) facts.

Consequently, the exponential attack requires a configuration of at least 13 facts
of the size 10, of which 2 R(x) facts.
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Appendix G. Symmetric Key Kerberos 5

Kerberos is a widely deployed protocol, designed to repeatedly authenticate a
client to multiple application servers based on a single login. The protocol uses
various credentials (tickets), encrypted under a servers key and thus opaque to
the client, to authenticate the client to the server. This allows the client to obtain
additional credentials or to request service from an application server.

We follow the Kerberos 5 representation from Butler, Cervesato, Jaggard, Sce-
drov ”A Formal Analysis of Some Properties of Kerberos 5 Using MSR”. We use
the level ”A” formalization of Kerberos 5 with mutual authentication which al-
lows the ticket anomaly of the protocol. For simplicity we use ¢ instead of t¢ g, .,
timestamp in the last two messages of the protocol shown in the Fig. G.26.

C—K:C,Tn

K — C:C{AKey,C}y,,{AKey,ni, T},
C —T:{AKey,C}i,,{C}akey, C, S, o

T — C:C {SKey,C}i,,{SKey,na, S}t arey
C —5: {SKey, C}ks, {C, tc757‘eq}SK6y
S—C: {tC,Sreq}SKey

Figure G.26: Kerberos 5 Protocol.

A run of Kerberos 5 consists of three successive phases which involve three
different servers. It accomplishes a repeated authentification of a client to multiple
servers while minimizing the use of the long-term secret key(s) shared between
the client and the Kerberos infrastructure. The client C' who wishes to authenti-
cate herself to an application server S starts by obtaining a long-term credential,
whose use requires her long term (shared) key, and then uses this to obtain short-
term credentials for particular servers. In the first phase, C' sends a message to
the Kerberos Authentication Server (KAS) K requesting a ticket granting ticket
(TGT) for use with a particular Ticket Granting Server (TGS) T'. K is expected
to reply with message consisting of the ticket TGT and an encrypted component
containing a fresh authentication key AKey to be shared between C' and 7'. In
the second phase, C' forwards TGT, along with an authenticator encrypted under
AKey, to the TGS T as a request for a service ticket for use with the server .S.
Server T' is expected to respond with a message consisting of the service ticket
(ST) and an encrypted component containing a fresh service key SKey to be
shared between C' and S. In the third phase, C forwards ST and a new authen-
ticator encrypted with SKey to S. If all credentials are valid, this application
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server will authenticate C' and provide the service. The last protocol message is
an optional acknowledgment message.

A single ticket-granting ticket can be used to obtain several service tickets,
possibly from several application servers, while it is valid. Similarly, a single
service ticket for the application server S can be used for repeated service from S
before it expires. In both cases, a fresh authenticator is required for each use of
the ticket.

A semi-founded protocol theory is given in Figure G.27. The additional pred-
icates used in the theory were depicted in Figure B.10.

Initial set of facts consists in facts representing participant’s names and servers
participating in the protocol, and facts representing secret keys distribution. We
assume the secret key of the participant ko has previously been stored in the key
database accessible by the Kerberos Authentication Server K. Similarly we as-
sume the secret key of the Ticket Granting Server 1" has been stored in the key
database accessible by K and the secret key of the Server S has been stored in the
key database accessible by the Ticket Granting Server 7.

Initial set of facts includes the following 7 facts:

W = AnnN(C) KAS(K) TGS(T) Server(S)
Guy(C, ke) TGSKey(T, kr) Server Key(S, ks) .

There should be additional 4 facts for role state predicates and another fact for the
network predicate.

Rules marked with —iock; —constraintx » — constrainty ANd —>constraintg T€Present
constraints related to timestamps and to validity of relevant Kerberos messages.
They are determined by an external process and we represent them with separate
rules:

constraintg : P (%) — Validg (C,T,n,)

constrainty :  P(x) — Validr(C, S, ny)

constraints : P(x) — Valids(C,t)
clock : P(x) — Clocke(t )

Additional facts representing memory, clock and validity constraints, i.e. Auth,
Service, DoneMutc, Memg, Clock, Validy, Validy, Validg, require 3 facts
(not all are persistent so we don’t need all 8 facts).

Therefore, a protocol run between the client C' and Kerberos servers K,7T" and
S with no intruder involved requires a configuration of at least 15 facts of the
size of at least 16 .
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Role Regeneration Theory :

ROLC : Guy(G, k) AnnN(G) P(x) — Guy(G, kg) AnnN(G) Co(C)
ROLK : KAS(K) P(x) — KAS(K) Ko(K)

ROLT : TGS(T) P(x) — TGS(T) To(T)

ROLS : Server(S) P(x) — Server(S) So(S)

ERASEC : C4(C, S, SKey,t,Y) — P(x)

ERASEK : K (K) — P(x)

ERASET : T}(T) — P(x)

ERASES : S,(S) — P()

Protocol Theories C, IC, T and S :

Cl: Co(C)TGS(T) P(x) — Ing.C1(C,T,n1) TGS(T) Ns({C,(T,n1)))
C2: C1(C,T,ny) Server(S) Nr((C, (X, enc(kc, (AKey, (n1,T)))))) P(x)

— Ing.Co(C, T, S, AK ey, ny) Server(S) Auth(X,T, AKey)

NS(<X= (enc(AKey, C), <C= <S, n2>>>>)
C3: Cy(C, T, S, AKey,ny) Clocke(t)
Na((C, (Y, enc(AKey, (SKey, (n, S))))

— C3(C, S, SKey,t,Y) Ng((Y,enc(SKey, (C,t)))) Service(Y, S, SKey)
C4:C5(C, S, SKey,t,Y) Ng(enc(SKey,t))

— Cy(C, S, SKey,t,Y) DoneMutc(S, SKey)

K1 : Ko(K) Guy(C, ke) TGSKey(T, kr) Nr(({(C, (T, ny)))) Validx(C,T,ny)
— JAKey. K, (K) Guy(C, ko) TGSKey(T, kr) P(x)
Ns((C, (enc(kr, (AKey, C)), enc(kc, (AKey, (n1,T))))))
Tl : To(T) TGSKey(T, kr) ServerKey(S, ks) Validr(C, S,ns)
Ngr({enc(kr, (AKey, C)), (enc(AKey, C),(C,{(S,ns)))))
— ASKey. TV(T) TGSKey(T, kr) SerevrKey(S, ks) P(x)
Ns((C, (enc(ks, (SKey, C)),enc(AKey, (SKey, (n2,S))))))
S1: Sp(S) ServerKey(S, ks) Valids(C,t)
Ngr({enc(ks, (SKey,C)),enc(SKey, (C,t))))
— 51(S) ServerKey(S, ks) Ng(enc(SKey,t)) Mems(C, SKey,t)

Figure G.27: Semi-founded protocol theory for the Kerberos 5 Protocol.
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2133

The trace representing the normal protocol run is given below:

W Co(C) Ko(K) To(T') 50(S) P(x) P (%) P(+) P(x) —cn
W C1(C, T, m) Ko(K) To(T) So(5) N((C, (T, n1)))
P( )P( )P( )_>constrazntK
W C1(C,T,nq) Ko(K) To(T) So(S)
N{C,(T,n1))) Validx (C,T,ny)P(x)P(%) — k1
W C((C, T, m) Ki(K) To(T) So(S) P(x)P () P(x)
N{C, (enc(kr, (AKey, C)),enc(kc, (AKey, (n1,T)))))) —c2
W Co(C, T, S, AKey,n2) K1(K) To(T) So(S) P(x) P ()
Auth(enc(kr, (AKey,C)), T, AKey)
N(<07 <<6nc(kT7 <AK6y, C>)7 671,0(]{20, <AKey> <n17 T>>)>>) —constraintr
w 02(0, T, S, AK@y, ng) Kl(K> To(T> So(s> P(*)
Auth(enc(kr, (AKey,C)), T, AKey) Validr(C, S, ns)
N{C, ({enc(kr, (AKey, C)),enc(ke, (AKey, (n1,T)))))) =1
w 02(07 T7 S7 AKeya n?) Kl(K> TI(T> SO(S> P(*)P(*)
Auth(enc(kr, (AKey,C)), T, AKey)
N({(C, (enc(ks, (SKey,C)),enc(AKey, (SKey, (n2,S)))))) —ciock
W Co(C, T, S, AKey,n2) K1(K) T1(T) So(S) Clocke(t)P(x)
Auth(enc(kr, (AKey,C)), T, AKey)
N{C,(enc(ks, (SKey,C)),enc(AKey, (SKey, (ng, S)))))
W Cs(C, S, SKey,t,enc(ks, (SKey,C))) K1(K) T1(T) So(S) P(
Auth(enc(kr, (AKey,C)), T, AKey)
Service(enc(ks, (SKey,C), S, SKey)
N((enc(ks, (SKey,C),enc(SKey, (C,t)))) = constraints
W Cs(C, S, SKey, t,enc(ks, (SKey,C))) K1(K) T1(T) So(S)
Auth(enc(kr, (AKey,C)), T, AKey)
Service(enc(ks, (SKey,C), S, SKey) Valids(C,t)
N((enc(ks, (SKey,C),enc(SKey, (C,t)))) —s1
W C3(C, S, SKey,t,enc(ks, (SKey,C))) Ki(K) Ti(T) S1(S)
Service(enc(ks, (SKey,C),S,SKey) Memg(C,SKey,t)
Auth(enc(kr, (AKey,C)), T, AKey) N(enc(SKey,t)) —cq4
W Cy(C, S, SKey,t,enc(ks, (SKey,C))) Ky1(K) Ty (T) S1(5)
Service(enc(ks, (SKey,C), S, SKey) Memg(C, SKey,t)
Auth(enc(kr, (AKey,C)), T, AKey) DoneMutc(S, SKey)

~—

—C3
*)
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2135

2136

2137

2138

2139

2140

2141

2142

2143

2144

2145

2146

2147

2148

2149

2150

2151

2152

Appendix G.l1. Ticket anomaly in Kerberos 5 protocol

The informal description of the ticket anomaly in Kerberos 5 protocol is given
in Figure G.28. Intruder intercepts the message from K and replaces the ticket
with a generic (dummy) message X and stores the actual ticket in his memory.
C cannot detect this as he aspects the opaque sub-message representing the ticket
therefore just forwards the received meaningless X. Intruder intercepts this mes-
sage and replaces X with the original ticket from K. He forwards the well-formed
message to server 1" and rest of the protocol proceeds as normal.

C —K:C,T,m

K — I(C): C,{AKey, C}i,. {AKey,n1, T }i.
I(K)— C:C, X, {AKey,n, T}k,

C— I(T) : X, {C}akey, C, S,

I(C) — T :{AKey, C}ip, {Clakey, C, S, no

T — C:C {SKey,C}i,,{SKey,na, S}t arey
cC —5: {SKey,C’}kS, {C, tqsreq}SKey

S —C: {tc,Sreq}SKey

Figure G.28: Ticket anomaly in Kerberos 5 protocol

As the result of the intruder’s actions the server 7' has granted the client C' a
ticket for the server S even though C' has never received nor sent a valid second
Kerberos 5 message to 1" (C only thinks he has). Furthermore, since Kerberos 5
allows multiple ticket use, subsequent attempts from C' to get the ticket for the
server S with a dummy ticket granting ticket X will fail for reasons unknown to

C.

In order to perform this attack intruder should be able to generate a generic mes-
sage of the type msgaur < msg representing a ’false ticket”. Later on he should
store this type of data in a separate memory predicate M,,,. Therefore we use rules
GENM, LRNM and USEM from the intruder theory.

GENM : R(x) — Im.M,,(m)
LRNM : D(m) — M,,(m)
USEM : M,,(m)R(x) — M,,(m) C(m)
As in the normal run with no intruder present, initial set of 7 facts is:
W = AnnN(C) KAS(K) TGS(T) Server(S)
Guy(C, ko) TGSKey(T, kr) ServerKey(S, ks) .
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2153 A trace representing the anomaly is shown below.

WCo(C)Ko(ke, kr)To(ks)So(S)
R(x) R(x) R(x) R(x) R(x) R(x) R(x) P(x) P
WC’l(C’, T, nl)Ko(kc,kT)To(ks)S()(S) (<O
R(x)R(+) R(x) R(+) R(x) R(+) R(*) P (%) P

2154 Intruder forwards the message to the server K.

(
(

*)P(+)P(x) =01
(T, 1))
*) P () =

—FWD
WCl(C’ T nl) (kc k‘T)TQ
R(#)R(x) R(x) R(*) R(x
WCL(C,T,n)Ko(ke, kr)Ty
Ns({C,(T,m))) R(x)R )
WC(C, T,n1) Ky (ke, kr, AKey)To(ks)So(S)
R(x) R(x) R(x) R(x) R(x) R(*) R(%) P (%) P (%) P(x)
Ns((C, (enc(kr, (AKey, C)), enc(kc, (AKey, (n1,T)))))) —

2155 Intruder intercepts the reply from the server K and digests parts of its contents.

)50(5) Ne({C, (T, m1)))
*) R (%) P() P (%) P(x)

) *
)So(S) Validg (C, T, n
)R

(ks
) ( _>constrazntK
(ks )

(1) ROx) R(x) R(+) R(+) R(+) P () P (%) — k1

~—RE
WC’lfC, T ny) Ky (ke, kr, AKey)To(ks)So(S)
R(#)R(%) R(x) R(*) R(%) R(x) P () P (x) P(x) P(x)
D((C, (enc(kr, (AKey, C)),enc(kc, (AKey, (n1,T)))))) = pcmp
WOl(C T nl)Kl(kC kZT AK@y)To(kS)So(S)
R(#) R(*) R(*) R(*) R(*) P (%) P (%) P (%) P(x)
D(C)D({enc(kr, (AKey, C)),enc(ke, (AKey, (n1,T))))) = pcmp
WCL(C,Tyny) Ky (ke, kr, AKey)To(ks)So(S)
R(#) R(%) R(x) R(*) P (%) P(x) P(x) P(x)
D(C)D(enc(kr, (AKey,C))) D(enc(kc, (AKey, (n1,T))))) —LrNG
WCl(C, T, nl)Kl(l{fc, k?T,AKey)TQ(ks)So(S)
R(#) R(*) R(*) R(*) P (%) P (%) P () P(x)
M,(C)D(enc(kr, (AKey, C)))D(enc(kc, (AKey, (n1,T))))) —

2156 Intruder bins the part of the message he does not need since he will replace it later
2157 with a fresh generic message that he generates.

—DM?2

WCl(C T nl)Kl(kIc k‘T AKey)To(kS)So(S) (C)
M;(enc(kr, (AKey, C))) My(enc(ke, (AKey (ny,TY)))
R(x)R(%)R(x)P(*)P(x)P(%)P(x) —
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—GENM

WC’l(C’, T, TLl)Kl(kc,k’T,AKGy)T()(ks)SQ(S)Mg(C)Mg(T)MC(X)
M;(enc(kr, (AKey, C))) Mg(enc(ke, (AKey, (ny,T))))
R(x)R(*)P(x)P(x)P(x)P(%) —usgs

WC(C, T, ) Ki(ke, kr, AK ey)To(ks)So(S) My (C) My(T) Mc(X)
M;(enc(kr, (AKey, C))) My(enc(kc, (AKey (n1,T))))
C(enc(ke, (AKey, (ny,T))))
P(x)P(x)P(x)P(x)P(x) »usem

WC(C,T,n,) Ky (ke, kr, AKey)To(ks)So(S) My (C)M,(T)M.(X)
M;(enc(kr, (AKey, C))) Mg(enc(ke, (AKey (n1,TY)))

(enc(ko, (AKey, (n1,T)))) C(X)

(%) P(x)P(%)P(x) —comp

WC(C,T,n,) Ky (ke, kr, AKey)To(ks)So(S) My (C)M,(T)M.(X)

(enckr, (AKey, C))) My(enc(ke, (AKey, (n1, T))))

(X, enclke, (AKey, (n1,T)))))

(*)R(x) P(%) P(%) P(x) —uskc

WC(C, T, ni) Ki(ke, kr, AK ey)To(ks)So(S) My (C) My(T) Mc(X)

(enc(kr, (AKey,C))) My(enc(ke, (AKey, (ny,T))))

(X, enc(ke, (AKey, (n1,T))))) C(C)

(0P(x)P()P(x) S coup

WC(C,T,ny) Ky (ke, kr, AKey)To(ks)So(S) My (C)M,(T)M.(X)
M;(enc(kr, (AKey, C))) My(enc(kc, (AKey, (n1,T))))

((C, (X, enc(ke, (AKey, (n1,T))))))

() P() P(x) P(x) P(x) =5

WC(C, T, n) Ky (ke kr, AKey)Ty(ks)So(S) My (C)My(T) M.(X)
M;(enc(kr, (AKey, C))) Mg(enc(kc, (AKey, (n1,T))))
Nr((C, (X, enc(ke, (AKey, (m,T))))))
R(x)R(%)P(x)P(*)P (%) —

o Q “U/Q\i "UQi wQ

~—

2158 Intruder uses memory maintenance rules to free the memory of unnecessary facts
219 including the B(x) facts. In order to perform the attack ne needs to keep the ticket
2160 granting ticket in his memory.

~—7DELA
WCL(C, T,ny) Ky (ke, kv, AKey)To(ks)So(S)Ms(enc(kr, (AKey, C)))
Nr((C, (X, enc(kc, (AKey, (n1,T)))))

)
R(x) R(x) R(x) R(x) R(x) R(%) P (%) P () P(x) —
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2161

2162

2163

2164

2165

Client C' does not notice the faulty message since he expects to receive an opaque
submessage representing a ticket granting ticket, therefore re replies as if the mes-
sage was a valid message from K.

—C2

WCQ(C, T, S, AKey, Tlg)Kl ]{Zc, ]{ZT, AKey)To(ks)S()(S)
Ns((X, (enc(AKey, C), (C,(S,na))))) Auth(X,T, AKey)
M;(enc(kr, (AKey, C)))
R(x)R(*)R(*)R(%)R(x)R(*)P(*)P(x) —

Intruder intercepts the message and needs to replace the generic message X with
the original ticket granting ticket. We use the notation X = enc(kr, (AKey, C)).

—REC

WCQ(O, 717 S, AK@y, nQ)Kl (k‘c, ]{JT, AK&y)T()(kfs)So(S)
D((X, (enc(AKey,C),(C, (S, n2))))) Auth(X, T, AKey)
M;(enc(kr, (AKey,C)))
R(x) R(x) R(x) R() R(x) P(+) P(%) P (%) = o

WCQ(C T S AKGy,ng)Kl(kc, kT,AKGy)T (k‘s)SO( )
D(X) D({enc(AKey,C),(C,(S,na)))) Auth(X,T, AKey)
M;(enc(kr, (AKey,C)))
R(x)R(*)R(*)R(%)R(x)P(*)P(*)P(*) = prLD

WCy(C, T, S, AKey,ny) K1 (ke, kr, AKey)To(ks)So(S)
B x (x) D({enc(AKey,C),(C,(S,n2)))) Auth(X,T, AKey)
Mg (enc(kr, (AKey, C)))
R(x)R(*)R(%)R(*)R(x)P(*)P(x)P(%) > pcmpB

WCQ(O, T, S, AKey, n2)K1 (kc, k’T, AKGy)To(kfs)So(S)
D(enc(AKey,C)) D({C,(S,ny))) Auth(X,T, AKey)
M;(enc(kr, (AKey, CY)))
R(*)R(x)R(%)R(x)R(*)P(*)P(x)P(x) = pas2

WCQ(C, TY7 S, AK@y, nQ)Kl (k‘c, kJT, AKey)T()(kfs)So(S)
M(enc(AKey,C)) Ms((C, (S, n2))) Auth(X,T, AKey)
M;(enc(kr, (AKey, C)))
R(x)R(*)R(*)R(%)R(x)P(x)P(*)P(x) —

2166 For the composition of the message intruder needs 2 additional R(x) facts.

98



—(USES2,COMP,USES,COMP)
WCQ(O, T, S, AK@y, ng)Kl(k?C7 k?T, AK@y)To(ks)S()(S)
M (enc(AKey,C)) Ms({C,(S,n9))) Auth(X,T, AKey)
C({enc(kr, (AKey, C)), (enc(AKey, C), (C, (S, n2)))))
R(:)ROOR(x) RO P(3) P(+) P(x) —snp
WCQ(C T S AKey, n2)K1(kc7 ]{ZT, AKey)TQ(ks)So(S)
M(enc(AKey,C)) My((C,{(S,n3))) Auth(X, T, AKey)
Ngr({enc(kr, (AKey, C)), (enc(AKey, C), (C,(S,n2)))))
R()R(*) R(*) R()R(*) P(x) P(*) = pEL,
WCy(C, T, S, AKey,ny) K1 (ke, kr, AKey)To(ks)So(S)
Auth(X, T, AKey)
Ngr({enc(kr, (AKey, C)), (enc(AKey, C), (C, (S, ns)))))
R(x)R(x)R(x)R(*)R(*)R(*)R(*) P (%) P(x) —

2167 In the rest of the protocol intruder only forwards the messages using FWD rule.

_>constraz'ntT

WCQ(C, T, S, AKey, ng)Kl(kc, k’T, AK@y)TD(ks)So(S)P(*)
Auth(X, T, AKey) Validr(C, S, ns)
Ng({,enc(kr, (AKey, C)), (enc(AKey,C), (C, (S, n2)))))
R(x)R(x)R(x)R(x)R(x)R(*)R(x) —

—n, WC(C, T, S, AK ey, ns) Ky (ke kr, AKey)To(ks)So(S)P(*) P(x)
Ns((C, {enc(ks, (SKey, C)), enc(AKey, (SKey, (n2,5))))))
Auth(X, T, AKey)R(x)R(*)R(x) R(%) R(*) R(*x) R(*) —

2168 Intruder only forwards the remaining messages since it does not help him in any
2169 Way to keep any data from the message in the memory.
2170 We use the notation Y = enc(kg, (SKey, C)).

—FWD

WCy(C, T, S, AKey, ny) Ky (ke kr, AKey)To(ks)So(S) P (%) P(x)
Auth(X, T, AKey)
Nr({(C, (enc(ks, (SKey, C)),enc(AKey, (SKey, (ns,S))))))
R(*) R(*) R(*) R(*) R(*) R(*) R(*) = ctock

WCy(C, T, S, AKey,ny) K1 (ke, kr, AKey)To(ks)So(S)P(*)
Auth(X, T, AKey) Clocke(t)
Nr((C, (enc(ks, (SKey, C)),enc(AKey, (SKey, (ny, S))))))
R(x)R(x)R(x)R(x)R(*)R(*)R(*) —
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—C3

WCs(C, S, SKey,t,Y) Ky(kc, kr, AKey)To(ks)So(S)P(x)
Auth(X, T, AKey) Service(Y, S, SKey)
Ns((Y,enc(SKey, (C,t))))
R(x)R(x)R(%)R(x) R(*)R(*)R(*) = rwpD

WCs(C, S, SKey,t,Y) Kyi(kc, kr, AKey)Ty(ks)So(S) P (%)
Auth(X, T, AKey) Service(Y, S, SKey)
Nr((Y, enc(SKey, (C,1))))
R(*)R(x)R(*)R(*)R(%) R(*) R(*) —constraints

WOg(O, S, SK@y, t, Y) Kl(k‘c, kT, AKey)To(k’S)So(S)
Auth(X,T, AKey) Service(Y, S, SKey) Valids(C,t)
Nr((Y, enc(SKey, (C,1))))
R(x)R(*)R(x)R(x)R(x)R(*) R(%) —g1

WCg(C, S, SKey, t, Y) Kl(l{ic, /{?T, AKey)To(ks)So(S>
Auth(X, T, AKey) Service(Y, S, SKey) Memg(C,SKey,t)
Ns(enc(SKey,t))
R(x)R(x)R(*)R(%)R(x)R(*)R(*) = rwp

WCs(C, S, SKey,t,Y) Ky(kc, kr, AKey)To(ks)So(S)
Auth(X, T, AKey) Service(Y, S, SKey) Memg(C,SKey,t)
Ng(enc(SKey,t))
R(x)R(x)R(*)R(*x)R(*)R(*)R(*) —c4

WC4(O, S, SKey, t, Y) Kl(k‘c, kT, AKGy)To(ks)So(S)
Auth(X, T, AKey) Service(Y, S, SKey) Memg(C,SKey,t)
DoneMutc(S, SKey)
R(x)R(x)R(%)R(x)R(*)R(*)R(x)

With respect to memory, it does help the intruder to be “clever”. The attack re-
2172 quires a configuration of at least 22 facts (15 for the protocol and additional 7
2173 facts for the intruder) of the size 16.
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2174

2175

2176

2177

2178

2179

2180

2181

2182

2183

2184

2185

2186

2187

2188

2189

2190

2191

2192

2193

2194

Appendix G.2. Replay anomaly in Kerberos 5 protocol

”A” level formalization of Kerberos 5 does not include some nonces and
timestamps of the protocol, so it precludes detection of replayed messages.
Request messages that client sends to servers can therefore be stored in intruder’s
memory when he intercepts them. Later on he can put them on the network as
additional requests. If the original requests were accepted by the servers, so may
be the replayed ones as well. In that case the server generates fresh credentials
based on replayed requests. Differently than in the case of ticket anomaly, fresh
credentials are granted.

C—K: C,/Tn
K — C: C/{AKey,C}y,.,{AKey,n1, T}k,
C— G: {AKey,C}i, {C}akey, C, S, no
G— C: C{SKey,C}i,,{SKey,no, S}tarey

C — ](S) . {SKey, C}ks,{C, tC,Sreq}SKey

I(C) — 5 {SKey, C}ksv {C, tc,Sreq}SKey
S—C: {tC,Sreq}SKey

I(C) — 5 {SK€y, C}ksa {C, tc,qu}SKey

S — I(C): {tes,.,}sKey

Figure G.29: Replay anomaly of Kerberos 5 Protocol

We will model the replay of the third request message from the protocol, as shown
in Figure G.29.

Intruder basically observes the protocol run remembering the request message
to the Server. He only digests the network predicates, i.e.transforms the Ng to Ny
predicate. Some messages are only forwarded with all of the data learnt from them
deleted, while the data from the request message is kept in intruder’s memory for
later replay. Differently from ticket anomaly, intruder does not generate any fresh
data.

As in the normal run with no intruder present, initial set of 7 facts is:

W = AnnN(C) KAS(K) TGS(T) Server(S)
Guy(C, ke) TGSKey(T, kr) ServerKey(S, ks) .
This attack requires a configuration of at least 20 facts (16 for the protocol and

additional 4 facts for the intruder ) of the size 16, as shows the trace of the anomaly
given below.
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WC(C)Ko(kc, kr)To(ks)So() P(x)P(x)P(x)P(x)P(x)
R(*)R(*)R(%)R(*) —c1

W C(C,T,ny) Ko(K) To(T) So(S) P(x)P(x)P(x)P(x) Ns({C, (T, n1)))
R(*)R(*)R(*) R(*) —

2195 Intruder simply forwards the messages he’s not interested in.

—FWD

W CL{(C, T, n1) Ko(K) To(T) So(S) P(+)P(x)P(x)P(x) N((C, (T, n,)))
R(*)R<*)R(*)R(*> _>constraz’ntK

W CL(C, T, ny) Ko(K) To(T) So(S) P ()P () P(x)
Nr((C, (T, ny1))) Validk (C,T,ny)
R(*)R(*)R(*)R(*) —>K1
Ns(C, (enc(kr, <AKey C)), e (kc,<AKey, (n1, TH)))
R(x)R(+)R() R(x) —

2196 Intruder again forwards the message.

—?FWD

W C(C,T,ny) Ki(K) To(T) So(S) P(x)P(x)P(x)P(x)
Nr((C,{enc(kr, (AKey, C)), enc(ke, (AKey, (n1,T))))))
R(x)R(*)R(*)R(%) —co2

W Cy(C, T, S, AKey,ny) K1(K) To(T) So(S) P(x)P(x)P(x)
Auth(enc(kr, (AKey,C)), T, AKey)
NR(<O7 <<6TLC(k‘T, <AK€ya C>)7 enc(k‘c, <AK€y, <n1’ T>>)>>)
R(*)R(*)R(*)R(*) _>constraintT

W Co(C, T, S, AKey,ns) K1(K) To(T) So(S) P(x)P(x)
Auth(enc(kr, (AKey,C)), T, AKey) Validr(C, S, ns)
Nr((C, ({enc(kr, (AKey, C)), enc(kc, (AKey, (n1,T))))))
R(*)R(*)R(%)R(*) —11

W Co(C, T, S, AKey,n2) Ki(K) Ti(T) So(S) P(*)P(*)P(*)
Auth(enc(kr, (AKey,C)), T, AKey)
Ns((C, (enc(ks, (SKey, C)),enc(AKey, (SKey, (ns,S))))))
R(*x)R(*)R(%)R(*) —

2197 Intruder only forwards the message.
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—FWD
W Co(C, T, S, AKey,ns) K1(K) T1(T) So(S) P(x)P(x)P (%)
Auth(enc(kr, (AKey,C)), T, AKey)
Nr((C, (enc(ks, (SKey, C)),enc(AKey, (SKey, (ns, S))))))
R(*)R(*)R(*)R(*) —>ciock
W Cy(C, T, S, AKey,ny) K1(K) T\ (T) So(S) Clocke(t) P(x)P(x)
Auth(enc(kr, (AKey,C)),T, AKey)
N({C, (enc(ks, (SKey,C)),enc(AKey, (SKey, (n2,S))))))
R(*)R(%)R(*x)R(x) —c3
WCs(C, S, SKey,t,enc(ks, (SKey,C))) Ki(kc, kr, AKey)Ty(ks)So()
Auth(enc(kr, (AKey,C)), T, AKey) Service(enc(ks, (SKey,C)), S, SKey)
Ns({enc(ks, (SKey,C)),enc(SKey, (C,t))))
R(x)R(*)R(%)R(%)P(x)P(*) —
2198 Intruder needs data contained in this message therefore he intercepts the message
2199 and stores its data.

—REC

WCs(C, S, SKey,t,enc(ks, (SKey,C))) Ki(kc, kr, AKey)Ty(ks)So()
Auth(enc(kr, (AKey,C)), T, AKey) Service(enc(ks, (SKey,C)), S, SKey)
D({enc(ks, (SKey,C)),enc(SKey, (C,t))))
R(s)R(x)R(%) P(%) P (%) P () = ponp

WCs(C, S, SKey,t,enc(ks, (SKey,C))) Ki(ke, kr, AKey)To(ks)So()
Auth(enc(kr, (AKey,C)), T, AKey) Service(enc(ks, (SKey,C)), S, SKey)
D(enc(ks, (SKey,C))) D(enc(SKey, (C,t)))
R(x)R(x) P (%) P(x) P(*) = pr>

WCs(C, S, SKey,t,enc(ks, (SKey,C))) Ki(kc, kr, AKey)Ty(ks)So()
Auth(enc(kr, (AKey,C)), T, AKey) Service(enc(ks, (SKey,C)), S, SKey)
M;(enc(ks, (SKey,C))) Ms(enc(SKey, (C,t)))
R(x)R(x)P(x)P(x)P(x) —

2200 Intruder starts composing the message.

—USES?

WCs(C, S, SKey,t,enc(ks, (SKey,C))) Ki(kc, kr, AKey)To(ks)So()
Auth(enc(kr, (AKey,C)), T, AKey) Service(enc(ks, (SKey,C)), S, SKey)
M;(enc(ks, (SKey,C))) C(enc(ks, (SKey,C)))

M;(enc(SKey, (C,t)) C(enc(SKey, (C,t)))
P(x)P(x)P(x) —
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2201 Notice that there are no R(x) facts in the configuration.

—COMP

WCs(C, S, SKey,t,enc(ks, (SKey,C))) Ki(kc, kr, AKey)Ty(ks)So()
Auth(enc(kr, (AKey,C)), T, AKey) Service(enc(ks, (SKey,C)), S, SKey)
M;(enc(ks, (SKey,C))) Mg(enc(SKey, (C,t)))
C(enc(ks, (SKey,C))),enc(SKey, (C,t)))
R(x)P(x)P(x)P(*x) —snD

WCs(C, S, SKey,t,enc(ks, (SKey,C))) Ki(kc, kr, AKey)To(ks)So()
Auth(enc(kr, (AKey,C)), T, AKey) Service(enc(ks, (SKey,C)), S, SKey)
M;(enc(ks, (SKey,C))) Ms(enc(SKey, (C,t)))
Ng(enc(ks, (SKey,C))),enc(SKey, (C,t)))
R(*)R(*)P(*)P(*) _>constraints

WCs(C, S, SKey,t,enc(ks, (SKey,C))) Ki(ke, kr, AKey)To(ks)So()
Auth(enc(kr, (AKey,C)), T, AKey) Service(enc(ks, (SKey,C)), S, SKey)
Valids(C,t) Nr({enc(ks, (SKey,C)),enc(SKey, (C,t))))
M;(enc(ks, (SKey,C))) Mg(enc(SKey, (C,t)))
R(x)R(%)P(x) —g,

WCs(C, S, SKey, t,enc(ks, (SKey,C))) Ky (kc, kr, AKey)Ty(ks)S1()
Auth(enc(kr, (AKey,C)), T, AKey) Memg(C, SKey,t)
Service(enc(ks, (SKey,C)),S,SKey) Ng(enc(SKey,t))
M;(enc(ks, (SKey,C))) Mg(enc(SKey, (C,t)))
R(x)R(x)P(x) —

2202 Again intruder only forwards the message.

—FWD

WCs(C, S, SKey,t,enc(ks, (SKey,C))) Ki(kc, kr, AKey)Ty(ks)S1()
Auth(enc(kr, (AKey,C)), T, AKey) Memg(C, SKey,t)
Service(enc(ks, (SKey,C)), S, SKey) Nr(enc(SKey,t)
M;(enc(ks, (SKey,C))) Ms(enc(SKey, (C,t)))
R(x)R(*)P(x) —c4

WCy(C,S,SKey,t,enc(ks, (SKey,C))) Ki(kc, kr, AKey)Ty(ks)S1()
Auth(enc(kr, (AKey,C)), T, AKey) Mems(C, SKey,t)
Service(enc(ks, (SKey,C)), S, SKey) DoneMutc(S, SKey)
M;(enc(ks, (SKey,C))) Ms(enc(SKey, (C,t)))
R(x)R(x)P(x) —

2203 After this run has completed, intruder replays the request to the Server S.
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2204 Role regeneration theory rules ROLS and ERASES allow another session with the
2205 Server.

—7(ERASES,ROLS,USES?,COMP,SND)

WC,(C, S, SKey,t,enc(ks, (SKey,C))) Ki(kc, kr, AKey)Ty(ks)So()
Auth(enc(kr, (AKey,C)), T, AKey) Memgs(C, SKey,t)
Service(enc(kg, (SKey, C)), S, SKey) DoneMutc(S, SKey)
M;(enc(ks, (SKey,C))) Mg(enc(SKey, (C,t)))

Ngr({enc(ks, (SKey,C)),enc(SKey, (C,t))))
R(x)R(*) —s1

WC,(C, S, SKey,t,enc(ks, (SKey,C))) Ki(kc, kr, AKey)Ty(ks)S1()
Auth(enc(ky, (AKey,C)), T, AKey) Memg(C,SKey,t)
Service(enc(ks, (SKey,C)), S, SKey) DoneMutc (S, SKey)
M;(enc(ks, (SKey,C))) Mg(enc(SKey, (C,t))) Ng(enc(SKey,t))
R(x)R(x)
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2207

2208
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Appendix H. Public Key extension of Kerberos S - PKINIT

The Public Key extension of Kerberos 5 differs from the symmetric version
of Kerberos 5 in the initial round between the client and the KAS. Public key
encryption is used instead of a shared key between the client and the KAS.

In the PKINIT the client C and the KAS possess independent public and secret
key pairs, (pkc, skc) and (pkk, skr), respectively. Certificate sets C'ertc and
Certg testify the binding of the principal and her public key. The rest of the
protocol remains unchanged, see Fig. H.30, where for simplicity we use ¢ instead
of tcs,., timestamp in the last two messages of the protocol. We keep a similar
level of abstraction as in the previous section on Kerberos 5.

A semi-founded protocol theory for the PKINIT protocol is given in Figure
H.31.

C — K : Certe,{tc,n2}ske, C, T, my

K — C: {Certg,{k,n2}sky oo, C, {AKey, C}rp, {AKey,ny, tx, T}y
C —T:{AKey,C}i,, {C}akey. C, S, n3

T — C:C{SKey,C}i,,{SKey,n3, S} arey

CcC—S: {SKey, C}ks, {C, tC,Sreq}SKey

S — C: {tc,STEq}SKey

Figure H.30: PKINIT Protocol.

We show that a PKINIT protocol run between the client C' and Kerberos servers
K,T and S with no intruder involved requires a configuration of at least 18 facts
of the size of at least 28 .

Initial set of facts consists of facts representing participant’s names and servers
participating in the protocol, and facts representing secret keys and public/private
key distribution. We assume the secret key of the Ticket Granting Server 1" has
been stored in the key database accessible by K and the secret key of the Server
S has been stored in the key database accessible by the Ticket Granting Server 7.
Initial set of facts has 10 facts:

W = Client(C, pkc) K P(pke, ske) AnnK (pke)
KAS(K) KP(pkk, skx) AnnK (pkr)
TGS(T) TGSKey(T, k)

Server(S) ServerKey(S, ks) .

(H.1)
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Role Regeneration Theory :

ROLC : Client(C, pkc) P(x) — Client(C, pkc) Co(C)
ROLK : KAS(K) P(x) — KAS(K) Ko(K)

ROLT : TGS(T) P(x) — TGS(T) To(T)

ROLS : Server(S) P(x) — Server(S) So(S)

ERASEC : C4(C, S,SKey,t,Y) — P(x)

ERASEK : K (K) — P(x)

ERASET : T} (T) — P(%)

ERASES : 51 (S) — P()

Protocol Theories C, IC, T and S :

Cl

C2:

C3:

C4 .

K1

T1

S1

: C(](C) TGS(T) Cl00k0<tc) — Hnl.ng.Cl(C, T,nl,ng,tc) TGS(T)

Ns({Certe, (enc(ske, (te,na)), (C, (T, )
Ci1(C,T,ny1,na,tc) Server(S) P(x)
Ng({enc(pkc, (Certg, enc(skk, (k,n2)))),

(C (X, enc(k, (AK ey, tna, (1 THI))

— 3ns.Cy(C, T, S, AKey,n3) Server(S) Auth(X,T, AKey)

NS(<X¢ <€7’LC(AK€y, C)v <C7 <Sa ’IZ3>>>>)
Cy2(C,T,S,AKey,n3) Nr((C,(Y,enc(AKey, (SKey, (ns, S)))))) Clockc(t)
— C3(C, S, SKey,t,Y) Ns({Y,enc(SKey, (C,t)))) Service(Y, S, SKey)
C3(C,S,SKey,t,Y) Nr(enc(SKey,t))
— C4(C, S,SKey,t,Y) DoneMutc(S, SKey)

: Ko(K) Client(C, pkc) TGSKey(T, kr) Validg (C,T,n1) Clockk (tk)

Nr((Certc, (enc(skc, (tc,n2)), (C, (T,n1)))))
— Jk.AKey. K1 (K) Client(C,pkc) TGSKey(T, kr) P(*)P(x)
Ng({enc(pkc, (Certg, enc(skx, (k,n2)))),
(C, (enc(kr, (AKey, C)), enc(k, (AKey, (n1, (tk,T))))))))

:To(T) TGSKey(T, kr) ServerKey(S, ks) Validp(C, S, n2)

Nr({enc(kr, (AKey, C)), (enc(AKey, C),{(C, (S, n2)))))
— 3SKey. TV (T) TGSKey(T, kr) SerevrKey(S, kg) P(x)
Ns((C, (enc(kg, (SKey,C)),enc(AKey, (SKey, (n2,S))))))

: So(S) ServerKey(S, ks) Valids(C,t)

Nr((enc(kg, (SKey,C)),enc(SKey, (C,t))))
— S1(S) ServerKey(S, ks) Ns(enc(SKey,t)) Memg(C,SKey,t)

Figure H.31: Semi-founded protocol theory for the PKINIT
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2227

2228

2229

2230

2231

2232

2233

2234

Same as with the symmetric Kerberos 5, rules that are marked with — ek,
_>clockK’ _>constraint;(, _>const7“aintT and _>constraints represent constraints related
to timestamps and to validity of relevant Kerberos messages. They are determined
by an external process and we represent them with separate rules:

constraintg : P(x) — Validg(C,T,ny)

constrainty :  P(x) — Validr(C, S, ny)

constraints : P(x) — Valids(C,t)
clockg : P(x) — Clocke(t )
clockyg : P(x) — Clockk(t)

There should be additional 4 facts for role state predicates and another fact for
the network predicate. Additional facts representing memory, clock and validity
constraints, i.e. Auth, Service, DoneMutc, Memg, Clockc, Clocky, Validg,
Validy, Validg, require 3 facts (not all are persistent so we don’t need all 8 facts).
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2235 The trace representing the protocol run with no intruder present is shown below:

W Co(C) Ko(K) To(T) So(S) P () P (%) P () P (%) —ciocke
W Co(C) Ko(K) To(T') So(S) Clocke(te) P(x)P(*)P(*) —c1
W C’l(C T nl,ng,tc) Ko(K) ( ) So(S) TGS( )
N({Certc, (enc(sko, (ic, n2)), (C, (T, n1))))) P(%)P(%) P (%) = constraints
W C(C,T,nq1,n9,tc) Ko(K) To(T) So(S) Validk (C, T, ny)
N((Certe, (enc(ske, (tc,na)), (C, (T, n1))))) P(*)P(%) = cocks
W Cl(C T nl,ng,tc) KQ( ) (T) ( ) Valsz(C, T, nl) ClOCkﬁK(tK)
(<Oe7"tc, <6nc(5k0’ <tC7n2>) < ) <T n1>>>>) (*) K1
W C1(C, Ty, na, te) Ki(K) To(T) So(S) P(x) P (%) P(+
N({enc(pke, (Certy, enc(skk, (k,n2)))),
(C, (enc(kr, (AKey,C)),enc(k, (AKey, (ny, (tx, TY))))))) —c2
W Co(C, T, S, AKey,ns) K1(K) To(T) So(S) P(x)P(*)
Auth(enc(kr, (AKey,C)), T, AKey)
N(<Oa <<enc(kT, <AK€y, C>)7 enc(/fo: <AK€’!/, <n17 T>>>>>) _>constraintT
w CQ(C, T, S, AKey, TLQ) Kl(K> To(T> S()(S) P(*)
Auth(enc(kr, (AKey,C)), T, AKey) Validr(C, S, ns)
N{C, {{enc(kr, (AKey, C)), enc(kc, (AKey, (n1, T)))))) =11
W Cy(C, T, S, AK ey, ny) Ki(K) Ti(T) So(S) P(x)P(*)
Auth(enc(kr, (AKey,C)), T, AKey)
N{C,{enc(ks, (SKey,C)),enc(AKey, (SKey, (ns, S)))))) = ciock
W Co(C, T, S, AKey,ns) K1(K) T1(T) So(S) Clockc(t)P(x)
Auth(enc(kr, (AKey,C)), T, AKey)
N{C, (enc(ks, (SKey,C)),enc(AKey, (SKey, (ns,S)))))) —cs3
W Cs(C, S, SKey, t,enc(ks, (SKey,C))) K1(K) T1(T) So(S) P(x
Auth(enc(kr, (AKey,C)), T, AKey)
Service(enc(ks, (SKey,C), S, SKey)
N((enc(ks, (SKey, C),enc(SKey, (C,t)))) — constraints
W C3(C, S, SKey,t,enc(ks, (SKey,C))) Ki(K) Ti(T) So(S)
Auth(enc(kr, (AKey,C)), T, AKey)
Service(enc(ks, (SKey,C), S, SKey) Valids(C,t)
N({enc(ks, (SKey,C),enc(SKey, (C,t)))) —s1
W C5(C, S, SKey,t,enc(ks, (SKey,C))) K1(K) Ti(T) S1(5)
Service(enc(ks, (SKey,C), S, SKey) Mems(C,SKey,t)
Auth(enc(kr, (AKey,C)), T, AKey) N(enc(SKey,t)) —cq4
W Cy(C, S, SKey, t,enc(ks, (SKey,C))) K1(K) T1(T) S1(5)
Service(enc(ks, (SKey,C), S, SKey) Memg(C, SKey,t)
Auth(enc(kr, (AKey,C)), T, AKey) DoneMutc(S, SKey)

~—
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2237

2238

2239
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2244
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2247

2248

2249

2250

2251
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2253

Appendix H.l. Man-In-The-Middle attack on PKINIT

A Man-in-the-middle attack on PKINIT is informally shown in Figure H.32.
For this attack to succeed intruder has to be a legitimate Kerberos client so that
the KAS server could grant him credentials. We model that by introducing a
compromised client B whose keys and certificates are known to intruder.

C — I(K): Certe,{tc,n2}ske, C, Tyn4

I(C) — K : Certg, {tc,n2}skp, B, T, 11

K — I(C) : {C@Tt}(, {k7 nQ}SkK}pkBa B? {AK€y> C}kT7 {AK€y7 ny, tKa T}k
I(K) — C: {Certg,{k,n2} sk oo, C. {AKey, Clr,, {AKey,ny, tx, T}y
C — G:{AKey,C}i, {Clakey, C, S, ns

G — C:C,{SKey,C}ys,{SKey,ns, S} akey

C—5: {SKey’ C}ksa {C, tc,Sreq}SKey

S—C: {tc,Sreq}SKey

Figure H.32: Man-in-the-middle attack on PKINIT Protocol.

This flaw allows an attacker to impersonate Kerberos administrative principals
and end-servers to a client, hence breaching the authentication guarantees of Ker-
beros PKINIT. It also gives the attacker the keys that the server K would normally
generate to encrypt the service requests of this client, hence defeating confiden-
tiality as well. The consequences of this attack are quite serious. For example, the
attacker could monitor communication between an honest client and a Kerberized
network file server. This would allow the attacker to read the files that the client
believes are being securely transferred to the file server.

Initial set of facts has 17 facts:

W = Client(C, pkc) KP(pkc, skc) AnnK (pkc)
Client(B, pkp) K P(pkp, skp) AnnK (pkp)
Mek(pk3> Mdk(5k3> Mg<B) Mp<C€7’tB>
KAS(K) KP(pkk, ski) AnnK (pkk)
TGS(T) TGSKey(T, k) Server(S) ServerKey(S, ks) .

There should be additional 4 facts for role state predicates and another fact for the
network predicate. Memory, clock and validity constraints, i.e. Auth, Service,
DoneMutc, Memg, Clocke, Clockk, Validg, Validr, Validg, require 3 addi-
tional facts.
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2254 The attack requires a configuration of at least 31 facts (21 for the protocol and
2255 additional 10 for the intruder) of the size 28, as shown by the following trace.

W Co(C) Ko(K) To(T') So(S) R(x)R(x)R(x)R(x)R(x)R(*)
P(#)P(#) P(x) P (%) R() R(%) R(%) R(%) R(*) R(*) = (ctocke,c1)
R(x)R(x)R(x)R(x)R(x) Ng({Certc, (enc(skc, (tc,n2)), (C,(T,n1))))) —

225 Intruder has to intercept and digest the message in order to modify it.

—?REC
WC’l(C’ T ny, No, tc) 0 ) 0(
D((Certc, (enc(skc, (tc,n2)), (C, (T, m1)))))
R(*)R(*)R(x)R(*) R ( )P (%) P (% ) (*)P(*) = pcmp
W C(C,T,nq1,n9,tc) Ko(K) To(T )<So( ) TGS(T) P(x)P(x)P(x)P(x)
)
)

) So(S) TGS(T)

(K) Ty
D(Certc) D({enc(skc, (tc,na)), (C,(T,n1)))) R(x)R(*)R(*)R(%x) = prLD
W Ci(C, T, ny,n9,tc) Ko(K) To(T) So( )P ()
B(x) D({enc(ske¢, (tc ns)), (C, (T, ny
w 01(07 T,ny,no, tC) (K) (T) SO( ( )
D(6n0(5k07<tcyn2>)) D((C, (T, n1))) (#)R(*)R(*) = psic
W C\(C, T, n1,nz,tc) Ko(K) T ( )50( TGS(T) P(x)P(x)P(x)P(x)
D((tc,n2)) Mc(enc(skc, (tc ))) D(C (T, n1>>) R(x)R(*)R(*) = prrvs
D({tc,n2)) B(*) D((C,{T',n >>)R(*)R( JR(x )—>DM
%% C’l(C’ T ny,ng, te) Ko(K) To(T) So(S) TGS(T) P(x)P(x)P(x)P(x)
M;({tc,n2)) B(x) D((C < >>) R(*)R() ()—>DCMPB
((tc n2>) (C) D((T, n1>) (*) () R(*) P ( JP(x)P(x)P(*) = pum
WCl(CTnl na, te) Ko(K) To(T') So(S) TGS(T)
M;({tc,n2)) D(C) M, (< n1>) R( ) JR(x)P (*)P(*)P(*)P(*) —(LRNG)
M, ((tc n2>) M, (C) M, ((T nl)) ( ) (*)P(*)P(*)P(*)P(*) —

2257 Intruder starts composing the modified message replacing C'ertc, C' and C’s sig-
2258 nature with Certg, B and B’s signature. Since B is compromised intruder knows
2259 all the required data.

S)YTGS(T) P(x)P(x)P
))) R(x)R(*)R(%) R(*
S) TGS(T) P(x)P(*)P(x)P(x)
R(x)R T

S)

(*
) —DCMPB

_>(USES,USEG,COMP,USES,S]G)
M;(({tc, n2)) My(C) M, ({T' n1))
C((1,(T,nq))) C(enc(skg, (tc,n2))) —
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2260 At this point intruder has no R(x) facts left.

—?(COMP,USEP,COMP)
W 01(07 T, TLI,TLQ,tc) K(]( ) (T) S()( ) TGS(T)
My(te) Mn(ng) My(C) My(T) My (na) P(x)P(x) P(x) P(+) R(+)
C((Certp, (enc(skB (tc n2>) (B, (T n1))))) —sND
My(to) My(n >M<> <>
NR<<C€TtB <€TLC(SI{?B <tc n2>>
w 01(07 T7 ny, Ng, tc) KO( ) (T)
M, (C) P(%)P(x)P()R(*) )(;

Nr({(Certp, (enc(skg, (tc, no

Mn(nl)

(B,(T,n1))))) = pELs
So(S) TGS(T)

JR(*) R(x) R(*) R(x)
AB,(T,n1))))) —

2261 Intruder sends the modified message to K and deletes some of the data from the
2262 memory, keeping the name of the client in the memory for later use.

_>constraintK

w Cl(C T ny, No, tc) KQ(K) ( ) So(S) (C) Valsz(C T nl)
Ngr({(Certp, (enc(skg, (tc,n9)), (B, (T, n1>)>))
R(#) R(*) R(x) R(%) R(%) R() P (%) P (%) = ctockc

W Ci(C,T,n1,n9,tc) Ko(K) To(T) So(S) My(C) Validk (C,T,ny) Clock (tk)
Ngr((Certp, (enc(skg, (tc,n9)), (B, (T, n1>)>>)
R(x)R(%)R(%)R(x)R(*)R(*)P(*) — k1

w 01(0, T, nl,ng,tc) Kl(K) To( ) S()(S) (C)
R(*)R(*)R(*)R(*)R(*)R(*)P(*)P(*)P(*)
Ns({enc(pkp, (Certg, enc(skg, (k,na)))),

(B, {enc(kr, (AKey, C)),enc(k, (AKey, (nq, {tx,T)))))))) —

2263 Intruder intercepts the message intended for C and decomposes it cleverly, i.e.uses
2264 the already existing submessages and only decomposes what’s necessary for learn-
2265 ing the information contained.

—7REC
WC’l(C,T,nl,ng,tc) Kl(K) ( ) (S
R()R(x)R(x) R() R() P() P(x) P(
D((enc(pkp, (Certk, enc(skg, (k,no
(B, (enc(kr, (AKey, C)), enc(k, <AKey, (n
w Cl(C T ni, Nag, tc) Kl(K> To(T> S()(S) Mg(C P
D(enc(pkp, (Certy,enc(skg, (k,ns))))) R(x)R
D((B, {(enc(kr, (AKey,C)),enc(k, (AKey, (ny, {tx,T))))

< x =
N—

-~
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—DEC
W C’l(C’, T, nl,ng,tc) Kl(K> T()(T) So(S) MQ(C)
R(x)R(*)R(x) P (%) P(x)P(x)P(x)
M. (enc(pkp, (Certg, enc(skg, (k,ns))))) D((Certg,enc(skk, (k,n2))))
D((B, (enc(kr, (AKey, C)),enc(k, (AKey, (n1,{tx,T))))))) = pELMC
W 01(07 T, nl,ng,tc) Kl(K> To(T> S()(S) Mg(0>
R(*)R(x)R(x)P(x)P(x)P(x)P(x)B(x) D({Certy, enc(skk, (k,n2))))
D((B, (enc(kr, (AKey,C)),enc(k, (AKey, (n1, (tx,T))))))) = pcrmpB
W C(C,T,ny1,n9,tc) Ki(K) To(T) So(S) My(C) P(x)P(x)P(x)P(x)
B(x) Ms({(Certg, enc(skk, (k,n2)))) R(x)R(*)R(x)
D((B, (enc(kr, (AKey,C)),enc(k, (AKey, (n1,{tx,T))))))) —=bpMm
W C{(C,T,ny,ng, tc) Ki(K) To(T) S (S) 4(C) P(%)P(x)P(x)P(x
))) R(x)R(x ) (
,)enc(k (AKey, (n1,(tx,T)))))) —=pELD
)

M;((Certg, enc(skg, (k,ng) )
D{B)D({enclkr. (AKey, C) (
WC’l(C, T,n1,n9,tc) Ki(K) To(T) So(S) My(C) P(*)P(x)P(x)P(x)
M,((Certy, enc(skr, (k,n2)))) R(*)R(x ) (%)
B(x)D((enc(kr, (AKey, C>) enc(k, (AKey, (n1, (tx,T)))))) —pwm
WC’l(C’ T,ny,n9,te) Ki(K) To(T )SO(S) 4(C) P(%)P(x)P(x)P(x
M,((Certy, enc(skg, (k,n2)))) R(*)R(x ) (%)
B(x)M;({enc(kr, (AKey, C)),enc(k, (AKey, (ny, (tx,T)))))) —

2266 Intruder starts composing the message form the parts of the intercepted message
2267 and the data stored previously.

—USES
WCl(CaT,nhnzytc) Ki(K) To(T) So(S) My(C) P(x) P (%) P(x) P(x)
M ((Cert, enc(skg, (k,n9)))) R(*)R(x)

B(x)M;({enc(kr, (AKey, C)), enc(k, (AKey, (n1, (tx, T)))))
C'((enc(kr, (AKey, C)), enc(k, (AKey (n1, (tx, TYN))) =usec
W C(C, T, n1,na, te) Ki(K) To(T) So(S) My(C) R(x)P ()P (x)P(x)P(x)

M((Certg, enc(skr, (k,n2))))

B(x)M;({enc(kr, (AKey, C)), k, Atk T

C(C) C({enc(kr, (AKey,C)), enc(k', (AKey, (nl, (tre, T
w Cl(C, T'7 ni, N, tC) Kl( ) (T) So(S

M ((Certk,enc(skk, (k,ng)))) R(x)

B(x)M({enc(kr, (AKey, C)), e?c(k

( )
AKey, (ny, (g, T)))))
C{C, (enc(kr, (AKey, C)),enc(k ,(ny

)
s, T =
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—USES

W CL(C, T, ny,ma, te) Ky (K) To(T) So(S) My(C) R(x)P(x) P
M ({Certg, enc(skg, (k,ns)))) C((Certg, enc(skg, (k,n
gg*)Ms«enc(lﬁT,(AKey ,C)),enc(k, (AKey, (ny, (tk

() P(x) P(x)
2)))
T))))
(C, {enclkr, (AKey, C)), enc(k, (AKey, (ny, (tx, T))
W Cy(C, Ty ma te) Ka(K) To(T) So(8) My (C) ROx)P(x) P
M;((Certg, enc(skg, (k,ng)))) C’(enc(pk'c, (Certg,enc(s
B(#)M,({enc(kr, (AKey, C)), enc(k, (AKey, (n1, (tx, T)))))
CU(C, {enclkr, (AKey, C)), enc(k, (AKey, (ny, (tx, T)))))
W01(07T7n17n27tc) Kl( ) (T> ( ) (O) () () (*)
M({(Certk, enc(skk, (k,ns)))) R(*)R( )
B(x)M;({enc(kr, (AKey, C)),enc(k, (AKey, (ny, (tx,T))))))
C'({enc(pkc, (Certg, enc(skk, (k,n2)))),
(C, (enclkr, (AKey, C)), enc(k, (AKey, (n1, (tx, T))))))))
—SND,DEL3 w Cl(C, T, nl,n2,tc) Kl(K) ( ) S()(S) MQ(C)
R(x) R(x) R(x) R(%) R(x) R(x) P (%) P(x) P (x)
Ngr({enc(pke, (Certg, enc(skk, (k,n2)))),
(C, (enc(kr, (AKey, C)), enc(k, (AKey, (n1, (tx,T)))))))) —

2268 In the remaining part of protocol intruder only forwards the messages, i.e. plays
2269 the role of the network.

)
)
)
)
)P

kic, (k,n2)))))

COMP

)

)

_>
() (%)
, (K,

)

%

(*)

V_>VC(2?2(C, T, S, AKey,ns) Ki(K) To(T) So(S) P(x)P(x)

Auth(enc(kr, (AKey,C)), T, AKey) R(x)R(x) R(x) R(x) R(x) R(x)
Ns((C, {(enc(kr, (AKey, >) enc(ke, (AKey, (n1,1)))))) = constraintr
W Co(C. T, S, AKey,ns) K1(K) To(T) So(S) R(*)R(x) R(x) R(x) R(*) R(*)
Auth(enc(ky, (AKey,C)),T, AKey) Validr(C, S, ny) P(%)
)

Ns((C, {({enc(kr, (AKey, )), enc(ke, (AKey, (n1,T)))))) = rwp

W Co(C. T, S, AKey,ns) K1(K) To(T) So(S) R(*)R(x)R(x)R(x)R(*)R(x)
Auth(enc(kr, (AKey,C)), T, AKey) Validr(C, S, ny) P(x)
Nr((C, ({enc(kr, (AK ey, C’}) enc(kc, (AKey, (n1, T)))))) =1

W Co(C, T, S, AKey,ns) K1(K) T1(T) So(S) R(x)R(*)R(x)R(*)R(*)R(*)
Auth(enc(kr, (AKey,C)), T, AKey) P(*)P(x)
Ns((C, (enc(ks, (SKey,C)),enc(AKey, (SKey, (n2,5)))))) = clocke
Auth(enc(kr, (AKey,C)), T, AKey) Clockc(t) P(x)
Ns((C, {enc(ks, (SKey, C)),enc(AKey, (SKey, (ns, S)))))) —
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—FWD

W C(C, T, 5, AK ey, ng) K1 (K) To(T') So(S) R(x) R(x) R(x) R(x) R(x) ()
Auth(enc(kr, (AKey,C)), T, AKey) Clockc(t) P(x)
Nr((C, (enc(ks, (SKey, C)),enc(AKey, (SKey, (ny, S)))))) —cs3

W C5(C, S, SKey,t,enc(ks, (SKey,C))) K1(K) Ti(T) So(S) R(x)R(x)R(*)
Auth(enc(kr, (AKey,C)), T, AKey) R(x)R(*)R(x)P(x)
Service(enc(ks, (SKey,C), S, SKey)
Ng((enc(ks, (SKey,C),enc(SKey, (C,t)))) — constraints

W C5(C, S, SKey,t,enc(ks, (SKey,C))) K1(K) Ti(T) So(S)
Auth(enc(kr, (AKey,C)), T, AKey) R(x)R(x)R(x)R(*)R(%)R(x)
Service(enc(ks, (SKey, C), S, SKey) Valids(C,t)
Ns({enc(kg, (SKey,C),enc(SKey, (C,t)))) = rwp

W C5(C, S, SKey,t,enc(ks, (SKey,C))) K1(K) Ti(T) So(S)
Auth(enc(kr, (AKey,C)), T, AKey) R(x)R(x)R(x)R(*)R(%)R(x)
Service(enc(ks, (SKey,C), S, SKey) Valids(C,t)
Ngr({enc(ks, (SKey,C),enc(SKey, (C,t)))) —s1

W C3(C, S, SKey, t,enc(ks, (SKey,C))) K1(K) Ti(T) S1(S) R(x)R(x)R(x)
Service(enc(ks, (SKey, C), S, SKey) Memg(C,SKey,t) R(x)R(x)R(x)
Auth(enc(kr, (AKey,C)), T, AKey) Ng(enc(SKey,t)) —rwp

W Cs(C, S, SKey,t,enc(ks, (SKey,C))) K1(K) Ti(T) S1(S) R(x)R(x)R(*)
Service(enc(ks, (SKey,C), S, SKey) Memg(C,SKey,t) R(x)R(x)R(x)
Auth(enc(kr, (AKey,C)), T, AKey) Nr(enc(SKey,t)) —c4

W Cy(C, S, SKey, t,enc(ks, (SKey,C))) K1(K) T1(T) S1(S) R(x)R(x)R(*)
Service(enc(ks, (SKey,C), S, SKey) Memg(C,SKey,t) R(x)R(x)R(x)
Auth(enc(kr, (AKey,C)), T, AKey) DoneMutc(S, SKey)
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