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Abstract—Distance Bounding Protocols are used to infer an
upper-bound on the distance between two participants by mea-
suring the round trip time of a challenge response round launched
by the Verifier, who owns the desired resource, to a Prover, who
wants access to the resource.

A Verifier, who owns the desired resource, sends a challenge
to the Prover, who wants the resource, remembering when the
challenge was sent. The Prover then responds to the challenge (as
quick as possible). From the round-trip time, Verifier can infer an
upper-bound on the distance to Prover. Only if Prover is within
some pre-established distance, Verifier grants him access to the
resource, e.g, open a door.

In our previous work, we discovered a new attack on Distance
Bounding Protocols, called Attack In-Between-Ticks, showing
that an Intruder can gain access to a resource although he is
not within the pre-established distance to Verifier. The attack
exploits the differences between discrete measurements used by
Verifier and the actual distance. We then speculated that the
Attack in Between Ticks could be mitigated by using a large
number of challenge response rounds.

This paper works out the details building the formal machinery
to support this idea. We obtain some surprising (non-intuitive)
results.

We show that in the case where Verifier decides to grant the
access by the simple majority, the effect of the repeated challenge-
response rounds can mitigate the attack but only for the specific
values of the probability of the erroneous decision in one round.

Whereas in the case where Verifier decides to grant the access
by the large majority (that is, with gaining a large specified
level of support, for example, Prover responding in time in two
thirds of the challenges) the idea of repeated challenge-response
rounds works perfectly well for our protocol. In particular, having
observed the “acceptance challenge-response events” in the two-
thirds majority of rounds, Verifier can establish the desired upper
bounds for the ’actual’ challenge-response time interval but only
with the high probability.

1. INTRODUCTION

Distance Bounding Protocols [4] is a class of cyber-physical
security protocols which infers an upper bound on the distance
between two agents from the round trip time of messages.

In a distance bounding protocol session, Verifier (V) and

Prover (P) exchange messages:

V—>P:m
P—V:.m

where m is a challenge and m’ is a response message (con-
structed using the components of m such as nonces in m).

In order to infer the distance to Prover, Verifier marks the
time, fy, when the message m was sent, and the time, ?i,
when the message m’ returns. From the difference ¢, — #;, and
the assumptions on the speed of the transmission medium, v,
Verifier can compute an upper bound on the distance to Prover,
namely (¢; —ty) X v. Verifier only grants to Prover access to the
desired resource if the inferred upper-bound on the distance
between them does not exceed some pre-established distance.
That is, Verifier needs to mark the times 7y and ¢, respectively
representing times when the corresponding message has been
sent and received, and check whether #; —fy < R, for a fixed
time response bound R given by the protocol specification.

Other protocols use similar idea for different purposes.
For example, Secure Neighbor Discovery, Secure Localization
Protocols [13, 5, 11], and Secure Time Synchronization Pro-
tocols [12, 7]. (For more examples, see [1, 10] and references
therein.)

In our previous work [8], we identified a novel attack on
Distance Bounding Protocols, called Attack In-Between-Ticks.
In order to make this paper self-contained we will provide the
details of this attack in Section III

The attack in-between-ticks follows from the fact that many
Verifiers operate according to a discrete processor with some
normally slow clock speed. This means there is a difference
between the (discrete) measurements of the times of sending
the challenge and receiving the response and the actual time
of these events, leading to errors on the inferred upper-bound
on the distance between the participants.

This measurement error can be exploited by an Intruder
allowing him to gain access to Verifier’s resource although the
intruder is further than the pre-established distance. Indeed as



typical Verifiers run slow clocks, the error on the measurement
can be of some meters.

We then speculated that the attack in-between-ticks can be
mitigated by running a (great) number of challenge response
rounds. The intuition was that since the measurement error is
small the use of a number of rounds would reduce the error
and thus reduce the chance for the intruder to carry out the
attack.

This paper formalizes this idea by writing out the proba-
bilistic analysis of the attack in-between-ticks and studying
the impact of the use of several response challenge rounds.
We obtained some interesting non-intuitive results:

« Firstly, for a typical challenge-response protocol, pre-

sented below in Section II, we give a full probabilistic
analysis of an attack “between ticks” [8].

The attack is developed in [8] based on the discrepancy
between the observable time interval t; —fy, and the
actual time interval s; — so; the discrepancy is caused by
inconsistency between the continuous time in nature and
the discrete time within the computer clock.

« Secondly, we challenge a kind of a general belief that
Verifier can improve its performance by means of col-
lecting statistics in a series of n independent challenge-
response rounds aiming to observe an “acceptance event”
of the form “t; —t) < R” , in m rounds, at least, where
m is sufficiently large, for instance, m > 3 (the simple

majority).

The novelty of our approach is that here we get quite
surprising results to support such a claim as well as to
disprove fit.

Namely, we show that in the case where Verifier decides
to grant the access by the simple majority as above
the effect of the repeated challenge-response rounds can
mitigate the attack but only for the specific values of the
probability of the erroneous decision in one round.

Whereas in the case where Verifier decides to grant the
access by the large majority (that is, with gaining a
specified level of support which is greater, say %, than
the threshold of % used for simple majority) the idea
of repeated challenge-response rounds works perfectly
well for our protocol. According to Theorem IV.8, having
observed an event of the form “t; — o < R” in the two-
thirds majority of rounds, at least, Verifier can establish

the desired upper bounds for the actual time interval:
s1—So <R
but only with the high probability for large n.

Consequently, in order to avoid the attack in-between-ticks,
Verifier should adopt a large-majority approach in a series of a
large number of repeated challenge-response rounds. Simple-
majority strategy is not as safe.

Finally, we point out that by our probabilistic approach we
put forward a general method for analysis of a wide class of

novel security problems. Traditionally, any attack on a cyber-
physical security protocol is classified either as

1) a “must-be” attack that always succeeds under the given
circumstances, “the probability is 1",

2) or as a “may-be” attack that can succeed sometimes, in
the case of a specific scenario, “the probability is non-
zero".

The novelty of our probabilistic interpretations is that we have
investigated the case between these two ends on the scale.
Namely, the attack can succeed, but with a certain (specific)
probability.

Within the precise formalism we have challenged a general
belief that Verifier can improve their performance by observing
the “acceptance events" in the majority of n rounds.

This paper is organized as follows. In Section II we ap-
proach the analysis of a typical challenge-response protocol,
similar to those used in Distance Bounding Protocols, using
the Abstract Verifier model. Then in Section III, for the analy-
sis of the challenge-response protocol, we consider the Actual
Verifier model such as a processor. Also, in order to make
this paper self-contained, we provide the details of the attack
in-between-ticks. In Section IV we cast the attack in-between-
ticks by a probabilistic analysis of the challenge response
protocol. By this probabilistic analysis we also investigate
whether one increases the security of a protocol by using
a sequence of challenge response rounds, both by applying
the simple majority approach, as well as the large majority
approach. The proofs of the main results are given in Sections
V and VI In Section VII we present some observations on a
non-integer time response bound. We conclude with Section
VIII pointing to some future work.

II. A CHALLENGE-RESPONSE PROTOCOL (ABSTRACT VERIFIER)

Let us first recall a challenge-response protocol discussed
in [8].

We assume here there that Verifier can execute the following
atomic instructions:

o The instruction that sends the signal to Prover,

» The instruction that allows to detect that a signal has
arrived and

« The instruction that measures the current time and stores
the result.

Depending on the capabilities of Verifier, we consider the
analysis using an Abstract Verifier model, as well as an Actual
Verifier. Abstract Verifier is a theoretical model not restrained
by its physical characteristics, contrary to the model of an
Actual Verifier, such as a processor operating with clock cycles
at some rate.

In the case of an Abstract Verifier model that uses real time,
any combinations of above atomic instructions can be executed
simultaneously.

On the contrary, in the case of an Actual Verifier model,
operating at a hardware implemented discrete processor rate,
this is not the case. More precisely, when using the Actual
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Fig. 1: Attack In-Between-Ticks. Here R = 4 ticks.

Verifier model, we assume that only one instruction can be
performed in one clock cycle. Exact ratio of the number
of instructions and the number of clock cycles depends on
the concrete processor being used. Widely applied Distance
Bounding Protocols typically use not very powerful proces-
sors, e.g. 24MHz processors, where one action involves more
than one instruction.

Therefore, our assumption of one instruction per clock cycle
is conservative. Indeed, if more cycles are needed, the attack
in-between-ticks becomes even more effective.

Since only one instruction can be performed in one clock
cycle, an Actual Verifier cannot store the actual time s of
sending/receiving a message. He stores the current time ¢ as
the best possible approximation of s.

Definition I1.1. Within our challenge-response protocol, Ver-
ifier needs to perform four operations:
(1) At some moment s, Verifier sends the signal m to Prover.
(2) At the moment ty, Verifier measures the current time and
stores it to mark the fact that the message m has been
sent.
(3) At some moment s| = so + {, Verifier receives a response
message n'.
(4) At the moment t,, Verifier measures the current time and
stores it to mark the fact that the message m’ has been
received. m|

The decision rule is as follows:

Definition I1.2. For a fixed time response bound, an integer R,
Verifier decides to grant the access to Prover iff the following
happens:

11—t <R,

for the measured time distance t| — 1.

Here, one of the versions of the optimal strategy for Verifier
is to choose #y “just after” sg, and to choose #; “just after” si.
(Other versions, as the reverse strategy and the like, can be
handled within our paradigm as well.)

In the case of an Abstract Verifier operating in dense time,
the strategy provides that 7y = so, and #; = s;.

As a result, with the Abstract Verifier, the protocol is
flawless: the measured time distance t| — ty equals the actual
time distance s| — sy.

III. A CHALLENGE-RESPONSE PROTOCOL (ACTUAL VERIFIER)

From the performance point of view, the difference between
the Actual Verifier (using discrete clock rate) and the Abstract
Verifier (using dense time) is that, in contrast with the dense
time model, only a fixed finite number of events may occur
within a bounded time interval in the case of discrete time
model.

Without loss of generality, here we allow the Actual Verifier
to execute no more than one operation in a clock cycle (details
are given in [8]).

In the case of an Actual Verifier model, using clock cycles
(such that no more than one instruction can be performed in
one clock cycle), we have to take into account that the actual
time s of sending/receiving the signal and the corresponding
time ¢ measured “just after” the moment s (but necessarily
not within the same clock cycle) might be very close, but are
certainly distinct.

We now consider the challenge-response protocol involving
an Actual Verifier. Definitions and results in the rest of the
paper relate to an Actual Verifier model, written Verifier in
short.

Taking into account Verifier’s clock cycles we adjust Defi-
nition II.1 accordingly (See Figure 1b):

Definition IIL.1. Within our challenge-response protocol, Ver-
ifier needs to perform four operations:

(1) At some moment so =1+ X, within an initial clock
cycle 1, Verifier sends the signal m to Prover.

Here X is a random variable distributed on the inter-
val [0, %] with its probability density fx.

(2) Just after that, at the moment ty =2 + Y within the next
clock cycle 2, Verifier measures the current time and
records that the message has been sent by remembering
its current time ty.

Here Y is a random variable distributed on the inter-
val [0, %] with its probability density fy.



(3) At some moment s; = so + €, within the corresponding
clock cycle | sy ], Verifier receives a response message nt’,
which triggers an interruption so that Verifier measures
the response time in the next cycle.

(4) Just after that, at the moment t; = (Ls1] + 1) + Z, within
the next clock cycle |si|+ 1, Verifier measures the
current time and records that the message m’ has been
received by remembering its current time t,.

Here Z is a random variable distributed on the inter-
val [0, %] with its probability density f7.
Here X, Y, and Z are independent random variables dis-
tributed on the interval [0, %] - we assume that a Verifier’s
clock cycle starts with the active half followed by the idle
half.

Both Y and Z are involved with the actions of the same
kind, of making timestamps. Therefore, it stands to reason to
assume Y and Z be distributed on [0, %] with one and the same
probability density, an arbitrary g, so that, for all x,

Jr(x) = fz(x) = g(x).

This natural restriction seems too liberal to provide concrete
numerical values for the probabilities. Nevertheless, we have
been able to prove our main results in such a general setting,
with providing their concrete numerical bounds, regardless
of g.

Thus, we are dealing with the system:
1+X, S1
th = 2+, 31

S0+€,
Lsi]+1+Z

So =

(D

By the above definitions we are focusing on a particular
model which is used in the analysis of security properties. Our
goal is to develop a general method capable of dealing with
the different variations of the problem. In this paper we focus
on one particular model to show what could have happened
in all details. A similar consideration can be applied to the
variations in the model, for example in identifying what cycle
should be taken as the next cycle, which is the active part of
the cycle etc. Possible answers are leading to variations in the
formal model.

A. When the decision is erroneous:
An Attack In-Between-Ticks

Let us recall the attack in-between-ticks [8].

Consider the illustration in Figure la. It depicts the execu-
tion of instructions by Verifier.

Verifier has to execute two instructions: (1) the instruction
that sends the signal to the prover and (2) the instruction that
measures the current time and remembers it as the time when
the message m is sent. Similarly, when a message is received,
the Verifier detects it, and then he measures the current time
and remembers it as the time when the message m’ is received.

Here we optimistically assume that an instruction can be
executed in one cycle. Also, we assume that a received
signal causes a hardware interruption which immediately alerts
the Verifier. Hence, Verifier can execute the instruction of
measuring and marking the time of a received message already
in the next clock cycle.

Given a time response bound R = 4, the following scenario
provides an instance of the attack in-between-ticks:

1) When the first instruction is executed, it means that the
signal is sent somewhere when the clock is up, say at
time 1.05.

2) In the next clock cycle, Verifier measures the time and
marks that the message has been sent. Say that this was
already done at time 2.0.

3) Suppose that the response message is received at
time 5.45.

4) Then, it triggers an interruption so that Verifier measures
the time and marks the response time in the next cycle,
e.g., at time 6.0.

Since the measured round time t; — ty equals 6.0 — 2.0 =4
time units, Verifier will grant the access to Prover, which
contradicts to the fact that the actual round trip s| — sy equals
545-1.05=44=R+ h >R, where the “extra” h =04, a
security flaw.

Does such a security flaw (of under one clock cycle) matter
from the practical point of view ?

We answer with some data: Light travels 30cm in Ins,
hence using a typical, not very powerful device, e.g. a 24MHz
processor, the above mentioned security flow (error of under
one clock cycle) already results in large distance errors in the
range of several meters.

Clearly, one would increse security by using faster proces-
sors, but this is not always possible or adequate because of
technical issues as well as price.

IV. THE ATTACK IN-BETWEEN-TICKS,
A FULL PROBABILISTIC ANALYSIS

The decision rule applied by Verifier is described below.

Definition IV.1. For a fixed time response bound, an integer R,
Verifier decides to grant the access to its resources if and only
if the following holds for the measured time distance t, — ty:

t1—ty <R.

Thus, the “Yes” decision is erroneous if in reality the
distance s; — 5o turns out to be larger than R, say by some
extra, h.

Definition IV.2. For a fixed time response bound, an integer R,
and an extra, a positive h, we define the probability of the
erroneous decision, pe..-(R, h), as the conditional probability
of an “acceptance event” of the form

t1—th <R,
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We provide probabilistic analysis of the attack in-between-

ticks and the impact of the use of several response challenge

rounds and obtain concrete results for various settings.

The main theorems we intend to prove here are the following.

A. The probability of the erroneous decision, p, .- (R, I).

Firstly, we calculate the probability of the erroneous deci-
sion,  Perror(R, h).

We start from a simpler and easier-to-visualize version
where X is uniformly distributed. The relating result is stated
in the following theorem.

Theorem IV.3. Let Y and Z be independent random variables
distributed with one and the same density, an arbitrary g. Let,
in addition, X be uniformly distributed on [0, %].

Then, for a fixed time response bound, an integer R, and an
extra, a positive h, (cf. Figures 5 and 6), the probability of
the erroneous decision, p.ror(R,h), is

5 if 0<h<i,
perror(R» h) = 1-nh, lf % <h<l, (3)
0, if h>1.

More generally, for the case of X with an arbitrary den-
sity fx we get the following result on probability of the
erroneous decision.

Theorem IV.4. Let Y and Z be independent random variables
distributed with one and the same density, an arbitrary g.
Let X be distributed on |0, %] with an arbitrary density fx.

Then for a fixed time response bound, an integer R, and an
extra, a positive h, the probability of the erroneous decision,
Perror(R, h), is

1, ifoO<h<l,
Perror(R, h) = % . j(;l_h fx(x) dx < l, lf % <h<l, 4)
0, if h>1.

The claim of Theorem IV.4 is visualized in Figure 2.
Proofs of Theorems IV.3 and IV.4 are given in Section V.

Notice that, contrary to our expectations, the probability of
the erroneous decision turns out to be zero for h > 1.

Because of above result, it appears that the obvious defence
against the attack in-between-ticks is to reduce the time re-
sponse bound R by a single clock tick. This solution may result
in inefficient systems that might make erroneous decisions of
the reverse nature, i.e. not allowing access to valid provers in
the appropriate proximity.

B. Using challenge-response rounds repeatedly

Secondly, we challenge a kind of a general belief that
Verifier can improve its performance by means of collecting
statistics in a series of n independent rounds aiming to observe
an ‘acceptance event’ of the form “#; — ) < R” in m rounds,
at least, where m is sufficiently large, for instance, m > 5 (the
simple majority).

The novelty of our approach is that here we get quite
surprising results to support such a claim as well as to disprove
it. Namely, we show that

(i) In the case where Verifier decides to grant the access by
the simple majority (that is, observing an ‘acceptance
event’ in at least % of rounds) the effect of the repeated
challenge-response rounds can mitigate the attack, but



only for the specific values of the probability of the
erroneous decision in one round.

Whereas in the case where Verifier decides to grant the
access by the large majority (that is, with gaining a
specified level of support which is greater, say 3 or 2,
than the threshold of % used for simple majority) the idea
of repeated challenge-response rounds works perfectly
well for our protocol.

According to Theorem IV.8, having observed an event
of the form “f; — 1y < R” in the two-thirds majority of
rounds, Verifier can establish the desired upper bounds
for the actual time distance:

(ii)

s1—8o <R

but only with the high probability for large n.

C. The decision by the simple majority

We generalize Definitions IV.1 and IV.2, relating to decision
rule applied by Verifier and the corresponding probability of
the erroneous decision, to acceptance by simple majority in a
series of challenge-response rounds as follows.

Definition IV.5. Given a time response bound, an integer R,
let Verifier have repeated the above challenge-response proto-
col n times in an independent manner.

We set that Verifier decides to grant the access to their re-
sources by the simple majority, whenever Verifier has observed
an ‘acceptance event’ of the form “t; —ty <R” at least in
m rounds, with m > .

By py""(R,h) we now denote the conditional probability
of Verifier making an erroneous decision to grant the access
(when actual distance s; — s¢ turns out to be larger than R),
when applying the above simple majority strategy.

Definition IV.6. Given a time response bound, an integer R,
and an extra, a positive h, by p;"°"(R,h) we denote the
conditional probability of the event that, given that the actual
time distance

S1 —So=f=R+/’l,

Verifier makes an erroneous decision to grant the access by
the simple majority in accordance with Definition IV.5.

The effect of simple majority approach in the repeated
challenge-response rounds is the following.

Theorem IV.7. Let Y and Z be independent random variables
distributed with one and the same density, an arbitrary g. Let
X be distributed on [0, %] with an arbitrary density fx.

Then, for a fixed time response bound, an integer R, and an

extra, a positive h:

(1) In the case where 0 < h < %, the effect of the repeated
challenge-response rounds is neither positive nor nega-
tive:

1
lim pzrmr(R’ ]’l) — 5 — pirmr(R’ h)

(i) Whereas in the case where % < h <1, the probability
of the erroneous decision, p:’" (R, h), decreases signifi-
cantly for large n. Namely, for some positive €, and Cy,

Py (R ) < Co(1 — )"

and, hence,
lim p;"*" (R, h) = 0.
n—oo

D. The simple majority vs. the large (two-thirds) majority.

Strangely enough, for the decision rule applied by the
Verifier in a series of challenge-response rounds, we obtain
quite different security results when applying the two-thirds
majority instead of simple majority approach.

More precisely, we can fix the item (i) in Theorem IV.7 by
replacing the simple majority with the large majority, as stated
by the following theorem.

Theorem IV.8. Let Y and Z be independent random variables
distributed with one and the same density, an arbitrary g. Let
X be distributed on [0, %] with an arbitrary density fx.

Let Verifier have performed n independent challenge-
response rounds.

For a fixed time response bound, an integer R, and an extra,
a positive h, let 7;"°"(R, h) denote the conditional probability
of the event that, given that the actual time distance

Sl—S0=€=R+h,

Verifier makes an erroneous decision to grant the access be-
cause Verifier has observed an event of the form “t; —ty <R”
in m rounds, with m > 23—”

Then the probability of that the decision by the two-thirds
majority is erroneous, n." (R, h), decreases significantly for
large n. Namely, for some positive € and C,

" (R, h) < Co(1 — &)
and, hence,

lim 7, (R, h) = 0.

n—oo

Proofs of Theorems IV.7 and IV.8 are given in Section VI .

V. CONDITIONAL PROBABILITY OF THE ERRONEOUS DECISION
Perror(R, h) - PROOFs OF THEOREMS IV.3 anD 1V.4

In order to prove Theorem IV.4 we introduce some auxiliary
concepts and prove some intermediate results. Theorem IV.3
then follows as a simple corollary.

Definition V.1. To investigate perror(R,h), we introduce the
following distribution function Fi(x) (Cf. Figures 3 and 4):

Fe(x)=Prob{tj —tg<x|s1—so="C} )
defined as the conditional probability of the event

H —t) < x,



given that the actual time distance
S1 — 80 = L.

Notice that, with £ = R + h, we have:
R

perror(Ra h) = F¢(R) = f Fé(x) dx.

00

Lemma V.2. In the model (1) we are dealing with the
observable t| —ty is calculated as:

tl—tozLX+a+L€J+Z—Y

which implies that

L] +Z -, if €<3,
Hh—to=14 ll]+Z-%, if (2buXx+e<1, (6)
L+lll+Z-Y, if €2 and X+>1.

Here, and henceforth, € denotes the fractional part of ¢:

-4l
Proof. By simple calculation,

ti—to=|1+X+6|+1+Z-Q2+Y)= | X+(|+|€]+Z-Y O

To manipulate with Z — Y appearing in Lemma V.2, we need
the following mathematical facts.

Proposition V.3. Let Z and Y be independent random vari-
ables distributed with one and the same probability density,
an arbitrary g. By fz_y we denote the probability density for
their difference Z —Y.

Then f;_y is even, which implies, in particular, that

f Fry(w)dw = f i y(w>dw—

Proof. Because of Prob{-Y<y}=1-Prob{Y <-y},

we can show that f_y(y) = fy(—y) = g(—y).
By the well-known formulas for the sum Z + (-Y), we have:

[ fw=y) - fy)dy
I gw—y) - g(=y)dy (7)
f_fo gw +u)- g(u)du

which results in the evenness for fz_y, by substituting
u=z+w:

fz-y(w)

Jz-y(=w) = f:o g(-w+u) - gu)du
= [T 8@ gz+wdz 8)
= fz-y(w)
m]

Lemma V.2 provides an explicit expression for the distribution
function F¢(x) and its density F(x), as stated in the following
lemma.

Lemma V4. Let Y and Z be independent random variables
distributed with one and the same density, an arbitrary g. Let
X be distributed on [0, %] with an arbitrary density fx.

(1) In the case of C=C-1) <},

L¢] 1
f Fiw)dw = 5 9)

00

.. X i 1
(ii) In the case of € ={(-[f] 2 3,

foJ

Notice that for the X uniformly distributed on [0, %]:

1 -
Fiwydw= 2 - ProblX +£ <1} (10)

Prob{X + € < 1} = Prob{X <1 —¢€} = 2(1 - 0),

Proof. Given the condition s; — 5o = £, we will consider the
following two cases.

(1) In the case of {=¢- L£] < %, by Lemma V.2,
h—-to=|Cl]1+Z-Y%,

where Z and Y are distributed on [0, %] with one and
the same density, g, and, respectively,

Fe(x) = Prob{ |{]+Z-Y < x} = Prob{Z-Y < x—|{] }

so that for its derivative F' 2,,
Fy(x) = fz-y(x = £])

and, with Proposition V.3,

L¢] 1
f F(w)dw = 3

00

Y

In Figure 3 we draw the graph of the conditional
probability density, the derivative F(x), in the case of
the uniformly distributed Z and Y. The height of the
triangle there is 2.

(ii) In the case of {(=¢-[£]> 2, by Lemma V.2 we
can represent Fy(x) as the sum of two non-overlapping
components

Fe(x) = Fp1(x) + Fea(x) (12)
where

Fri(x) = Prob{X + € < 1} - Prob{ €] +Z-Y < x }

and
Fra(x) = Prob{X + € > 1}- Prob{ 1 + ] +Z-Y < x }.
For its derivative F 2,, we have

Fj (x) = Prob{X + € < 1} fo_y(x — L))

and

Fj5(x) = Prob{X + € > 1} - fo_y(x = ] - 1).



Le1-3 L£] C L+ Le)+1 L)+ 2

Fig. 3: The single-humped (“Dromedary camel”) case: f=C-1L) < % We draw the graph of the conditional probabil-
ity density, the derivative F(x), for the distribution function F¢(x) given by: Fe(x) = Prob{ -ty <x /[ si—so=10}.
By Lemma V.2, here t; —ty = [£]+Z — Y. In Figures 3 and 5 we take Y and Z as uniformly distributed on the interval [0, %].

4¢ -2

Le) -3 L£] ml% Lo+t Lel+ 3

Fig. 4: The 2-humped (“Bactrian camel”) case of bimodal distribution: t=t(- L£] > % The graph of the conditional prob-
ability density, the derivative F;(x), for the distribution function F(x) given by:  Fe(x) = Prob{ ti =t <x [ si—so=1C },
see Lemma V.4. In Figures 4 and 6 we take X, Y and Z as independent random variables uniformly distributed on [0, %].

In particular, by Proposition V.3, We have obtained enough supporting results and are now
e ., 3 able to prove main results on conditional probability of the
Lo Few)dw = erroneous decision given in Section IV-A.
" ProbX +T< 1} fryw—Lthaw= (13)
Prob{X +7< 1) % A. Proof of Theorem IV.4.
Notice that for the X uniformly distributed on [0, 1]: Given an integer R, let { =R+ h.

(i) In the case of 0 < h < %, we have |[{] =R,

~ 1
resulting in h=¢(—-R=C(-{]=(<

= 5,
Fp () =2 =20 fzy(x = L€])
Fi,(0)=Q2¢-1- fzy(x=L{] - 1) 2] |
In Figure 4 we draw the graph of the conditional Perror(R, 1) = f Fy(x)dx = 3
probability density, the derivative F(x), in the case of -
the uniformly distributed X, Z and Y. The height of the (i) In the case of § <h <1, we have [£]=R,

left triangle in Figure 4 is 4 — 4¢, and the height of the _ 1
right triangle is 4¢ — 2. O h=C-R={(-[{]=C(> -,

Prob{X + £ < 1} = Prob{X <1 —¢€} = 2(1 - 0),

(14) and, by Lemma V.4 (see Figure 5)

[\
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Fig. 5: Given an integer R and a positive & such that & < %, we get:

h="C=¢(-¢().

Le]+3

€] +1 10+ 3

PerrorRoh) = [ Fi(x)dx = 1. Here €= R +h, and

4¢ -2

e -1 L£]

Fig. 6: Given an integer R and a real & such that % <h<1, we get:

RN/ o,

e

LEJ+1 Lel+3

L] >

perror(Ra h) = o F;(-x) dx=1-¢=1-h. Recall

that here we take X as uniformly distributed on [0, %]. Here { =R+ h,and h = f=t- L£].

and, by Lemma V.4 (see Figure 6)

) Fr(x)dx

= L. ProbiX+<1)
1-h

= - [ fx(dx.

(iii) Lastly, in the case of h > 1, we have R <|[{f] -1, and
(see Figures 5 and 6)

perrar(R’ h)

Le)-1

perror(Rv h) < f F}(x)dx =0.

—00

which completes the proof of Theorem IV.4. O

B. Proof of Theorem IV.3.

Theorem IV.3 follows from Thle(})lrem IV.4, since for uni-
formly distributed X we obtain: fo T fi(x)dx=2(1-h). O

VI. EFFECTS OF USING A SERIES OF CHALLENGE-RESPONSE ROUNDS -
THE PROOF OF THEOREM IV.7 AND THE LIKE

We now prove the results of investigating whether indeed
Verifier can improve its performance by means of collecting
statistics in a series of n independent rounds, both by adopting
the simple majority or the large-majority approach.

We will use the following functions:

Definition VI.1. For a fixed time response bound, an inte-
ger R, and an extra, a positive h, let Verifier have performed
n independent challenge-response rounds.

Given p = poror(R,h) and q=1— p, we introduce f,(p)
by

k
Frpy=p" 4 np" g () =) () (5)
i=0

1

which is the conditional probability of the event that, given



that the actual time distance
s1—so=f{=R+h,

Verifier has observed an event of the
“t1 —to > R” in no more than k rounds.

‘reject form’

Within Definition VI.1, Verifier has observed at least n — k
‘acceptance events’, which are of the form “#; —# <R”.
Hence, the simple majority and the two-thirds majority can
be expressed in terms of f, x(p).

Proposition VI.2.

m>§,

pzrror(R, ]’l) —

(a) In the case of the simple majority,

where 2k+1<n<2k+2.

Jnk(p)s
(b) In the case of the two-thirds majority, m > 23",
ﬂflrmr(Rs h) = fﬂ,k(p)’

Proof. By Definition VI.1, with p = peyor(R, h), and
q=1-p. o

where 3k <n <3k+2.

A. The proof of Theorem 1V.7

Let Z and Y be independent random variables distributed
with one and the same probability density, an arbitrary g.

Then, for a fixed time response bound, an integer R, and an
extra, a positive h:

(i) In the case where 0 < h < 5,

we have
pP= perror(R, h) = % =q,

and, with 2k + 1 <n <2k + 2,
k

pf,rmr(R’ h) = f,x(0.5) = % ’ Z (7)

i=0
For n =2k + 1, the symmetry of the binomial coeffi-
cients: (Z) = (nfk), provides immediately

k

pflrror(R’ ]’l) — % . Z (’ll) — % . 2”—1 — %

i=0
For n = 2k + 2, we have to make amendments due to the
central position of the binomial coefficient (n'/’2)

1 n 1 1 n
error(R h) (211 1 _ z (n/2)) = E - W : ("/2)

and

error 1 n 1
hm Pn (R, h) 2 r}1—>nolo on+l ’ (n/2) = 5

where “lim,,_,« 2%1 . (n /2) 0” is a quite non-trivial fact

with invoking the harmonic series.
Namely, let

1 2m
m = Somet (m)
Then, by simple calculation:

2m+1_ 1
2m+2’

Am+1 _
am 2m+2

(i)

and, hence,

am+1 = Ao - ]_[

By taking logarithms,

21+2

m

1
In(a,,41) =1 + In(1 - s
(1) = In(ao) ZO (1 - 5—)
we establish that
In(a.1) <1
() n(ao)+z )

and, with the harmonic series,
lim In(a;,41) = —oo,
m—00

resulting in the desired

Iim g, =~ =0.

m—o0

In the case where % < h < 1, we have, for X with a non-
degenerated density f:

1-h
% 'fo fx(x)dx < %

In contrast with the previous case, here we have to
follow another line of reasoning.

Given p < 1, and taking into account that f;,;(0) =0
and

? df, N g
f %(p )dp" = fur(p) = fuk(0) = fax(p)  (16)
0 P

P = Perror(R, h) =

we will be able to establish upper bounds for f,x of the
form: f,x(p) < Co(l1 —¢&,)", by means of the similar
bounds but on its derivative ﬁ (p).

The explicit form for f’“ is glven by the following:

Proposition V1.3. For any n, k, and p, by induction
(recall g =1-p)

df k n! g
n, = (n—I (") pr*1 gk = n—k—-1_k
oy = (@)™ = o
To show that, for some positive g, and Cy
dfnk

- (P)<Co(1—gp)", forall 0<p' <p<3 (17)
p

we consider the following sequences inspired by Propo-
sition VI.3 with 2k + 1 <n <2k + 2:

Vi = (2:;;(1!)! P q~, for n=2k+1,
18
— Qk+2)! k41 k f =2k+2 ( )

W& = e q or n=2Kk+2.

For their ratio, we immediately establish that, for p < %
there is a positive &, such that

Virl 2k +3)2k+2)

lim = lim
k—co (k+ 1)(k+1)

k—oo  Yp

=4pg < (1-gp) <1



which guarantees that, for some Cy,

yi < Co(1 —g,)f,  for all k.
Similarly,
lim Skl = 4pq <1
k—oo 7k

and for some positive &, and Co,
z < Co(1 —g,)f,  for all k.

Bringing the bounds for y; and z; together, we ob-
tain (17), and, taking into account (16), we can conclude
that, for some positive g, and Cy,

P (R, 1) = fux(p) < Co(1 — &)

and, hence,
lim p;"°" (R, h) = 0.
n—oo

B. The proof of Theorem IV.8
Given an integer R, and a positive /, we have:
P = Perror(R. 1) < 1,
and, by Proposition V1.2,
where 3k <n <3k+2.

m (R ) = fur(p),

By the same token, we consider the following sequences
inspired by Proposition VI.3 with 3k <n < 3k + 2:

W = %p”"q’ﬂ for n =3k,
v = gk(;,i)),' p*gk, for n=3k+1, (19)
we = sy P, for n=3k+2.
For their ratio, we establish that (recall that p < %)
27 27
lim 240 = fim 2L oy 2R 22D, o 2 o
k—oo Uy k—oo Vi k—oo Wy 4 32
which guarantees that, for some positive € and Cy  (here
3k <n<3k+2):
d
% (PH)<Co(l-¢)", forall 0<p <p< %
p
Taking into account (16),
(R, h) = fux(p) < Co(1 - &)"
and, hence,
r}gg 7" (R, h) = 0.
O

VII. OBSERVATIONS ON A NON-INTEGER TIME RESPONSE BOUND

The clear and easy-to-read formula (4) in Theorem IV.4
heavily relies upon the condition that the time response
bound R is given as an integer. On top of that, the formula
turns out to be one and the same, whatever peculiar distribution
density g for Y and Z we take.

In a more general case where we allow any real time
response bound R, not necessarily an integer, the picture
becomes much more weird to be formulated in an easy-to-
read form. In particular, to formulate the statements we have
to take into account the peculiarities of g.

Nevertheless, with the help of Figures 3 and 4, we can
easily visualize the following general extreme bounds for the
probability of the erroneous decision, perror(R, h), even for the
case when R is some real number, not necessarily an integer.

Corollary VIL.1. Let Y and Z be independent random vari-
ables distributed with one and the same density, an arbitrary g.
Then, whatever real time response bound R we take, for
any extra h > 1.5, the probability of the erroneous decision
becomes zero:

perror(R’ h) =0.

Proof. Let [ = R + h, then
R <] !
- 2

and (see Figures 3 and 4)

Le)-3
perrar(R; h) < f Fé(X)d)C =0.

On the other hand, the bound ~ > 1.5 is exact.

Corollary VIL2. Let h be a positive number such that h < 1.5.
Then for some real time response bound R, we get a positive
probability of the erroneous decision:

perror(R: h) > 0.

Proof. See Figure 4. O

VIII. ConcLusioNs, RELATED AND FUTURE WORK

This paper investigates the attack in-between-ticks on Dis-
tance Bounding Protocols through a probabilistic analysis.
This is an unorthodox approach, in a sense, by changing
the black-white interpretations of a wide class of novel secu-
rity problems with the probabilistic interpretations. Namely,
traditionally, any attack is classified either as a “must-be”
attack (i.e., the attack that always succeeds under the given
circumstances), or as a “may-be” attack (i.e., the attack that
can succeed sometimes, in the case of a specific scenario). The
novelty of our approach is that we fully investigate the case
between these two extremes where the attack can succeed but
with a certain probability.



To the best of our knowledge such probabilistic approach
has not been used in the analysis of security properties of
cyber-physical protocols. Similar probabilistic analysis has
been used, for example by [2], but related to an optimization
problem of guessing at least one key when given a sequence
of independent keys with corresponding distributions. We
specifically consider probability of success in majority of
cases, and our probabilistic approach concerns cyber-physical
security properties in a setting with explicit time.

Our analysis demonstrates that the use of repeated rounds of
challenge response messages may not necessarily mitigate the
attack in-between-ticks attack. We identify conditions when it
is possible to mitigate such an attack, namely when a Prover
succeeds in a greater majority of challenge response rounds.

The attack in-between-ticks [8] is a novel kind of attack on
distance bounding protocols. It is based on the fundamental
difference between discrete and dense models for timed sys-
tems. To the best of our knowledge, this kind of attack did
not appear in related work of other authors.

For example, Boureanu er al. [3] recently proposed a dis-
crete time model for formalizing distance bounding protocols
and their security requirements, and claim that their SKI
protocol is secure against a number of attacks. However, the
time model used in [3] is discrete where all players are running
at the same clock rate. Therefore, this model is not able to
capture attacks that exploit the fact that players might run
at different speeds. Hence, we believe that SKI protocol is
vulnerable against the attack in-between-ticks.

Malladi er al. [9] formalize distance bounding protocols in
strand spaces. Their automated tool for protocol analysis does
not take into account the fact that the verifier is running at
some clock rate, and therefore are not able to detect the attack
in-between-ticks.

Cremers et al. [6] introduce a taxonomy of attacks on
distance bounding protocols, which include a new attack
called Distance Hijacking Attack. This attack is caused by
failures not in the time challenges phase of distance bounding
protocols, but rather in the authentication phases. It would be
interesting to understand how these attacks can be combined
with the attack in-between-ticks to build more powerful at-
tacks.

We are investigating completeness theorems for the analysis
of protocols against types of attacks in the taxonomy. For
example, we are interested in how many intruders is enough
for an attack to succeed in various scenarios with multiple in-
truders colluding and/or taking advantage of other participants
either with or without their consent, similar to [6].

Another interesting generalization is to investigate attacks
involving intruders that move.

As our future work, we will also consider the probabilistic
analysis for the generalized case of the "two-thirds" majority
involving an acceptance parameter c € (%, 1).

Finally, we intend to investigate a more cautious Verifier
that first marks the time, then sends the message. Reversing
the order of actions in such a way may imply errors in time
measurement of a different nature, which may turn impractical.
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